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Executive Summary

Virk Logistics Company (VLC) took the decision to upgrade its network infrastructure to follow
the latest trends. Right now in the current scenario their network has their own mailing server
and file server. Their mailing server is managed by their separate administration team.
Moreover they have basic Internet access coming directly from their head office, and also have
some management software running. The have usually complains from users who are facing
recurring downtime and higher latency when accessing internet due to old setup. The also
faced some ransomware attacks from pas few months which became an alarming risk to their
data. Now company wants to get rid of these hectic situations by upgrading their entire
network infrastructure and they also want to enhance their productivity and reliability along
with secure environment.

In the proposed solution they will get major changes to VLC network system. The current
networking equipment using in the network was end of life and end of support as well.

The proposed network infrastructure requires multiple changes that overcome these
ambiguities and earlier technologies. The upcoming results have greater bandwidth, efficiency
and reliability, more security and easy management & network maintenance equipment.

The latest provided hardware will use compatible and up-to-date technologies that will
facilitate maintenance and troubleshooting as well as to rectify and troubleshoot the slow
access times that are currently being reported.

In addition to updating the hardware, the proposed solution will also do some amendments in
the device configuration. After implementation these changes will be able to deliver more
reliability and security for every node of the VLC network.

Along with the updated hardware, the updated network configurations will benefit the
company to explore new possibilities in using the network to increase overall productivity and

at last to better serve the needs of their clients.
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Introduction

This project would be on an IT infrastructure of an organization (Logistics Company). It’s a
real time project that will be mirrored on simulator to understand the working of an enterprise
network. All the information of organization would be collected from their IT experts. The
objective is to provide them more reliable and secured network. The scope of this project is to
multiple branches present on remote location by using Hub and Spoke architecture. Moreover,

the technique of 3 tier architecture will be used to make it more scalable for future purpose.

1.1 Existing System / Competitive Analysis

Currently, VLC network can be considered as having a centralized model. The following figure

provides a high level overview of VLC's existing network topology:
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Figure 1 Existing System Topolgy View
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1.2

Problem Statement

As the technology is increasing day by day it’s getting worse to follow some traditional methods

of maintaining and securing network. Often, we use devices without having the detailed

knowledge and not getting as much they are designed for, which may lead to more investments

and increasing risk of attacks and exploitation. Taking it to another note it’s compulsory to

make it legit by utilizing available viable resources to meet the goal of maximum throughput

with minimum bandwidth by state of the art resource allocation techniques. Following are the

major issues running in most of the organizations.

1.3

Complex configurations

Complex policy management

Less scalable

Expensive solutions

Lack of Qos

Old traditional security methods
Unavailability of complete UTM Solutions
Lag in availability

Manually changing in connections during network failure

Proposed Solution

By considering the above-mentioned problems, the goal is to achieve the availability, Data

Integrity and confidentiality is by using following techniques

Concise configurations by modifying protocols

Policy Management by using ACLS and Firewall policies

More scalable network by using 3 tier architecture of Access, Distribution and Core
methodologies

Make sure the QOS and TOS by priority que management system.

More advanced security solutions by using next generation firewalls

Proposing reliable and dedicated devices to the specified purpose like scenario-based

solutions.
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« Utilizing minimum devices, performing maximum job which they have actually designed
for.
« Ensure 24/7 availability by means of creating failover

« Equalload balancing for utilizing every available resource
1.4 Scope of the Project

A typical Enterprise network has many functional modules and layers. VLC’s network can be

viewed as composed of following functional modules:

. WAN Module

J Core Switching Module
. Server Farm Module

o Internet

o Branch Connectivity

1.4.1 WAN Module:

The WAN module is where the customer’s remote offices and branches connect to access
services published in VLC's Datacenter.

A pair of Cisco routers at VLC's Datacenter represents WAN layer Module, they interconnect the
data center with Virk Logistics network core by using lease line from PTCL and Netsol
connection as a backup. The connection is used for accessing data directly from VLC’'s Data

Center through extended LAN connection.

1.4.2 Service Module:

Service Module of the Data Center is consist of core switching, security and application content
awareness components. Existing Data Center does not have all the components of the Service
modules. It only has core switching module.

Core switching module within data center represents Core Switching layer where Access
Network, WAN Access Layer and Internet/DMZ Access layers aggregate.

In existing VLC’s Datacenter a pair of Cisco switches provides the Core Switching facilities. All
Access switches, Servers Financial and non-Financial are connected to Core switches.

Internet/DMZ module and WAN modules are also connected to it.
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1.4.3 Server Farm Module:

Server Farm module is comprised of Access Switches which connect Servers to Service Module.

The servers are physically connected to Core Switch.

1.4.4 Internet/DMZ Module:

Internet/DMZ module is the demarcation line between Public and Private Network, it contains
Firewalls for protecting DC network from outside, make possible certain services availability on
the Public by utilizing DMZ security layer using separate firewall which monitors the traffic
pattern for any security breaches.

VLC DC has Internet link from ISP which is terminated on one of the Cisco routers. The Internet

module also has a Cisco Firewall

1.4.5 Branch Connectivity Module:

Branch Connectivity module describes network from the Branch itself. Each VLC branch has two

uplinks to the WAN aggregation routers from any of the available combination of following

media
e PTCL
® Netsol

1.5 System Architectural Design

To incorporate new services into the existing Data Center the network topology will be changed

according to the following overall diagram.
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Figure 2 Proposed Solution Topology View

1.6 Implementation Tools and Techniques

Site Survey and Data Collection: Microsoft Excel, Microsoft Word.

Questionnaires: Microsoft Office, Google Forms.

Topology Design: Microsoft Visio.

Implementation/Prototyping Tool: Cisco Packet Tracer, GNS 3, Original I0S with VMware.

Testing of modules: Wireshark, GNS 3, VMware.

1.7 Project Plan

As it’s a real time project so all the work breakdown is on the approval of company.
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1.8 Work Breakdown Structure

1.8.1 Preparation

1.8.1.1 Questionnaire

1.8.1.2 Site Survey

1.8.1.3 Establish Organization & Business requirements

1.8.14 Charter Signed

1.8.2 Planning

1.8.2.1 Characterizing existing network
1.8.2.2 Identifying Network & User requirements
1.8.2.3 Analysis of installed network areas

1.8.2.4 User’s identification about network service requirements.

1.8.3 Design

1.8.3.1 Network Analysis

1.8.3.2 Testing of each module

1.8.3.3 Creating VLC network Physical Design
1.83.4 Creating VLC network Logic Design
1.8.3.5 Security analysis

1.8.3.6 Proposed Solution

1.8.4 Implementation

1.8.4.1 Pre-implementation (during off hours).
1.8.4.2 Post-implementation (during normal hours).
1.8.4.3 Testing.

1.8.5 Statistical Analysis

1.8.5.1 Compare before and after results.

1.8.5.2 Training.

1.9 Roles & Responsibility Matrix:

The purpose of roles & responsibility matrix is to identify who will do what.
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WBS # WBS Activit | Activity to Complete the | Duration | Responsible
Deliverable y# Deliverable (# of Team
Days) Member(s) &
Role(s)
1.8.1.1 Questionnaire 1 Questionnaire design and | 5 Bisma ,Hassan
response time Abdullah
1.8.1.2 Site Survey 2 Visit to the site for | 10 Bisma  ,Hassan
complete details Abdullah
1.8.1.3 Establish 3 Understand business | 5 Bisma  ,Hassan
Organization requirements Abdullah
and business
requirements
1.8.1.4 Charter signed 4 Meeting with the IT Board | 5 Bisma  ,Hassan
& Executives Abdullah
1.8.2.1 Characterizing 5 Segregation of network in | 10 Bisma  ,Hassan
existing network depth Abdullah
1.8.2.2 Identifying 6 Questionnaire analysis and | 5 Bisma ,Hassan
network and meeting with end users Abdullah
user
requirements
1.8.2.3 Analysis of | 7 Network installed areas will | 10 Bisma  ,Hassan
installed be analyze Abdullah
network areas
1.8.2.4 Identification of | 8 Breakdown on the basis of | 5 Bisma  ,Hassan
user who will users Abdullah
requirenetwork
services
1.8.3.1 Network 9 Previous network study 10 Bisma, Hassan
Analysis Abdullah
1.8.3.2 Testing of each | 10 Testing on sites 5 Bisma  ,Hassan
module Abdullah
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1.8.3.3 Creating VLC | 11 Design proposal of physical | 15 Bisma  ,Hassan
network Physical design Abdullah
Design
1.8.3.4 Creating VLC | 12 Design proposal of Logical | 15 Bisma ,Hassan
network logical design Abdullah
Design
1.8.3.5 Security Analysis | 13 Measuring security | 15 Bisma ,Hassan
throughput Abdullah
1.8.3.6 Proposed 14 Design solution and | 10 Bisma ,Hassan
solution propose to the VLC/ Abdullah
approval required
1.8.4.1 Pre 15 Initial Implementation on | 10 Bisma ,Hassan
implementation off days Abdullah
(During off
hours)
1.8.4.2 Post 16 Implementation during | 10 Bisma  ,Hassan
Implementation working days Abdullah
(During normal
hours)
1.8.4.3 Testing 17 Testing each module 5 Bisma  ,Hassan
Abdullah
1.8.5.1 Compare before | 18 Statistical analysis and | 7 Bisma  ,Hassan
and after results report Abdullah
1.8.5.1 Training 19 Training to the new devices | 2 Bisma  ,Hassan
Abdullah

Table 1 Roles & Responsibility Matrix
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1.10 Gantt Chart
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Figure 3 VLC Work Breakdown
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Chapter 2
NETWORK REQUIREMENTS
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2.1

Introduction

It was needed to get previous data about hosts and previous devices working on the

infrastructure to create the topology for better understanding. Datasheet is created to record

the data. Furthermore, It will help the network designer to understand what actually

equipments were being used and what will need in future for better network support for its

growth. The basis of the new network design is in view of the Network Up gradation & Security

methodologies rollout and emphasizes on following requirements.

2.2

Functional Requirements:

Core Switch Configuration for unauthorized access

Core Switch Configuration for Telnet/SSH (Remote) Access

Core Switches Stack Configuration

Configuration for automatically backups for switches configurations

V-LAN Creation for each subnet

Routing Configuration for each network (i.e. routing for site to site communication)
NTP Configurations

TFTP Configurations

Broadcast Storm Control

Spamming Control

DDOS Attack Control

Creation and Implementation of ACL (Access Control Lists) for each V-LAN/subnet
Implementation of ACL (Access control Lists) as per company's Requirement

AAA Model Configuration

Access Controller

Identification and Authentication

System and communication protection

System and information integrity

Application Control

Intrusion prevention system
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e Threat Protection System
e Antivirus
e URL Filtering
e Web Filtration
e Sandboxing
e SSL Inspection
e [Psec VPN Tunnel
e Traffic shaping and bandwidth management
e Disaster Recovery & Incident Response
e Management Control and Procedures
o Risk Assessment
o End point security
o Audit planning and accountability

o Traffic Logging and Monitoring

2.3 Non-Functional Requirements:

o Functionality
The design should meet the functionality requirements of ERP and Internet applications.
« Scalability

Scalability is an important aspect of any design and consequently is given adequate
focus in Virk Logistics network design.

« High Availability
Data Center Network should be designed in such a manner that access to critical Finance

and Vehicle Tracking applications should be maintained in case of devices failures or

even in case of main data center failure.

« Data Center Security
Data Center application resources should be protected and secured by deploying a
layered security infrastructure.
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o Infrastructure Security
All devices should be deployed following infrastructure security best practices.
o Performance
The new design should meet the performance requirements and provide QOS by
managing bandwidth utilization and throughput.
« Reliability
The enterprise security solution should be reliable by traffic & event logging, backups

and defensive by using up to date security standards and licenses.

2.4 Adopted methodologies

2.4.1 Prepare Phase:
In this phase we collected the information regarding to the current network of Virk Logistics
Company. Multiple meetings and site visits were conducted to understand the actual case and

after this phase we stepped towards the next phase

2.4.2 Plan:

In this first phase, We will achieve network goals by identifying the network requirements
utilizing the gathered data to install the network and which network requires what network
services. Precisely we need to know where to install which network and which network was
working before. This will help to manage the project responsibilities, tasks, resource
management and its critical milestone to implement on the changes of network. Network

requirements is the output of this phase.

2.4.3 Design Phase

After working on plan phase, here comes the design phase in which implementing the initial
requirements according to plan phase. A complete contingent of network design is produced
that will relay on all technical requirements, in-cooperate specifications and working business

scenarios to provide security, performance, reliability and availability.
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2.4.4 Implementation Phase

The most important phase is implementation, After completing and approving the plan and
design phase, Implementation phase begins. A goal without disrupting the previous network,

implement the integrating devices according to design phase.

2.4.5 Operate Phase

Operation is the final test of the design’s appropriateness. The Operate phase involves
maintaining network health through day-to-day operations. In daily lifecycle’s operations,
detecting faults and making correction and performance monitoring gives the initial data of

network.

2.4.6 Optimize Phase

Optimize phase is station on enterprise network management, The aim of it is to find out and
solves issues before actual problem in network arises and to prevent it from any affect. It may
need to re-design the network if there are a lot of changes needed or errors occurred, if it is
specified to support technical and organizational requirements.

Following are the basic methodologies to ensure all complete ingress and egress security
profiles with an upgraded network:

1. Network Architecture: An initial concern to understand the network is to follow its
architectural style. Here we are using is the Hub & Spoke Architecture where hub holds
the Data Center of an organization and the remaining spokes connects via SD-WAN
connection. The architecture of each branch is similar except head office. Architecture
of VLC is discussed at above cases.

2. Communication setup: Router and switches plays a major role for communication at
enterprise networks. A router connects devices within a network by sending data
packets between them. This data can be sent between devices, or from devices to the
internet. The router does this by assigning a local IP address to each of the devices on

the network.
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A switch is a multiport network bridge that uses media access control addresses to
forward data at the data link layer of the OSI model. Such switches are commonly
known as layer-3 switches or multilayer switches.

Firewall: To prevent from any cyber attack the defensive line is firewall which is
recommended by FCC (Federal Communication Commission). We will use Fort i-Gate
NGFW (A market leading brand) to deploy all the security measures from single glass of
pane. Firewall came up with Complete UTM Bundle and 1-3 years of free license.
Documentation: Documentation is a key component of network security rules and
policies to be implemented which includes all the cyber security best practices. Traffic
monitoring, reports and syslog also included for weekly security audits perform by
organizations IT administrator.

BYOD Plan: Bring your own device is now in trends and according to Tech Pro Research
2016 BYOD. Technology developed rapidly and abrupt increase in wearable’s i.e wireless
hand frees, smart watches and other equipments with wireless capability, it is need of
policy to include such devices.

Educating Employee: With the enhancement in technologies the cybercrimes are more
activist than before so that it is necessary to take precautionary measures to prevent
any lose and must a sign of each employee with stating that he is well known to terms
and conditions if he/she doesn’t follow security measures then employee is held
accountable of any lose.

Password Updations: According to Verizon-2016 Data-Breach-Investigations Report, it
is stated that 63% of data breaches because of weak passwords, stolen or lost. Company
will ensure all the employees should enforce the best practices to change the passwords
every 60 to 90 days.

Regular backup: Backing up word processing documents, electronic spreadsheets,
databases, financial files, human resources files, and accounts receivable/payable files
is recommended to deal with any Data Loss. Data would sync and regularly backup on

cloud storage.
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9. Endpoint Security: Server/Client Anti malware licensed security tools will be used to
extend the internet security policies.

10. Multifactor Authentication: East Regional Director and Azure Infrastructure Services at
Microsoft Matt Littleton Cyber security said using numerous types of identification
settings on email products and most major networks are simplest to do and gives more
kind of protection. He also suggests that using cell numbers of employees’ as a second

form, because it is not possible that theft has both password or pin.

2.5 Scope

To better understand the scope of a network architecture first we have to understand the OSI
model. Following are the basic features of an OSI model and after that we have discussed our

project in reference to an OSI Model:
2.6 OSI model

OSI model is a considered as a backbone on networking so for newbie this is the first thing to be
learnt to proceed further in this field. It is divided into seven layers, Layer 1 from bottom
considers as the lower layer and then going upward to layer 7 considers as highest layer.
Somehow it co-relates with each other. Basically, it is a concept of splitting a communication

between these 7 layers. It is quite helpful for troubleshooting for network problems.
2.7 Benefits of OSI Model

The main purpose of OSI model is to make communication between two devices whether
operated from different platforms; it is all about how protocols works. For communication first
four layers are used from top to bottom and rest three use for networking.
e Plethora number of choices for customers to use any kind of manufacturer hardware
because all kind of hardware’s and software’s work together.
e |tis convenient because it does work on multiple platforms.
e |tis easy for users to understand functional and networking terms.
e Every layer has its own functionalities which ensure the networks to work without any
fault or error.

e |t also plays role in securing the data by encryption and decryption. Message or data
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2.8

2.8.1

move from one place to another in securable mode.

OSI Layers and VLC Project Scope

This project is mainly focused on the implementation of firewall to achieve the higher
security ratings and also on the QoS of Bandwidth and traffic shaping to deliver the
valuable result on a security and better speed.

Application Layer:

The application layer is the top of the OSI model. It is the layer through which users
interact. It provides services to the user.

When we implement Forti Gate firewall in an existing environment it will provide the
following facilities and security on an application layer.

Our deployed firewall will be able to detect the threats by inspecting through particular
running protocols like

FTP: Stands for File Transfer Protocol. It is used to send or receive files in multiple
computers through network.

DNS: Stands for Domain Name System, preferable use for converting alphabets words to
numbering ip addresses.

HTTP: Hyper Text Transfer Protocol. Which is used for transferring information like
document, file, image, video between computers over internet.

HTTPS: The purpose of HTTPS is to ensure the protection, integrity, and privacy of the

data exchanged between a server and a client.

This process also allows for the use of deep packet inspection and the sharing of functionality

with Intrusion Prevention Systems (IPS).

2.8.2

Presentation Layer:

The presentation layer ensures that the communications passing through are in the appropriate

form for the recipient. For ensuring VLC network security at presentation layer the services of

SSL inspection will be enabled on flow-based mode of firewall.

SSL: stands for Secure Socket Layer is used to create an encrypted channel between the client

Faculty of CS & IT,The Superior College Lahore, Pakistan

32




Project Report: Low level Network design for Logistics company

and the server. Transmission of such data as credit card details, account login information, any

other sensitive information has to be encrypted to prevent eavesdropping.

For all SSL encrypted content in VLC network we will use full SSL inspection or deep inspection.

When full SSL inspection is used, the Forti-Gate impersonates the recipient of the originating

SSL session, then decrypts and inspects the content. The Forti-Gate then re-encrypts the

content, creates a new SSL session between the Forti-Gate.

2.8.3 Session Layer:

The session  layer establishes,  controls, and ends sessions occurring  between
communicative applications. For VLC network suggested firewall is able to create more than
required sessions to fulfil the speed necessities. Suggested firewall is able to create 1.3
Million concurrent sessions of tcp and the speed of new sessions 30,000/sec which is

enough for a company’s running applications.

2.8.4 Transport Layer Protocol:

The transport layer is represented by two protocols TCP and UDP. The IP protocolin the
network layer delivers a datagram from a source host to the destination host. By delivering
security in VLC network TLS is a most important feature to ensure the tag of security for
improvement in security, FortiOS 6.0.6 uses the ssl-min-proto-version option to control the
minimum SSL protocol version used in communication between Fort | Gate and third-party

SSL and TLS services.

2.8.5 Network layer:

e Internet Protocol (IP) is the primary part of the Network Layer of the OSI Model that is
responsible for routing traffic across network boundaries. It is the protocol that is
responsible for addressing. For VLC network firewall is also utilized to get full
functionalities of layer 3

o Failover: SD-WAN, advanced routing, and WAN optimization capabilities, delivering a
security-driven networking WAN edge transformation in a unified offering. Due to

redundant link of Data and Internet at Virk logistics company proper failover will be
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created by applying the Fort i-Gate SD-Wan feature which will enhance the productivity
of a company and provide the noticeable speed and in case of any downlink it will
reroute the traffic to the other active uplink so the risk of dis-connectivity is reduced to
zero.

e Port Forwarding: It is basically a application of network address translation (NAT) that
helps to communicate through router or firewall using one address and combination of

ports number.

2.8.6 Data Link Layer:

The data link layer is used for the encoding, decoding and logical organization of data bits.
Data packets are framed and addressed by this layer, which has two sublayers. The data link
layer's first sublayer is the media access control (MAC) layer. It is used for source and

destination addresses.

2.8.7 Physical Layer:

The physical layer of the network focuses on hardware elements, such as cables, repeaters, and
network interface cards. By far the most common protocol used at the physical layeris
Ethernet.

By considering volume of a VLC network Fort i-Gate 60E provides redundant interfaces to easily
deal with complete connectivity.

Following are the interfaces of proposed firewall.

USB Port

Console Port

1x GERJ45 DMZ Port

2 x G E RJ 45 WAN Ports

v A o hdE

7 x G ERJ 45 Internal Ports

2.9 Scope of the Project

This section is actually giving the information about the project’s extension also the summary of

the network and departments which were facing some issues. This scope section specifies that
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is the new network for the project or just did the modification in the network. It also tells about
the network line segments such as the the network is based on LAN, or its connectivity in

regarding buildings or campuses.

2.9.1 Project Scope of Virk Logistics:
The scope of the Virk Logistics project is to update the existing LAN environment mainly
focused on perimeter that connects to the head office in Lahore. The new edge firewall will be

able to provide the following measures:

2.10 Virk Logistics Company Security Integrity:

2.10.1 Existing Case:

In the Existing network VLC used no security mechanism on their perimeter. The company just
relied on their router security modes like AAA and ACL which does not meet the security
measures parallel to the advanced technology. The obsoleted mechanism leads the company to
the major risks and vulnerable for latest attack vectors. Router lack the inspection of
applications and encrypted data.

e AAA: Itis stand for Authentication, Authorization and Accounting, is a technique to track
user activities by controlling their access to network resources and ip-based networks. It
is commonly implemented as a dedicated server.

e ACL: An ACL is the same as a Stateless Firewall, which only restricts, blocks, or allows the

packets that are flowing from source to destination.

2.10.2 Proposed Case:

But to meet the latest trends of network security we have selected the best market leading
firewall which comprises on the following features and security profiles to ensure the Integrity
of data, port and packet security
1. Firewall VPN: Organizations select Forti-Gate scalable and high-performance Crypto
VPNs to protect users from man-in-the-middle attacks and ultimately data from
breaches that can occur while high-speed data is in motion. Fortinet VPN technology

provides secure communications across the Internet between multiple networks and
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endpoints, through both IPsec and Secure Socket Layer (SSL) technologies, leveraging
FortiASIC hardware acceleration to provide high-performance communications and data

privacy.

. App Control and IPS: Based on Forti-Gate Intrusion Protection protocol

decoders, application controlis a user-friendly and powerful way to use Intrusion
Protection features to log and manage the behavior of application traffic passing

through the Forti-Gate unit.

. Anti Virus: From an antivirus profile we can configure the Forti-Gate unit to apply

antivirus protection to HTTP, FTP, IMAP, POP3, SMTP, and NNTP sessions. Firewall
supports SSL/SSH content scanning and inspection.

URL Filtering: URL filtering limits access by comparing web traffic against a database to
prevent employees from accessing unproductive, harmful sites such as phishing pages.
Sandboxing: Sandboxingis a technique in which you create an isolated test
environment, a “sandbox,” in which to execute or “detonate” a suspicious file or URL
that is attached to an email or any other incoming file or packet.

SSL Inspection: By enabling this feature, it allows the Fort i-Gate firewall to filter on
traffic that is using the SSL encrypted protocol. The encrypted protocols that can be
inspected are: HTTPS. SMTPS.

By utilizing complete Unified Threat Management bundle firewall will be able to ensure the

security integrity for VLC environment.

2.11 Virk Logistics Failover and Redundant uplink

2.11.1 Existing Case:

If the primary Data connection fails, the router automatically attempts to bring up a new link on

another channel this feature is called failover. In the existing environment of VLC Two uplinks

for DATA is dedicated for traffic flow towards the H/O from branch offices. But one link is

always down due to manual failover methodology handled by the edge router. The team simply

insert the cable of backup data link in router if one link gets down and the remaining link state
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goes down so company has to pay the rent for downlink as well and was not able to utilize both

link at the same time and also has to do a manual changing of uplink connections.

2.11.2 Proposed Case:

But by utilizing FortiGate SD-WAN feature in VLC network environment we will be able to
ensure the High Availability of network ensuring Speed and reliability as well. This feature
eliminate the high latency in the network and provide the uninterruptable communication from
branch to head office providing the feel of seamless communication and also utilize both the

uplinks. SD-WAN feature is further discussed.

2.12 SD-WAN

An SD-WAN solution connects users to any application wherever it resides from data center to
the cloud. SD-WAN intelligently determines which path best meets the ideal performance

needs for a specific application. It then routes the traffic through to the ideal WAN path.

2.13 Routing

Routing module contains existence of some routing rules.

2.13.1 Existing Case:

In an existing environment the complete routing is done on layer 3 switches where there is no
concept of High Availability clusters and if one link is down traffic does not reroute to the
backup router the team manually changes the port if one link or device is down. OSPF is only
suitable for the large environment where thousands of communicating devices are. It uses
algorithm named as a link state routing (LSR). Major problem to run the OSPF are listed below

e [t requires high memory and processing requirements than RIP.

e |t utilizes a high bandwidth at the initial link-state packet flooding.

2.13.2 Proposed Case:
On proposed solution the Layer 3 switches remain the same but some their configuration will

be modified to achieve the better speed and performance rate. Proper High Availability cluster
will be created in which if one link or device is down the traffic will automatically reroute to

another link or device after maintenance the equal distribution and load balancing
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automatically transfer the traffic on available link. Rip protocol will be used instead of OSPF
because of the following features:
e Demands lower processing and memory requirements

e Only sends updates when routing info changes and don’t do flooding

2.14 Switching:

The switching scope is limited to the layer two switches of VLC environment which are actively

working and has no need to some major changes

2.15 Users

There are up to 50 users at each site. 10 users in the Monitoring, 20 User for HR and

marketing, 5 Managers and executives, 5 In IT Support and 10 in Finance.
2.16 Wireless Access:

Every building has a wide area lobby where wireless access to the network is needed.
Company uses 2 Access points to cover its are. Each access point covered up to 400Sqft and are

not controller based.
2.17 Cameras:

There are up to 15 cameras used at each site some of them are bullet camera and
others are Dome but all the cameras are IP based connected with NVR and accessed from Head

office.
2.18 Data Center:

Data center is located in Head Office containing File Server, Application Server and Mail

Server.
2.19 Applications:

Following are the most frequent applications used by Virk Logistics:

Microsoft Office 2013

e ERP
Microsoft Server 2008

e Oracle
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e Tracking Applications
The necessary equipment and suitable topology require for the network design of the branch.
Such as secure wireless access, internet sharing, IP address management, features and services.

All kind of material bills must added along with authorized products from Microsoft, Cisco,

Hikvision, Fortinet, and 3M.
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3.1 Executive Summary:

After gathering requirements (Functional, Non-Functional) from VLC, team scheduled the
survey to understand nature of robustness of breaches in the network for analysis and further
strategic up gradation plan. After permission letter from university team visited VLC for data
gathering and conducted survey from employees of their multiple sites through Google forms
online link. In this document we will further elaborate final report after analysis of current

problem.
3.2 Participants:

e 6 Executives from all sites.
e 12 Managers from all sites

e 33 employees of different scale from all sites.
3.3 Methodology:

The Survey was conducted by keeping Quantitative approach using forms.google.com.

3.4 Results:

According to the survey report, It comes to know that about 60% users experienced a security
breach which effect the user information in past 5 years. Mostly users prefer wireless
connection and they often change security settings. There are about 33.3% guests who can
easily have access to the network while sharing files. Their networks are most affected with
Trojans, hackers attack and viruses, they have a formal documented security file but

unfortunately half of them had not understood properly.

3.5 Physical Design

Two Core switches are the heart of the network at each site connecting different functional
modules. Switches has uplink to the firewall which further route the traffic to internet and data
(Extended LAN links). All the physical diagrams on every site is similar so following is the generic
diagram of VLC Networking infrastructure.

Following is the Physical Diagram for Lahore Branch
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Figure 4 Physical Diagram of Lahore Branch

3.6 Hardware Technical Specifications

Hardware Description

For the sake of completeness general hardware description of the equipment procured as part

of the VLC center resiliency project will be provided in this section.
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Product Description
Switch{L-2)
Cisco Catalyst 2560G Switch 20 x 10/100/100 Gigahbit
Ethernet Ports (Non-PoE) - 4 x Dual Purpose Port - LAN
1 W5-C2960G-24TC-L Base Image 12
Cisco Catalyst Switch 2960X switch 24 x 10/100/1000
Gigabit PoE Ethernet Ports - 4 x SFP Uplinks - LAN Base
2 W5-C2960X-24P5-L Image 4
Switch(L-3)
Cisco Catalyst 3730G Switch includes 24 x 10/100/1000
3 WS5-C3750G-24T5-5 Ports - 4 x 5FP Ports - Standard Image a
Firewall
FG-60E-BEDL Hardware plus 24x7 FortiCare and FortiGuard
4 FG-60E-BDL Unified (UTM) Protection. 3
Fort i-Gate-200E-BDL Hardware plus 24x7 FortiCare and
5 FG-200E-BOL FortiGuard Unified [UTM) Protection 1

Firewall

Firewall Name: FG-60E-BDL

Table 2 proposed Hardware

This firewall actually delivers the information all over the network in a secured way, it is

considered as a backbone of any securable communication, and its operating system is only

made for this security and privacy for advanced security threats and attacks. It represents in

networking appliances industry as a family of firewall at enterprise platforms. Forti-Gate is

actually base on Forti-ASIC, It produces low latency and gives high throughout just because of

its purpose-built integrated architecture in security effective industry. The Forti-Gate 60-E

series contains networking functionality and consolidated security for targeted distributed

enterprises.
Interfaces

i Console-Port

ii. 1xGE-RJ45 DMZ Ports

iii. 2 x GE-RJ 45 WAN Ports

iv. 7 x GE-RJ 45 Internal Ports
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Powered by FortiASIC- SoC3

3.7

Combines a RISC-based CPU with Fortinet's proprietary FortiASIC™ content and network
processors for unmatched performance

It helps small networks to design appliance and enable performance breakthrough.

For maximum throughput, it supports firewall-acceleration for all kind of packet sizes.
For protection and vital performance ot delivers accelerated TUM content.

Increases VPN working for quality speed and remote access.

Firewall connectivity in VLC Environment:

Following is the port connectivity of firewall how all the ingress devices terminate on firewall

and from which links the firewall reroutes the traffic toward a defined destination.

Port Description P

Wan 1 Connected with PTCL (Internet) 192.168.10.10/24
Wan 2 Rezerve -

1 Connected with Core Switch 1 10.10.10.2/24
2 Connected with Core Switch 2 10.10.11.2/24
3 Connected with PTCL (Data) 172.11.5.2/16
4 Connected with Netsol (Data) 172.20.20.2/16
3 Reserve

5] Reserve

7 Reserve

8 Reserve

Table 3 Firewall Connectivity in VLC Environment

Wan 1 port is directly connected with PTCL internet uplink assigned an IP of class C
which is 192.168.10.10

Wan 2 port is reserved for future use if the branch site also get the redundant internet
link.

1 port is directly connected with core switch 1 having face into the ingress interface of a

network containing an IP address of /24 which is 10.10.10.2.
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e 2 portis directly connected with core switch 2 having face into the ingress interface of a
network containing an ip address of /24 which is 10.10.11.2.

e 3 port is connected with the lease line provided by PTCL which extended the lan of a
branch site to the H/O by using ip address of 172.11.5.2 of /16.

e 4 port is connected with the lease line provided by Netsol which extended the lan of a
branch site to the H/O by using ip address of 172.20.20.2 of /16.

e Remaining Ports are reserved for future use.

3.8 Core Switches

3.8.1 Core switch 1 3750G-24T:

Cisco Catalyst-3750 Series switch 3750G-24T is an initiative line of product that makes LAN
operating efficiency by joining industry-leading ease of use and for stackable switches the
highest resiliency available. The Cisco Catalyst-3750 Series deployed of converged applications
and brings to changing business needs by providing support for converged network patterns,
configuration flexibility, and automation of intelligent network-services configurations for mid-

sized organizations and enterprise branch offices

e 24 Ethernet 10/100/1000 ports

Innovative stacking technology

high-speed stacking bus, 32-Gbps

1 RU stackable, multilayer switch

IP Base software feature set (IPB)

e Enterprise-class intelligent services delivered to the network edge

3.8.2 Port:

Gigabit Ethernet, a transmission technology based on the Ethernet frame format and
protocol used in local area networks (LANs), provides a data rate of 1 billion bits per second
(one gigabit). Gigabit Ethernet is defined in the IEEE 802.3 standard and is currently being used
as the backbone in many enterprise networks
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3.8.3 V-LAN:

A V-LAN is a broadcast domain created by switches. Normally, it is a router or layer 3
switches creating that broadcast domain. With V-LAN's, a switch can create the broadcast

domain.

3.8.4 Mode:

e Trunk: A trunk port is a port which is used just to carry the V-LANs traffic which will be
accessible for the any switch, a process known as trunking. Trunk ports mark frames
with unique identifying tags — either 802.1Q tags or Inter-Switch Link (ISL) tags — as they
move between switches.

e Access: forces the port to be an access port while and any device plugged into this port

will only be able to communicate with other devices that are in the same V-LAN.

3.9 Core Switch 1 Connectivity:

Core switch 1 resides in an IT department working as a back bone to the entire lan network. All
the access switches are terminating on core switches. There are two core switches to deal with
redundant traffic. Both the switches are working in Active/Passive mode. If one switch get
down another switch will take responsibility of the entire communication. Following are the
connectivity tables of both core switches.

WS-C3750G-24TS-S
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Port
GigahitEthernetl/1

Description
Connected with LAN_1 (Firewall)

V-LAN
10.10.10.1/24

Mode
L3

GigahitEthernetl,2

Connected with Switch_1

V-LAN 20,30

Trunk

GigabitEthernet1/3

Connected with Switch_2

W-LAN 40,50,60,50

Trunk

GigabitEthernet1/4

Connected with Switch_3

WV-LAN 70,80

Trunk

GigahitEthernetl/s

Connected with Switch 4

W-LAN S0

Access

GigahitEthernetl/o

Connected with NVRE

WV-LAN 50

ArCcess

GigahitEthernet1/7

Reserve

GigahitEthernetl/2

Reserve

GigabitEthernet1/s

Reserve

GigabitEthernet1/10

Reserve

GigabitEthernet1/11

Reserve

GigabitEthernet1/12

Reserve

GigabitEthernet1/13

Reserve

GigahitEthernetl/14

Reserve

GigabitEthernet1/15

Reserve

GigabitEthernet1/16

Reserve

GigabitEthernet1/17

Reserve

GigabitEthernet1/18

Reserve

GigabitEthernet1/19

Reserve

GigahitEthernet1/20

Reserve

GigahitEthernetl/21

Reserve

GigahitEthernetl/22

Reserve

GigahitEthernetl/23

Reserve

GigabitEthernetl/24

Reserve

Table 4 Core Switch 1 Connectivity

3.10 Core Switch 2 Connectivity:

WS-C3750G-24TS-S
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Port Description V-LAN Mode
GigabitEthernetl/1 | Connected with LAN_1 (Firewall) 10.10.11.1/24 L3
GigabitEthernetl/2 | Connected with Switch 1 V-LAN 20,30 Trunk
GigahitEthernetl/3 | Connected with Switch 2 V-LAN 40,50,60,90 | Trunk
GigahitEthernetl/4 | Connected with Switch 3 V-LAN 70,80 Trunk
GigabitEthernetl/5 | Connected with Switch_4 V-LAN S0 Access
GigabitEthernetl/6 Connected with NVE V-LAN 90 Access

GigabitEthernetl/7 Reserve
GigahitEthernet1l/8 | Reserve
GigahitEthernet1l/3 | Reserve
GigabitEthernetl/10 | Reserve
GigahitEthernetl/11 | Reserve
GigahitEthernet1/12 | Reserve
GigahitEthernet1/13 | Reserve
GigabitEthernet1/14 | Reserve
GigabitEthernetl/15 | Reserve
GigahitEthernetl/16 | Reserve
GigahitEthernet1/17 | Reserve
GigahitEthernet1/18 | Reserve
GigabitEthernetl/19 | Reserve
GigabitEthernetl/20 | Reserve
GigahitEthernet1/21 | Reserve
GigahitEthernet1/22 | Reserve
GigabitEthernetl/23 | Reserve
GigabitEthernetl/24 | Reserve

Table 5 Core Switch 2 Connectivity

3.11 Access Switches

3.11.1 Model:

Cisco Catalyst-2960G-24TC-L Switch
Cisco Catalyst 2960G-24TC-L Switch is a Catalyst 2960-X Series with fixed configurations switch.
It supports upto 10/100/1000 enhanced local area network (LAN) services with Ethernet

connectivity small or middle size networks or branches.

3.11.2 Benefits:

Main benefit of this switch is, we can extend the existing network by wired connectivity to get

more employees. If anyone have a bit networking experience.
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3.12 Access Switch 1:

Access switch 1 manage the traffic of HR and marketing department. The allowed V-LANs are V-

LAN 20 and V-LAN 30 which holds the traffic of each group of users.

Description

GigabitEthernetl/1 | Connected with Core 1 MA Trunk

GigabitEthernetl/2 | Connected with Core 2 MA Trunk

GigabitEthernet1/3 | Connected with HR PC 1 V-LAN 20 | Access
GigabitEthernetl/4 | Connected with HR PC 2 V-LAN 20 | Access
GigabitEthernet1/5 | Connected with HR PC 3 V-LAN 20 | Access
GigahitEthernetl/s | Connected with HR PC 4 V-LAN 20 | Access
GigahitEthernetl/7 | Connected with MET PC 1 V-LAN 30 | Access
GigahitEthernetl/8 | Connected with MKT PC 2 V-LAN 30 | Access
GigahitEthernetl/3 | Connected with MET PC 3 V-LAN 30 | Access

V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access
V-LAM 30 | Access

GigahitEthernet1/10 | Connected with MET PC 4
GigahitEthernet1/11 | Connected with MET PC 5
GigahitEthernet1/12 | Connected with MET PC 6
GigahitEthernet1/13 | Connected with MET PC 7
GigahitEthernet1/14 | Connected with MET PC 8
GigahitEthernet1/15 | Connected with MKT PC 3
GigabitEthernetl/16 | Connected with MKT PC 10
GigabitEthernetl/17 | Connected with MKT PC 11
GigabitEthernetl/18 | Connected with MKT PC 12
GigabitEthernetl/19 | Connected with MKT PC 13
GigabitEthernetl/20 | Connected with MKT PC 14
GigabitEthernetl/21 | Connected with MKT PC 15
GigabitEthernetl/22 | Connected with MKT PC 16
GigabitEthernetl/23 | Reserve
GigabitEthernetl/24 | Reserve

Table 6 Access Switch 1

3.13 Access Switch 2:

Access switch 2 manage the traffic of following department:

e Vehicle Monitoring
e Conference Room

e Managers and Executives
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The allowed V-LANs are V-LAN 40,50,60 and V-LAN 90 which holds the traffic of each group of

users.

2960G-24TC-L

Port Description V-LAN Mode
GigabitEthernetl1/1 Connected with Core 1 NA Trunk

GigabitEthernet1/2 Connected with Core 2 NA Trunk

GigabitEthernetl/3 | Connected with Manager PC 1 V-LAN 40 | Access
GigabitEthernetl/4 | Connected with Manager PC 2 V-LAN 40 | Access
GigabitEthernet1/5 | Connected with Manager PC 3 V-LAN 40 | Access
GigabitEthernetl/6 | Connected with Executives PC 1 V-LAN 50 | Access
GigabitEthernetl/7 [ Connected with Executives PC 1 V-LAN 50 | Access
GigabitEthernetl/8 | Connected with Vehicle Monitoring PC 1 V-LAN 60 | Access
GigabitEthernet1/s Connected with Vehicle Monitoring PC 2 V-LAN 60 | Access
GigabitEthernet1/10 | Connected with Vehicle Monitoring PC 3 V-LAN 60 | Access
GigabitEthernet1/11 | Connected with Vehicle Monitoring PC 4 V-LAN 60 | Access
GigabitEthernetl/12 | Connected with Vehicle Monitoring PC 5 V-LAN 60 | Access
GigabitEthernet1/13 | Connected with Vehicle Monitoring PC 6 V-LAN 60 | Access
GigabitEthernet1/14 | Connected with Vehicle Monitoring PC 7 V-LAN 60 | Access
GigabitEthernet1/15 | Connected with Vehicle Monitoring PC 8 V-LAN 60 | Access
GigabitEthernet1/16 | Connected with Vehicle Monitoring PC 9 V-LAN 60 | Access
GigabitEthernet1/17 | Connected with Vehicle Monitoring PC 10 V-LAN 60 | Access
GigabitEthernet1/18 | Connected with Access point 1 V-LAN 90 | Access
GigabitEthernet1/19 | Connected with Access point 2 V-LAN 90 | Access
GigabitEthernetl/20 | Reserve

GigabitEthernetl/21 | Reserve

GigabitEthernetl/22 | Reserve

GigabitEthernet1/23 | Reserve

GigabitEthernetl/24 | Reserve

Table 7 Access Switch 2
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3.14 Access Switch 3:

Access switch 3 manage the traffic of following department:

e Finance

e IT Support

The allowed V-LANs are V-LAN 70 and V-LAN 80 which holds the traffic of each group of
users.

2960G-24TC-L

Description

GigabitEthernetl/1 | Connected with Core 1 NA Trunk
GigabitEthernetl,2 Connected with Core 2 MA Trunk
GigabitEthernetl1/3 Connected with Finance PC 1 V-LAN 70 | Access
GigabitEthernetl/4 | Connected with Finance PC 2 V-LAN 70 | Access
GigabitEthernet1l/5 | Connected with Finance PC 3 V-LAN 70 | Access
GigabitEthernetl/s | Connected with Finance PC 4 V-LAN 70 | Access
GigabitEthernet1/7 Connected with Finance PC 5 V-LAN 70 | Access
GigabitEthernetl/8 | Connected with Finance PC 6 V-LAN 70 | Access
GigabitEthernet1/s Connected with Finance PC 7 V-LAN 70 | Access
GigabitEthernetl/10 | Connected with Finance PC 8 V-LAN 70 | Access
GigabitEthernet1/11 | Connected with Finance PC S V-LAN 70 | Access
GigabitEthernet1/12 | Connected with Finance PC 10 V-LAN 70 | Access
GigabitEthernetl/13 | Connected with IT Support PC 1 V-LAN 80 | Access
GigabitEthernet1/14 | Connected with IT Support PC 2 V-LAN 80 | Access
GigabitEthernet1/15 | Connected with IT Support PC 3 V-LAN 80 | Access
GigabitEthernet1/16 | Connected with IT Support PC 4 V-LAN 80 | Access
GigabitEthernet1/17 | Connected with IT Support PC 5 V-LAN 80 | Access
GigabitEthernet1/18 | Reserve

GigabitEthernet1/15 | Reserve

GigabitEthernet1/20 | Reserve

GigabitEthernetl/21 | Reserve

GigabitEthernet1/22 | Reserve

GigabitEthernetl/23 | Reserve

GigabitEthernet1/24 | Reserve

Table 8 : Access Switch 3
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3.15 Access Switch 4:

Access switch 4 manage the traffic of Cameras:

The allowed V-LAN is V-LAN 90 which holds the traffic all the cameras running in a VLC

environment. Here Poe Switch will be used which holds the capabilities of Power over Ethernet

providing the power to all cameras.

WS-C2960X-24PS-L

Port Description V-LAN Mode
GigahitEthernetl,1 Connected with Core 1 MA Trunk

GigahitEthernetl/2 | Connected with Core 2 MA Trunk

GigabitEthernetl/3 Connected with HM_C1 W-LAMN 30 | Access
GigahitEthernetl/4 | Connected with HM C2 W-LAN 30 | Access
GigahitEthernetl/5 | Connected with HM 3 V-LAN 30 | Access
GigahitEthernetl/6 | Connected with HM_C4 V-LAN S0 | Access
GigahitEthernetl/7 | Connected with ViV _C1 W-LAN S0 | Access
GigahitEthernetl/8 | Connected with VM _C2 V-LAN S0 | Access
GigahitEthernetl/9 | Connected with VM _C3 W-LAN S0 | Access
GigahitEthernetl/10 | Connected with ViM_C4 V-LAN S0 | Access
GigahitEthernetl/11 | Connected with CR_C1 W-LAN S0 | Access
GigahitEthernetl/12 | Connected with CR_C2 V-LAN S0 | Access
GigahitEthernetl/13 | Connected with WA _C1 WV-LAN 30 | Access
GigahitEthernetl/14 | Connected with Wa_C2 V-LAN S0 | Access
GigahitEthernetl/15 | Connected with F_C1 WV-LAM 90 | Access
GigahitEthernetl/16 | Connected with F_C2 W-LAN 50 | Access
GigahitEthernetl/17 | Connected with F_C3 W-LAN 30 | Access
GigahitEthernet1/18 | Connected with F_C4 W-LAN S0 | Access
GigahitEthernetl/13 | Connected with IT_C1 W-LAN 30 | Access
GigahitEthernetl/20 | Connected with IT_C2 W-LAN S0 | Access
GigahitEthernetl/21 | Connected with L C1 V-LAN S0 | Access
GigahitEthernetl/22 | Connected with GT_C1 W-LAN S0 | Access
GigahitEthernetl/23 | Reserve

GigahitEthernetl/24 | Reserve

Table 9 Access Switch 4
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Chapter 4

NETWORK SECURITY
PLAN
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4.1

Plan

This project will be implemented on tools to create a virtual environment for the simulation of a

real time project and after the implementation it will presented to the VLC’s IT manager for the

proceeding.

4.2

Tools

GNS3: It is a abbreviation of Graphical Network Simulator-3. A network based software
emulator. It helps to virtualized the project for better understanding . It uses Dynamics
emulation software to simulate Cisco I0S.

Project use: Implementation of GNS3 in our project is to run multiple 10S and VMS to
emulate their real time working. GNS3 will be loaded with multiple 10S like CISCO I0Us
of layer 3 and layer two. GNS3 will be connected with GNS3 VM server running on a
VMware tool. GNS3 host directly communicate with the VM server by using port 3080
with ip 192.168.136.128/24.

VMware: VMware Workstation is a virtual machine software that is used for x86 and
x86-64 computers to run multiple operating systems over a single physical host
computer. Each virtual machine can run a single instance of any operating system
(Microsoft, Linux, etc.) simultaneously.

Project use: We will use VMware in our project implementation to run the GNS3

Virtual server without using another extra hardware. VMware will provide the ease to

run and manage VMs. VMware will run parallel to the GNS3 host.

I0S & Images: In computing, a system image is a serialized copy of the entire state of a

computer system stored in some non-volatile form such as a file. Cisco Internetwork Operating
System is a family of network operating systems used on many Cisco Systems routers and
current Cisco network switches. core function of Cisco I0S is to enable data communications

between network nodes.
Project Use: We will use following images to run a complete network scenario:

Cisco IOSv 15.6
Cisco IOU L3
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4.3

CiscolOU L2 15.1g
CiscolOU L2 15.2d
FortiGate 6.0.0
Firefox 31.1.1~2

Forti-Gate-VM:

FortiGate VM is a full-featured Forti-Gate packaged as a virtual appliance. Forti-Gate-VM virtual
appliance is ideal for monitoring and enforcing virtual traffic on leading virtualization, cloud, and

SDN platforms including VMware vSphere, Hyper-V, Xen, KVM, and AWS.

Project use:
FortiGate VM will be Installed in gns3 to get the functionalities of a real time firewall.

Firewall will be configured through console for enabling browser access. After it firewall

will be accessed and managed by Firefox browser which is also installed in GNS3.

PuTTY

PuTTY is a like a command line interface. (Tetz) It is an open source terminal for serial

console and network applications.

Project use:

We will use Putty to access the console of all the network devices. puTTY is also installed

in GNS3.

Network Connectivity:

For establishing the environment, we will do the following connectivity to simulate the real

time project.

Switch 1

We will connect the users of HR and Marketing department switch downlink having V-LAN id

20,30 with respective ip addresses as 20.0.0.10/24 and 30.0.0.10/24 along with uplink to core 1

and core?2.
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Switch 2

We will connect the users of Vehicle monitoring, conference room, managers & executives
department downlink having V-LAN id 40,50,60,90 with respective ip addresses as 40.0.0.10/24
,50.0.0.10/24 , 60.0.0.10/24 and 90.0.0.10/24 along with uplink at core 1 and core 2.

Switch 3

We will connect the users of Finance and It support departments downlink having V-LAN id
70,80 with respective ip addresses as 70.0.0.10/24 and 80.0.0.10/24 along with uplink at core 1

and core2.

Switch 4

Camera department is downlink having V-LAN id 90 with respective ip address as 90.0.0.10/24

along with uplink at core 1.

Corel

IT Department is downlink having ip address as 10.10.10.1/24 of uplink firewall and switches
having different V-LANS, 20 and 30 V-LAN id are configured on switch1, 40,50,60 and 90 V-LAN
id’s are configured on switch2, V-LAN 70,80 are configured at switch 3,V-LAN id 90 is configured

on switch 4.Main features is that all these V-LANs are uplink at core2.

Core 2

IT Department is downlink having ip address as 10.10.10.1/24 of uplink firewall and switches
having different V-LANS, 20 and 30 V-LAN id are configured on switch1, 40,50,60 and 90 V-LAN
id’s are configured on switch2, V-LAN 70,80 are configured at switch 3,V-LAN id 90 is configured

on switch 4.Main features is that all these V-LANs are uplink at corel.
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Switch/Firewall Department Connected Interface Assigned IP
switch 1 HR . and | Care 1 Gig2/0/1 | 20.0.0.10,/24 20
- Marketing Core 2 Gig2/0/2 | 30.00.10/24 30
Vehicle Core 1 Gig2/0/1
Manitoring, 40.0.0.10,/24 a0
Conference 50.0.0.10/24 50
Switch_2 Room, Core2 Gig2/0/2 En.n.n.lniu 50
- Managers & 90.0.0.10/24 o0
Executives
Finance Core 1 Gig2/0f1 | 70.00.10/24 70
Switch_3 IT Support Core 2 Gig2/0/2 | 80.0.0.10/24 80
) Camera Core 1 Fal/1 90.0.0.10/24
Switch_4 Core 2 Fal/2 an
Firewall Gig2/o/1 | 10.10.10.1,/24 -
Switch_1 Gig2/0/2 | - 20,30
Switch_2 Gig2/0/3 |- 40,50,60,90
Core_1 IT Switch_3 Gig2fo/4 | - 70,80
Departme nt Switc h_-q- G IEE}'ID,"IE - o0
NVR Gig2/0/6 | - ap
Core_2 Gig2/0/10 | - 20,30,40,50,60,70,80,90
Firewall Gig2/0/1 | 10.10.11.1/24 -
Switch_1 Gigzfo/2 |- 20,30
Switch_2 Gig2/0/3 |- 40,50,60,90
Core_2 T Switch_3 Giz2/0/4 | - 70,80
Department | Switch_4 Gig2/0/5 | - 50
MVR Gig2/0/6 | - 90
Core_1 Gig2/o/10 | - 20,20,40,50,60,70,80,90
PTCL {Internet) | Wan 1 192.168.10.10/24 | -
Rezerve Wan 2 - -
Firewall - Core_1 1 10.10.10.2/24 -
Department Core_ 2 2 10.10.11.2,/24 -
PTCL (Data) 3 172.115.2/16 -
Metsgl| (Data) | 4 172.20.20.2/16 -

Table 10 Network Plan

4.4 Network Security Integration Plan

4.4.1 Firewall

Firewall is downlink with IT department having PTCL (internet) uplink with 192.168.10.10/24 ip

address, also core 1 and core 2 assigned 10.10.10.2/24 and 10.10.11.2/24 ip addresses

respectively. PTCL(DATA) and NETSOL(data) having ip addresses as 172.11.5.2/16 and

172.20.20.2/16.
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4.4.2 Network Security Plan (Policy Map)

A network security policy is a formal document that outlines the principles, procedures and

guidelines to enforce, manage, monitor and maintain security on a computer network. It is

designed to ensure that the computer network is protected from any act or process that can

breach its security. In this following table we have set policies, services and actions against

sources.

Table Description:

There are about 9 policies( Executives, Managers, HR, Marketing, Finance, Vehicle, IT Support,

AP, Camera), all are having almost same incoming interface and outgoing interface like

LAN_1/,LAN_2 and WAN1/PTCL(Data)/NETSOL(Data) respectively, All are set accept action and

their services are ALL ALOW only Finance, VM and camera have some different services

also their schedules are set to 9-5 and only cameras are working 24/7.

EXEC_ Priv. | Lan_1/ WANL/ Exec all Motset | ALL allow Accept
Lan_2 PTCL|Data)/
Netsol|Data)
Managers_ | Lan_1/ WANL/ Mers all 9-5 ALL allow Accept
Priv. Lan_2 PTCL|Data)/
Netspl(Data)
HR Lan_1/ WANL/ HR all 9-5 ALL allow Accept
Lan_2Z PTCL(Data),
Netsgl(Data)
Marketing | Lan_1/ WANL/ Mktng | all 9-5 ALL allow Accept
Lan_2 PTCL|Data)/
Netspl(Data)
Finance Lan_1/ PTCL(Data) / | Finance | all 9-5 DNS, IMAP, POP3, | Accept
Lan_2 Netsol(Data) LDAP, FTP TFTP,
Vehicle Lan_1/ WANL/ Wi all 9-5 HTTPS, DNS, IMAP, | Accept
Monitoring | Lan_2 PTCL(Data), POP3, LDAP
Metsgl(Data)
ITSupport | Lan_1/ WANL/ IT all 9-5 ALL allow Accept
Lan_2 PTCL|Data)/
Netsol(Datal
Conference | Lan_1/ WANL/ CR_AP | all 9-5 ALL allow Accept
Room/AP Lan_2 PTCL(Data),
Netsol(Data)
Camera Lan_1/ PTCL(Data)/ | Cams all 24x7 TCP UDP LDAP_UDP | Accept
Lan_2 Metsgl(Data)

Table 11 Firewall Policy table
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4.5 Applied Services protocols

DNS:

DNS often uses the UDP (User Datagram Protocol) to performs request. It is consists of single
request of User Datagram Protocol from User Datagram Protocol following client to the server.

Port: 53

IMAP:

Internet Message Access Protocol (IMAP) manages the email messages from mail server
because it is email protocol. Although, It allows users to see the messages and manipulate
because they are locally stored in a computer device.

Port: 993

POP3:

Post Office Protocol version 3 (POP3) is a standard mail protocol used to receive emails from a
remote server to a local email client. POP3 allows you to download email messages on your
local computer and read them even when you are offline.

Port: 110

LDAP:

Lightweight Directory Access Protocol (LDAP) is a client/server protocol used to access and
manage directory information. It reads and edits directories over IP networks and runs directly
over TCP/IP using simple string formats for data transfer.

Port: 389

FTP:
File Transfer Protocol (FTP) is a standard Internet protocol for transmitting files between
computers on the Internet over TCP/IP connections.

Port: 20
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TFTP:
Trivial File Transfer Protocol( TFTP) use user data protocol(UDP) for delivering data to diskless

workstations, routers and x-terminals as it is high level protocol for transferring.

Port: 69

HTTPS:
The purpose of HTTPS is to ensure the protection, integrity, and privacy of the data exchanged

between a server and a client.

Port: 443

TCP:
Transmission Control Protocol (TCP) is a protocol which let us know whether the connection is
established or not.

Port: 0-1023

UDP:
UDP (User Datagram Protocol) can also used for communication but it does not confirm

whether the receiver side get the data or not. It uses low latency connection over internet.

Port: 0-65535
4.6 Firewall Address

In this table we applied filter for some policies through firewall. All filters would be active
whether it is antivirus, web filter, DNS Filter, App control, IPS or SSL inspection. They all are

having different subnets address which are given in table.
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Exec 3000024 Active Active Active Active Active | Active
Mgrs 40.0.0.0/24 Active Active Active Active Active | Active
HE 2000024 Active Active Active Active Active | Active
Mking 30000/24 Active Active Active Active Active | Active
Finance 7000024 Active Artive Active Active Active | Active
W a0 00024 Active Active Active Active Active | Active
IT 2000024 Active Active Active Active Active | Active
CE_AP 00.00.0/24 Active Active Active Active Active | Active
Cams 00.0.0.0/24 Active Active Active Active Active | Active

Table 12 Firewall Filter Table

4.7 Overview:

Firewalls basically plays vital role in protection of any network because it helps to protect
networks from inside from any outside unauthorized access in network. If there is need of
availability outside the network then it manages the separate network for outsider, it is possibly
only through DMZ(Demilitarized zone). The firewall allows limited access to the DMZ. The users
are configured on high security zone and severs are configured in multiple DMZ security zones.
All the traffic from users V-LAN going to Server V-LAN will go through firewall as well servers of
different V-LAN are also on different security zone and have to go through the firewall to access
other security zone server. Firewall is configured in one arm-mode with core switch.

Note: In order to pass traffic through the firewall, the profiles must be known. The information

will be documented during the implementation phase.
4.8 Forti-Gate in VLC’s Environment

Firewall is configured as Active mode. Management Interface will be used for this purpose.
Firewall connected to Core Switch 1 & Core Switch 2 will be configured as active firewall.
FortiGate admin context used following logical routing:
e Core switch route traffic from user V-LANs to server subnet(Located at H/O), there are
static routes available on core switch which point user traffic to firewall SVI interface

named as ingress interface on high security zone.
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Firewall applies the security policy based on protection applied on it and reroute traffic
using another interface of corresponding address either its Internet or Data link towards
H/O.

The egress traffic return to core switch from firewall after coming from Internet or H/O
DC.

For all V-LAN the firewall is configured as default gateway. Default Gateway for all V-
LAN subnets are configured on Fort i-Gate as SVI interfaces.

For all egress connections firewall work as a failover and load balancer as well if any

interface is down.

4.8.1 Traffic Policy Applied on FortiGate

Traffic policy which is applied on Forti-Gate helps to determine which traffic to pass

through firewall from another networks. By default it does not allow any traffic to pass through

firewall until or unless it is permitted by an Access control list(ACL), and by applying ACL to

interfaces. It can specify which IP addresses and traffic types can pass through the interfaces to

access other network.

Based on VLC requirement security policy ACLs will be used on Fort i-Gate to implement firewall

rules. The policy will allow only the needed connections and services to pass through to the

datacenter (Located at H/O), with the rule-set as specific and strict as possible.

4.8.2 Flow of traffic client V-LAN to Internet or Server V-LANs

Traffic initiate from user for server in server V-LAN behind the Fort i-Gate, the packet
first reach to core switch which is Default Gateway of user PC.

Core Switch will look into its routing table if the destination subnet is known then it
routes the packet to firewall.

All incoming traffic coming to firewall is of same security zone, firewall look into
destination subnet and then identifies the outgoing interface and then look into access
list apply on it.

If security policy permits the traffic then it allow the connection otherwise drop the

packet.
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e Once firewalls allow the packet it will send to corresponding subnet egress interface to
core switch of H/O.
e Once core switch received packet from firewall it forwards packet to server farm switch
where server is directly connected.
Note: For rest of the Server subnet SVI will configured once list of all server, V-LAN and their
subnet will be provided. Firewall Security policy will be applied once we completed list of all

applications and their port requirements sheet.

4.8.3 Load Balancing

A process of deciding which link of client request will be accepted. Like, if the request of a client
is consist of a HTTP (Hypertext Transport Protocol) for web page or FTP (File Transfer Protocol)
to download any file so the load balancer will select the defined path for the client.

The main Features of load balancing are listed as under:

1. Reduce the places in the work flow where a single point of failure can bring the process

to a halt.
2. Expand the capacity of the resources to handle the required workload.
3. Have it configured so that the process of balancing the workload is automatic?

Often, it can be just as important for an organizations member to be able to access the Internet

as it is for the native of the Internet to access the Web facing resources.

4.8.4 Forti-Gate as a Load Balancer (SD WAN)

It manages wide area network through software defined approach. It also helps to use internet
traffic by using private wide area network services to remain available for critical and real time
applications. This will help the network to improve its traffic flow and balanced the load on the

network.
Following are the advantages of SD-WAN:
e It reduces the costs with 3G/4G/LTE and many others through transport independence.

e IT improves performance applications with availability and agility.
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IT also optimized user efficiency and experience through public cloud application and SaaS.

SD-WAN has 3 terms:

SD-WAN interface

It has interfaces for traffic and atleast one interface is connected to SD-WAN for connection
of upto 255 more members for configuration and allow traffic for communication is called

SD-WAN.
Performance-SLA

IT is also called health check, It is usually used to check link failures and link quality of
member interface. If SD-WAN members unable to detect server can reroute or remove
routes for traffic. To select preferred members interface for forwarding traffic SD-WAN can

be used.
SD-WAN rule

It is also called service, Some traffic can send dynamically to the best link or through some

specific routes with the help of SD-WAN.

Following are the modes:

Manual: Assign interfaces a priority manually.

¢ Auto: Assign interfaces a priority based on quality.

e SLA: Assign interfaces a priority based on selected SLA settings.

e Priority: Assign interfaces a priority based on the link-cost-factor quality of the interface.

e Load-balance: Distribute traffic among all available links based on the load balance

algorithm.

4.8.5 Flow of Traffic from User to Server/Internet behind FortiGate SSD-WAN

e Traffic initiate from user for server (which is actually VIP IP address of Server) in server
V-LAN behind the Fort i-Gate, the packet first reach to core switch which is Default

Gateway of user PC.
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e Core Switch will look into its routing table, if the destination subnet is known then it
routes the packet to firewall.

e All incoming traffic coming to firewall is of same security zone, firewall will look into
destination server subnet identify the outgoing interface and then look into access list
and apply on it.

e |If security policy permits the traffic then it allow the connection otherwise drops all the
packet.

e Once firewalls allow the packet it will send to corresponding destination subnet egress
interface.

e Once core switch received packet it forward packet to Fort i-Gate load balancer .

e Load balancer looks into SD-WAN table, perform load balancing algorithm, and send
packet to the elected link.

o If packet initiate from server, it first go to load balancer which is servers default
gateway. Load balancers have firewall as its default gateway so LB forwards the packet

to Firewall.

Firewall have reverse route for users subnet point to core switch using inside interface.

4.8.6 Intrusion Detection/Prevention System

This section addresses the need for an Intrusion Detection and Prevention solution within the
VLC network that should improve visibility of security threats and intrusions in respective
domains.The scope of this section will cover the Low-Level details for the design and

deployment of an Intrusion prevention infrastructure.

4.8.7 FortiGate inbuilt Intrusion Detection and Prevention System

The Fort i-Gate IDS/IPS’s will monitor specified traffic by placing its monitoring interface in the
applicable V-LAN’s that are identified by the VLC's security policy.
The switching platform will “supply” the Firewall with the traffic that need to be monitor. This is

done by same egress and ingress interface that identifies which traffic should be inspected.

Objectives
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e Traffic capturing on the Firewall and the switches.

e Definition of the signature policies for the Fort i-Gate IDS/IPS.
e Management of the IDS/IPS.

e Monitoring of alarms generated by the IDS/IPS.

e Fine tuning of the signatures on the IDS/IPS.

Constraints

e Ensure that all traffic is not captured twice in different locations.

e Defining the policies based on the known environment.

e Enabling relevant signatures while at the same time reducing false positives.
e Ease of administration, management and upgrades.

e Scalability for the future addition of IDS/IPS signatures.

4.8.8 Signature updates

Signatures can be updated automatically on the IDS/IPS however some manual intervention is
always recommended as the new signature might not be enabled or not required in VLC's
environment. Notifications of new available signatures and a link to the update can be received

from FortiLabs via an automated email by using the registration URL.
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Chapter 5

Experimental Structure
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Definition

This project would be on an IT infrastructure of an organization (Logistics Company). It’s a

real time project that will be mirrored on simulator to understand the working of an enterprise

network. All the information of organization would be collected from their IT experts. The

objective is to provide them more reliable and secured network. The scope of this project is to

multiple branches present on remote location by using Hub and Spoke architecture. Moreover,

the technique of 3 tier architecture will be used to make it more scalable for future purpose.

5.1 Existing System

Following is the figure showing how the existing system was running and topology

design view of Sheikhupura branch connecting with Lahore Head Office.

Figure 5 Existing topology of VIRK LOGISTCS
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5.1.1 Connectivity Overview of existing infrastructure

According to the survey in an existing system they have around 45 users divided into 6

departments and the list of each department is given below.

e HR e Managers
e Marketing e Finance
e Vehicle Monitoring o |IT

e Executives
They divided all departments in 2 segments and assigned 1 access switch on each segment so a
single access switch holding 3 departments on the same V-LAN. They also have two Access
points and number of cameras on one dedicated Poe switch.
All of the 3 access switches terminating on a Layer 3 core switch. All of the V-LANs are
propagated from a core switch and each of access switch contain its own DHCP pool according
to their respective V-LAN.
They also have a backup core switch which is the replica of main Core switch here name as
Corel .The backup switch will be activated in case of failure of main core switch manually.
The core switches communicate with gateway via their uplink by using OSPF protocol. Now the
gateway is responsible to route the traffic via dedicated lease lines from two service providers
PTCL and Netsol extending their LAN towards Head Office. The redundant links are operated
automatically by OSPF protocol. All of the traffic route towards the ASA firewall located at the
edge of H/O either they want to communicate with Internet or their File servers residing in the

DMZ of H/O.

5.1.2 Problem Statement

Technology enhanced rapidly with the passage of time but we are stuck to old traditions and do
not follow new concepts and technologies while developing any network. VIRK LOGISTICS did
the same mistake by hiring old tradition IT experts which lead them to face many problems
such as security, scalability, complex configuration, manually doing failover. Following this
figure, we can see that they have connected multiple departments with one switch
(HR_MKT_VM) which causes extra load on particular switch.
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5.1.3 Hardware

List of hardware’s in existing system.

S. No. Product Description Qty
Switch(L-2)
Cisco Catalyst 2960G Switch 20 x 10/100/100 Gigabit Ethernet
1 W5-C2960G-24TC-L Ports (Non-PgE) - 4 x Dual Purpose Port - LAN Base Image 2
Cisco Catalyst 29605-24P5 Layer 2 - Gigabit Ethernet Switch -
5 WS-C2960G-24P5- L 24 x 10/100/1000 PoE Ports - 370W - 4 x 5FP - LAN Base —
Managed 1
Switch(L-3)
Cisco Catalyst 3750G Switch includes 24 x 10/100/1000 Ports -
3 W5-C3750G-24T5-5 4 % SFP Ports - Standard Image
HUB
4 SG110D 110 Series SG110D 110 Series 8-Port Unmanaged Metwork Switch is used | 1
Cable
5 Cat 5 cable Cat 5 Unshielded cable is layed all over the infrastructure overall

Table 13 Hardware of Existing System

5.1.4 Corel

Core 1 switch resides in an IT department working as a back bone to the entire LAN network. All
the access switches are terminating on core switches. There are two core switches to deal with
redundant traffic. (WS-C3750G-24T-S Datasheet)Both the switches are working in
Active/Passive mode manually. If one switch get down another switch will be started to take
responsibility of the entire communication manually. Following are the connectivity tables of
both core switches.

WS-C3750G-24TS-S
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Port Description V-LAN Mode
Ethernet0/0 Connected with VLC_GATEWAY 192.162.10.2 | Static
Ethernet0/1 Connected with HR_MKT_VIM V-LAN 10 Trunk
Ethernet0/2 Connected with EX_MGR_FIN_IT V-LAN 20 Trunk
Ethernetd/3 Connected with Camera Wifi V-LAN 30 Trunk
Ethernetl/0 Reserve
Ethernetl/1 Reserve
Ethernetl/2 Reserve
Ethernetl/3 Reserve
Ethernet 2/0 Reserve
Ethernet 2/1 Reserve
Ethernet 2/3 Reserve
Ethernet 3/0 Reserve
Ethernet 3/1 Reserve
Ethernet 3/2 Reserve
Ethernet 3/3 Reserve

Configuration
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Table 14 Configuration of Corel
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!
version1s.1

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

service compress-config

!

hostname CORE_1

!

boot-start-marker

boot-end-marker

!

!

no aaa new-model
noipve cef

ipv6 multicast rpf use-bgp
I

Ip cef
!
|

spanning-tree mode pyst
spanning-tree extend system-id
|

!

V-LAN internal allocation policy ascending
!

!

interface Loopback0

ip address 1.0.0.1 255.255.255.0
!

interface Ethernet0/0
no switchport
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interface Ethernetl/0

duplex auto
[

interface Ethernetl/1

duplex auto
[

interface Ethernetl/2

duplex auto
[

interface Ethernetl/3

duplex auto
[

interface Ethernet2/0

duplex auto
[

interface Ethernet2/1

duplex auto
[

interface Ethernet2/2

duplex auto
[

interface Ethernet2/3

duplex auto
[

interface Ethernet3/0

duplex auto
[

interface Ethernet3/1

duplex auto
[

interface Ethernet3/2
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{RaddrESS 192.162.10.2 255.255.255.0
[

interface Ethernet0/1

switchport trunk encapsulation dotlq
switchport mode trunk

duplex auto
|

interface Ethernet/2
switchport trunk encapsulation dotlq

duplex auto
|

interface Ethernet0/3
switchport trunk encapsulation dotlyg
switchport mode trunk

duplex auto

interface V-LAN20

ip address 20.0.0.1 255.255.255.0
|

Interface V-LAN30

ip address 30.0.0.1 255.255.255.0
[

routerospfl
network 1.0.0.0 0.0.0.255 area 0

network 10.0.0.0 0.0.0.255 area 0
network 20.0.0.0 0.0.0.255 area 0
network 30.0.0.0 0.0.0.255 area 0
network 192.162.10.0 0.0.0.255 area 0
I

!

no ip http server

I

!

contral-plane

I

1

line con 0

logging synchronous
line aux 0

line vty 04

login
!

End

5.1.5 Core2

duplex auto
|

interface Ethernet3/3
duplex auto
I

interface V-LAN1

no ip address

shutdown

I

interface V-LAN10

{RaddrEES 10.0.0.1 255.255.255.0
I

interface V-LANI11

no ip address
shutdown
!

This switch was replica of corel switch and handled manually.
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WS-C3750G-24TS-S

bl

Description V-LAN
Ethemet(/0 Connected with VLC_GATEWAY 192.168.10.2 | Static
Ethemet(/1 Connected with HE. MET VM V-LAN 10 Trunk
Ethemet(/2 Connected with EX_MGE_FIN IT V-LAN 20 Trunk
Ethemet(/3 Connected with Camera Wifi V-LAN 30 Trunk
Ethemet1/0 Reserve
Ethemet1/1 Reserve
Ethemet1/2 Reserve
Ethemet1/3 Eeserve
Ethemet 2/0 Reserve
Ethemet 2/1 Reserve
Ethernet 2/3 Eeserve
Ethemnet 3/0 Reserve
Ethemnet 3/1 Reserve
Ethemnet 3/2 Reserve
Ethemet 3/3 Reserve
Table 15: Configuration of Core2
Configuration
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|
version15.1
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
service compress-gonfig

|

hostname Backup_Corel

|

boot-start-marker

boot-end-marker

|

!

logging discriminator EXCESS severity drops 6
msg-body drops EXCESSCOLL
logging buffered 50000

logging console discriminator EXCESS
[

no aaa new-model

no ipve cef

ipve multicast rpf use-bgp

no ip icmp rate-limit unreachable

[

no ip domain-lookup

ip cef

[

spanning-tree mode pyst
spanning-tree extend system-id
[
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interface Etherneto/2
switchport trunk encapsulation dotlg

duplex auto
|

interface Ethernet0/3
switchport trunk encapsulation dotlq

switchport mode trunk
duplex auto
[

interface Ethernetl/0

duplex auto
|

interface Ethernetl/1

duplex auto
|

interface Ethernetl/2
duplex auto
|

interface Ethernetl/3
duplex auto
|

interface Ethernet2/0
duplex auto
|

interface Ethernet2/1
duplex auto
|

interface Ethernet2/2
duplex auto
|
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V-LAN internal allocation policy ascending
[

Ip tcp synwait-time 3
!

[
interface Ethernet0/0

no switchport
ip address 192.168.10.2 255.255.255.0
I

interface Ethernet0/1

switchport trunk encapsulation dotlq
switchport mode trunk

duplex auto

shutdown
!
interface V-LANLD

ip address 10.0.0.1 255.255.255.0
[

interface V-LAN11

no ip address

[

interface V-LANZ20

ip address 20.0.0.1 255.255.255.0
[

interface V-LAN30

ip address 20.0.0.1 255.255.255.0
|

routerospfl

network 10.0.0.0 0.0.0.255 area 0
netwaork 20.0.0.0 0.0.0.255 area 0
netwark 30.0.0.0 0.0.0.255 area 0
network 192.168.10.0 0.0.0.255 area 0
[

!

no ip hitp server

!

!

control-plane

!

!

line con 0

gxectimeout0Q

privilege level 15
logging synchronous
line aux 0

exec:timeout 00
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duplex auto
|

interface Ethernet3,/0

duplex auto
|

interface Ethernet3/1

duplex auto
|

interface Ethernet3/2

duplex auto
|

interface Ethernet3/3

duplex auto
[

interface V-LAN1

no ip address
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privilege level 15
logging synchronous

line aux 0

exec-timeout00

privilege level 15
logging synchronous

ling vty 04
login

!
end

Qo)

5.1.6 Access Switchl (HR_MKT_VM)

Access switch 1 manage the traffic of HR, Vehicle Monitoring and Marketing department. The

9allowed V-LANs 10 which holds the traffic of all connected departments.

Port Description V-LAN Mode
EthernetD/0 Connected with Core 1 ALL Trunk
EthernetD/1 Connected with HR PC 1 W-LAN 10 Access
EthernetD/2 Connected with HR PC 2 V-LAN 10 Access
EthernetD/3 Connected with HR PC 3 V-LAN 10 Access
Ethernet1/0 Connected with HR PC 4 V-LAN 10 Access
Ethernetl/1 Connected with MKT PC 1 V-LAN 10 Access
Ethernetl/2 Connected with MKT PC 2 V-LAN 10 Access
tEthernet1/3 Connected with MKT PC 3 V-LAN 10 Access
Ethernet 2/0 Connected with MKT PC 4 V-LAN 10 Access
Ethernet 2/1 Connected with MKT PC 5 V-LAN 10 Access
Ethernet 2/3 Connected with MKT PC & V-LAN 10 Access
Ethernet 3/0 Connected with MKT PC 7 V-LAN 10 Access
Ethernet 3/1 Connected with MKT PC 8 V-LAN 10 Access
Ethernet 3/2 Connected with ViV PC 9 V-LAN 10 Access
Ethernet 3/3 Connected with Vi PC 10 V-LAN 10 Access
Ethernet 4/0 Connected with Vi PC 11 V-LAN 10 Access
Ethernetd/1 Connected with VM PC 12 V-LAN 10 Access
Ethernet 4,2 Connected with Vi PC 13 V-LAN 10 Access
Ethernet 4/3 Connected with Vi PC 14 V-LAN 10 Access
Ethernet5/0 Connected with Vi PC 15 W-LAN 10 Access
Ethernets/1 Connected with ViV PC 16 W-LAN 10 Access
Ethernet5/2 Connected with HUB({VM) PC 23 WV-LAN 10 Access

Connected with HUB({VM) PC 24 WV-LAN 10 Access
Ethernet5/3 Connected with core? ALL Trunk

Table 16: Configuration of Access Switch1(HR_MKT_VM)
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Configuration

HR_MEKT VM#sh run
Building configuration...

Current configuration ; 2843 bytes
[

! Last configuration change at 18:35:59 UTC Tue
Jun 30 2020

[

version15.2

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

service compress-config

|

hostname HR_MKT_VM

[

boot-start-marker

boot-end-marker

[

[

logging discriminator EXCESS severity drops @
msg-body drops EXCESSCOLL

logging buffered 50000

logging console discriminator EXCESS

|

no aaa new-model

|

I

no ip icmp rate-limit unreachable

|

ip dhep excluded-address 10.0.0.1
mm excluded-address 10.0.0.2

ip dhep excluded-address 10.0.0.3
ip dhep excluded-address 10.0.0.4
ip dhcp excluded-address 10.0.0.5
ip dhep excluded-address 10.0.0.110.0.0.10
[

ip dhcp pool HR_MKT_VM_DHCP
network 10.0.0.0 255.255.255.0
default-router 10.0.0.1
dns-server 8.8.8.8

[

!

no ip domain-lookup

ip cef

noipve cef

[

[

spanning-tree mode rapid-pyst
spanning-tree extend system-id
!

V-LAM internal allocation policy ascending
I

ip tcp synwait-time 5
!
!
interface Ethernet0/0

switchport trunk encapsulation dotlg
switchport mode trunk
I

interface Ethernet0/1
switchport access V-LAN 10
switchport mode access

I

interface Ethernetd/2
switchport access V-LAN 10
switchport mode access

I

interface Ethernetd/3
switchport access V-LAN 10
switchport mode access

I

interface Ethernetl/0
switchport access V-LAN 10
switchport mode access

I

interface Ethernetl/1
switchport access V-LAN 10
switchport mode access

I

interface Ethernetl/2
switchport access V-LAN 10
switchport mode access

I

interface Ethernetl/3
switchport access V-LAN 10
switchport mode access

I

interface Ethernet2/0
switchport access V-LAN 10
switchport mode access

!

interface Ethernet2/1

switchport access V-LAN 10
I

interface Ethernet?/2
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switchport access V-LAN 10
I

interface Ethernet2/3

switchport access V-LAN 10
I

interface Ethernet3/0

switchport access V-LAN 10
I

interface Ethernet3/1

switchport access V-LAN 10
I

interface Ethernet3/2

switchport access V-LAN 10
I

interface Ethernet3/3

switchport access V-LAN 10
I

interface Ethernetd,/0

switchport access V-LAN 10
I

interface Ethernetd/1

switchport access V-LAN 10
I

interface Ethernetd,/2
switchport access V-LAN 10
I

interface Ethernetd/3

switchport access V-LAN 10
I

interface Ethernets/0

switchport access V-LAN 10
I

interface Ethernet5/1

switchport access V-LAN 10

!

interface Ethernet5/2

switchport access V-LAN 10

[

interface Ethernets/3

switchport trunk encapsulation dotlq
switchport mode trunk

[

Interface V-LAN1

no ip address

shutdown

|

interface V-LAN10

ip address 10.0.0.2 255.255.255.0

!

ip forward-protocol nd
[

!

no jp http server

no ip http secure-server
[

!

control-plane

[

!

line con 0
gxec:timeout 00

privilege level 15

logging synchronous
line aux 0

exec:timeout 00

priviege level 15
logging synchronous
line vty 04
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5.1.7 Switch 2(EX_MGR_FIN_IT)
Access switch 2 manage the traffic of following department:
o IT
e Finance
e Managers and
e Executives
The allowed V-LANs 20 which holds the traffic of each group of users. (WS-C2960+24TC-L

Datasheet)

2960G-24TC-L

Port Description V-LAN Mode

Ethernetd/0 Connected with Core 1 MA Trunk
Ethernet0/1 Connected with EX PC 25 WV-LAN 20 | Access
Ethernetd/2 Connected with EX PC 26 V-LAM 20 | Access
Ethernetd/3 Connected with MGR PC 27 V-LAM 20 | Access
Ethernet1/0 Connected with MGR PC 28 V-LAM 20 | Access
Ethernetl/1 Connected with FIN PC 29 V-LAM 20 | Access
Ethernetl/2 Connected with FIN PC 30 V_LAN 20 | Access
tEthernetl/3 Connected with FIN PC 31 V-LAM 20 | Access
Ethernet 2/0 Connected with FIN PC 32 V-LAM 20 | Access
Ethernet 2/1 Connected with FIN PC 33 V-LAM 20 | Access
Ethernet 2/2 Connected with FIN PC 34 V-LAM 20 | Access
Ethernet 2/3 Connected with FIN PC 35 V-LAN 20 | Access
Ethernet 3/0 Connected with FIN PC 36 V-LAM 20 | Access
Ethernet 3/1 Connected with FIN PC 37 V-LAM 20 | Access
Ethernet 3/2 Connected with FIN PC 38 V-LAM 20 | Access
Ethernet 3/3 Connected with FIN PC 39 V-LAM 20 | Access
Ethernet 4/0 Connected with IT PC 40 V-LAN 20 | Access
Ethernetd/1 Connected with IT PC 41 V-LAM 20 | Access
Ethernet 4/2 Connected with IT PC 42 V-LAM 20 | Access
Ethernet 4/3 Connected with IT PC 43 WV-LAMN 20 | Access
Ethernets/0 Connected with IT PC 44 V-LAM 20 | Access
Ethernet5/1 Empty

Ethernet5/2 Empty

Ethernet5/3 Connected to Backup Corel V-LAN 20 | Trunk

Table 17: Configuration of Switch2(EX_MGR_FIN_IT)

Configuration

Faculty of CS&IT, The Superior College Lahore, Pakistan




EX _MGR _FIN IT#sh run
Building configuration...

Current configuration : 2705 bytes
|

! Last configuration change at 21:42:38 UTC Tue
Jun 30 2020

|

version 13.2

service timestamps debug datetime msec
service timestamps log datetime msec

ng service password-encryption

service compress-config

|

hostname EX_MGR_FIN_IT

I

boot-start-marker

boot-end-marker

|

[

logging discriminator EXCESS severity drops 6
msg-body drops EXCESSCOLL

logeing buffered 50000

logging console discriminator EXCESS

!

ng aaa new-mode|

|

|

no ip icmp rate-limit unreachable
!

ip dhep excluded-address 20.0.0.1 20.0.0.10
!

ip dhcp pool EX_MGR_FN_IT
network 20.0.0.0 255.0.0.0
default-router 20.0.0.1 255.255.255.0
dns-server 8.8.8.8

[

!

no ip domain-lookup

ip cef

no ipve cef

[

[

spanning-tree mode rapid-pyst
spanning-tree extend system-id
[

WV-LAN internal allocation policy ascending
!
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ip tcp synwait-time 3
!

|
interface Ethernetd,/0

switchport trunk encapsulation dotlg

switchport mode trunk
!

interface Fthernetd/1
switchport access V-LAN 20

switchport mode access
!

interface Ethernet0/2

switchport access V-LAN 20
switchport mode access
!

interface Ethernetd/3
switchport access V-LAN 20
switchport mode access

|

interface Ethernetl/0
|

interface Ethernetl/1
switchport access V-LAN 20
switchport mode access

I

interface Ethernetl/2
switchport access V-LAN 20
switchport mode access

!

interface Fthernetl/3
switchport access V-LAN 20

switchport mode access
[

interface Ethernet2/0

!

interface Ethernet2/1
switchport access V-LAN 20
switchport mode access

[

interface Ethernet2/2
switchport access V-LAN 20
switchport mode access

[

interface Ethernet2/3
switchport access V-LAN 20
switchport mode access

[
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interface Ethernet3/0
|

interface Ethernet3/1

switchport access V-LAN 20
switchport mode access
|

interface Ethernet3/2
switchport access V-LAN 20
switchport mode access

|

interface Ethernet3/3
switchport access V-LAN 20
switchport mode access

|

interface Ethernetd/0
[

interface Ethernet4/1

switchport access V-LAN 20
switchport mode access
!

interface Ethernetd4/2
switchport access V-LAN 20
switchport mode access

|

interface Ethernet4/3
switchport access V-LAN 20
switchport mode access

|

interface Ethernets/0
|

interface Ethernets,1
switchport access V-LAN 20

[
!

no ip http server

no ip http secure-server
[

!

control-plane

[

I

line con 0
exectimeout00
privilege level 15

logging synchronous
line aux 0

exec-timeout 00
privilege level 15
logging synchronous
ling vty 04

login

!
!
end

P
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switchport mode access
I

interface Ethernets/2
switchport access V-LAN 20
switchport mode access

[

interface Ethernets/3

!

interface V-LAN1

no ip address

shutdown

!

Inferface V-LAN20

ip address 20.0.0.2 255.255.255.0
|

ip forward-protocol nd

5.1.8 Access Switch 3 (Camera_WIFI)

Access switch 3 manages the traffic of Cameras:

The allowed V-LAN 30 which holds the traffic all the cameras running in a VLC environment.

Here Poe Switch will be used which holds the capabilities of Power over Ethernet providing the

power to all cameras. (WS-C2960X-24PS-L Datasheet)

WS-C2960X-24PS-L

Port Description V-LAN Mode
EthernetD/ 0O Connected with Core 1 N Trunk

EthernetD/1 Connected with HM_C1 V-LAM 30 | Access
EthernetD/2 Connected with HM_C2 WV-LAM 30 | Access
EthernetD/3 Connected with HM_C3 WV-LAM 30 | Access
Ethernetl/0 Connected with HM_C4 WV-LAM 30 | Access
Ethernetl/1 Connected with WVhM_C1 WV-LAM 30 | Access
Ethernetl,/2 Connected with WM _C2 V-LAM 30 | Access
tEthernetl/3 Connected with WViM_C3 V-LAM 30 | Access
Ethernet 2,/0 Connected with WViM_C4 V-LAM 30 | Access
Ethernet 2/1 Connected with CR_C1 V-LAM 30 | Access
Ethernet 2/3 Connected with CR_C2 WV-LAM 30 | Access
Ethernet 3/0 Connected with Wa_C1 W-LAM 20 | Access
Ethernet 3,1 Connected with Wa_ C2 WV-LAM 30 | Access
Ethernet 3,2 Connected with F_C1 V-LAM 30 | Access
Ethernet 3/3 Connected with F_C2 V-LAM 30 | Access
Ethernet 4,0 Connected with F_C3 V-LAM 30 | Access
Ethernetd/1 Connected with F_C4 V-LAM 30 | Access
Ethernet 4/2 Connected with IT_C1 V-LAM 30 | Access
Ethernet 43 Connected with IT_C2 WV-LAM 30 | Access
Ethernets/0 Connected with L_C1 WV-LAM 30 | Access
Ethernets5/1 Connected with GT_C1 WV-LAM 30 | Access
Ethernets,/2 Connected with wifi_1 V-LAM 30 | Access
Ethernets/3 Connected with wifi 2 V-LAM 30 | Access

Table 18: Access Switch3(Camera_WIFI)
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Configuration
Camera Wifi#sh run !
Building configuration... ip tcp synwait-time 5
!

Current configuration : 2751 bytes !
[ interface Ethernet0/0

I Last configuration change at 21:38:38 UTC Tue switchport trunk allowed V-LAN 30
Jun 30 2020 switchport trunk encapsulation dotlg
[ [

version 15.2 interface Ethernet0/1

service timestamps debug datetime msec switchport access V-LAN 30
service timestamps log datetime msec switchport mode access

no service password-encryption !

service compress-config interface Ethernet0/2

! switchport access V-LAN 30
hostname Camera_Wifi switchport mode access

[ [

boot-start-marker interface Ethernet0/3
boot-end-marker switchport access V-LAN 30

! switchport mode access
I I

logging discriminator EXCESS severity drops 6 interface Ethernetl/0
msg-body drops EXCESSCOLL !
logging buffered 50000 interface Ethernetl/1

logging console discriminator EXCESS !
! interface Ethernetl/2
no aaa new-model !

! interface Ethernetl/3
[ |

no ip icmp rate-limit unreachable interface Ethernet2/0
! switchport access V-LAN 30
ip dhep excluded-address 30.0.0.1 30.0.0.10 switchport mode access

[
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ip dhcp pool Cam_ Wifi
netwark 30.0.0.0 255.255.255.0
default-router 30.0.0.1
dns-server 8.8.8.8

[

!

no ip domain-lookup
ip cef

no ipve cef

!

[

[

spanning-tree mode rapid-pyst
spanning-tree extend system-id
|

V-LAN internal allocation policy ascending

interface Ethernet5/1
switchport access V-LAN 30
switchport mode access

I

interface Ethernets/2
switchport access V-LAN 30
switchport mode access

I

interface Ethernets/3

!

interface V-LANL

no ip address

shutdown

!

interface V-LAN30

ip address 30.0.0.2 255.255.255.0

5.1.9 VLC Gateway

interface Ethernet2/1
switchport access V-LAN 30
switchport mode access

I

interface Ethernet2/2
switchport access V-LAN 30
switchport mode access

I

interface Ethernet2/3
switchport access V-LAN 30
switchport mode access

I

interface Ethernet3/0
switchport access V-LAN 30
switchport mode access

I

It’s a gateway between sheikhupura branch and head office Lahore for communication.

Port Description IP Address Mode
GigabitEthernet0/0 | Connected with HO_GW _1 172.16.16.2/24 | L3
GigabitEthernet0/1 | Connected with corel 192.162.10.1/24 | L3
GigabitEthernet0/2 | Connected with Backup_Corel 192.168.10.1/24 | L3
GigabitEthernet0/3 | Connected with HO_GW 2 192.16.16.2/24 | L3

Table 19:Configuration of VLC Gateway
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Configuration

I Last configuration change at 20:44:08 UTC Tue
Jun 30 2020

[

version 15.6

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

[

hostname VLC GATEWAY
!

boot-start-marker
boot-end-marker
I

I

I

no aaa new-model
ethernet Imice

I

I

1

mmi polling-interval 60
no mmi auto-configure
ng mmi pve

mmi snmp-timeout 180
I

1

ipcef

no ipve cef

I

multilink bundle-name authenticated

redundancy

I
!

interface GigabitEtherneto,0

ip address 172.16.16.2 255.255.255.0

duplex auto

speed auto
media-type rj45
|

interface GigabitEthernet0,1
ip address 192.162.10.1 255.255.255.0

duplex auto
speed auto
media-type rj45

interface GigabitEthernet0/2
I&EddrEES 192.168.10.1 255.255.255.0

duplex auto
speed auto
media-type rj45
|

interface GigabitEtherneto/3
IREddrEES 192.16.16.2 255.255.255.0

duplex auto
speed auto
media-type rj45
|

router ospfl
network 172.16.16.0 0.0.0.255 area 0

network 192.16.16.0 0.0.0.255 area 0
network 192.162.10.0 0.0.0.255 area 0
network 192.168.10.0 0.0.0.255 area 0
!

ip forward-protocol nd

!

!

no lp http server

naip hitp secure-server

!

!

control-plane

banner exec
EE e S o o e o

L

* 108y is strictly limited to use for evaluation,
demonstration and |05 *

* education. 105y is provided as-is and is not
supported by Cisco's  *

* Technical Advisory Center. Any use or
disclosure, in whole or in part, *

* of the |05y Software or Documentation to any
third party forany  *

* purposes is expressly prohibited except as
otherwise authorized by *

* Cisco in writing.
3

FEFFXFFFFFFIFIIXIFXFIFXEEIF XXX XXX XXX R R X

FEFFEFFFFFFIFFFFIFFEFIFFIFFEFIFF IR FEFTERE

banner incoming
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EE R R R R R AR LR R L R L R R R RS AR R L RS

L R L

* 108y is strictly limited to use for evaluation,
demonstration and |05 *

* education. 108y is provided as-is and is not
supported by Cisco's  *

* Technical Advisory Center. Any use or
disclosure, in whole or in part, *

* of the |05y Software or Documentation to any
third party forany =

* purposes is expressly prohibited except as
otherwise authorized by =

* Cisco in writing.
E

EE R R R R R AR LR R L R L R R R RS AR R L RS

B e L R

banner login
AARNEL
FExEFFr I I I FEFI I R R R E

FxrxFFrrkFrFrFFrFFFrFFFFF I FF I I T FFFEFEFEEE

* 108y is strictly limited to use for evaluation,
demonstration and |05 *

* education. 105y is provided as-is and is not
supported by Cisco's  *

* Technical Advisory Center. Any use or
disclosure, in whole or in part, *

* of the |05y Software or Documentation to any
third party forany  *

* purposes is expressly prohibited except as
otherwise authorized by =

* Cisco in writing.
*

FrEFFFFrFrFrFrFrE FrI kb kR Rk kR ke ®

R R R R LR

[
line con 0
line aux 0
line vty 04

transport input none
[

no scheduler allocate
!
end

Pravien

5.1.10 HO_GW_1
This is first gateway in Head office. All Traffic passes from here.
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Port Description IP Address Mode
GigabitEthernetd/0 | Connected with VLC-Gateway 172.16.16.1/24 | L3
GigabitEthernetd/1 | Connected with VLC-EDGE-FW 50.0.0.2/24 L3

GigahitEtherneto,/2

GigabitEtherneto/3

Table 20: Configuration HO_GW _1

Configuration
!
! Last configuration change at 20:44:49 UTC Tue
Jumn 30 2020
I
version 15.6
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
I
hostname HO_GW _1
I
boot-start-marker
boot-end-marker
I
I

no aaa new-mode|
ethernet Imice

[

!

mmi polling-interval 60
no mmi auto-configure
ng mmi pye

mmi snmp-timeout 180
[

!

ipgef

no ipv6 cef

!

multilink bundle-name authenticated
!

I

redundancy

shutdown

duplex auto
speed auto
media-type rj45
I

interface GigabitEthernetd/3
noip address
shutdown

duplex auto
speed auto
media-type rj45
I

routerospfl
redistribute connected subnets

redistribute static subnets

network 50.0.0.0 0.0.0.255 area 0
network 172.16.16.0 0.0.0.255 area 0
default-metric 1

I

ip forward-protocol nd

[

noip http server

ng ip http secure-server
!

control-plane
I

bannerexec
kI kb dkdk bk bk kR kb kb kb kkik

B e R L e L

* 1085y is strictly limited to use for evaluation,
demonstration and |05 _*
* education. 105y is provided as-is and is not
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! supported by Cisco's  *
! * Technical Advisory Center. Any use or

interface GigabitEthernet0/0 disclosure, in whole orin part, *

ip address 50.0.0.2 255.255.255.0 * of the 105y Software or Documentation to any
duplex auto third party forany ¥

speed auto * purposes is expressly prohibited except as
media-type rj4s otherwise authorized by *

! * Cisco in wrriting.
interface GigabitEthernet0/1 *

IﬂfﬂddrESS 172.16.16.1 255.255.255.0 FhFdkkdkdkdkkkk bk kkkkdkkk ki kdkk kkk®
%auto FEFFxFFFrEkF kI I IR IR EF TR R EE
speed auto

media-type rj4s hanner incoming
!

MGigabitEthernetniz FEFFFXEFXERXXF XXX XXX ERXE XXX XX RETRRXRR X
D\R!HaddrESS FEFFkdFkdkk bk bk kbbb kb ek kbbb E

* 108y is strictly limited to use for evaluation,
demonstration and |QS *

* education. 105y is provided as-is and is not
supported by Cisca's  *

* Technical Advisory Center. Any use or
disclosure, in whole or in part, *

* of the 10Sy Software or Documentation to any
third party forany *

* purposes is expressly prohibited except as
otherwise authorized by *

* Cisco in writing.
*

FEFFrFrFrFrFFFFFFFrFFFFrFF I FEF I I FF I I E I S EEE

R R R E R S R

banner login
2anner
B R R R R e L R R R

FEFEFFFFF R FFFFEFFFEF IR FFFRFFF R LR LS

* 108y is strictly limited to use for evaluation,
demonstration and |QS *

* education. 105y is provided as-is and is not
supported by Cisca's  *

* Technical Advisory Center. Any use or
disclosure, in whole or in part, *

* of the 105y Software or Documentation to any
third party forany *

* purposes is expressly prohibited except as
otherwise authorized by *

* Cisco in writing.
*

FEFFrFrFrFrFFFFFFFrFFFFrFF I FEF I I FF I I E I S EEE

R R R E R S R
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[
line con 0
line aux 0
line vty 04

login

transport input none
[

no scheduler allocate
|

End
5.1.11 HO_GW_2

Port Description IP Address Mode
GigabitEthernet0/0 | Connected with VLC-Gateway 192.16.16.1/24 L3
Gl'gabitEthernetU,fl Connected with VLC-EDGE-FW 60.0.0.2/24 L3

GigabitEthernet0/2
GigabhitEthernet0/3

Table 21: Configuration of HO_GW _2

Configuration
! duplex auto
! Last configuration change at 20:44:43 UTC Tue speed auto
Jun 30 2020 media-type rj45
! !
version 15.6 interface GigabitEthernet0/3
service timestamps debug datetime msec no ip address
service timestamps log datetime msec shutdown
no service password-encryption duplex auto
! speed auto
hostname HO_GW _1 media-type rj45
[ !
hoot-start-marker, routerospfl
boot-end-marker redistribute connected subnets
! redistribute static subnets
! network 50.0.0.0 0.0.0.255 area 0
no aaa new-mode| network 172.16.16.0 0.0.0.255 area 0
ethernet Imice default-metricl

I 1
! ip forward-protocol nd
mmi polling-interval 60 !
no mmi auto-configure !

nao mmi gvc no ip http server

mimi snmp-timeout 180 ng ip http secure-server
! !

! !

Ipcef control-plane

no ipv6 cef !
! banner exec

multilink bundle-name authenticated FEFEFFEXTRFRFXE IR R EX IR kXTI R kR XL I ERE
| B e

Redundancy * 103y is strictly limited to use for evaluation,
! demonstration and 105 *
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interface GigabitEtherneto,0

Ip address 50.0.0.2 255.255.255.0
duplex auto

speed auto

media-type rj45

[

interface GigabitEtherneto/1
[Raddress 172.16.16.1 255.255.255.0

duplex auto

speedauto
media-type rj45
I

interface GigabitEtherneto,2
no ip address
shutdown

B s = T

R EEFFEFFF R FEFFFEFFERFERFEEFFE R R R RS

* 108y is strictly limited to use for evaluation,
demonstration and [Q5_*

* education. 105y is provided as-is and is not
supported by Cisca's  *

* Technical Advisory Center. Any use or
disclosure, in whole or in part, *

* of the 1QSy Software or Documentation to any
third party forany *

* purposes is expressly prohibited except as
otherwise authorized by *

* Cisco in writing.

*

FEEEFFIFEFFEFFX FFE FEFEEF R R F ERE R FE R R ERE

R EEFFEFFF R FEFFFEFFERFERFEEFFE R R R RS

banner login
R R e e e R e e S e L L

B S

* 105y is strictly limited to use for evaluation,
demonstration and 105 _*

* education. 105y is provided as-is and is not
supported by Cisca's  *

* Technical Advisory Center. Any use or
disclosure, in whole or in part, *

* gf the |QSy Software or Documentation to any
third party forany  *

* purposes is expressly prohibited except as
otherwise authorized by *

* Cisco in writing.

*

* education. 108y is provided as-is and is not
supported by Cisco's  *

* Technical Advisory Center. Any use or
disclosure, in whole or in part, *

* of the |05y Software or Documentation to any
third party forany *

* purposes is expressly prohibited except as
otherwise authorized by *

* Cisco in writing.
E =

FExFFFFrFFFrFFFFFF I F FFFF I I T FFF I FEEF

FEFFrFrFrFrFrEF I I FrFF I FF I I I F I FE

banner incoming
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EE R R R L R R R R R R L e

FrFFFFFFFF I FFFFF I I I I I I FFFFF I EEF

[
line con 0
line aux 0
line vty 04
transport input none
[

no scheduler allocate
|

end

e

5.1.12 VLC-EDGE-FW

Following is the port connectivity of firewall how all the ingress devices terminate on firewall

and from which links the firewall reroutes the traffic toward a defined destination.

Port Description IP
GigabitEthernet0,/0
GigabitEthernet0/1 | ConnectedwithHO _GW 1| 50.0.0.1/24
GigabitEthernet0/2 | Connected withHO_GW 2| 60.0.0.1/24
GigabitEthernet0/3 | Connected with FileServer | 100.10.10.2/24

GigabitEthernet0/4 | Reserve NULL
GigabitEthernet0/s | Reserve MULL
GigabitEthernet0/6 | Reserve NULL

Table 22: Firewall Connectivity in HO

e GigabitEthernet0/0 is reserved

e GigabitEthernet0/1 is directly connected with HO_GW _1 assigned an ip of class C which
is 50.0.0.1.

e GigabitEthernet0/2 is directly connected with HO_GW _2 assigned an ip of class C which
is 60.0.0.1.

e GigabitEthernet0/1 is directly connected with Fileserver assigned an ip of class C which
is 100.10.10.2.
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e Remaining Ports are reserved for future use.

Configuration
“Saved

s Serial Number: AUH4059M51

. Hardware: Asfy, 2048 ME RAM, CFU
Pentium [ 1795 MHz

cWritten by enable_15at21:11:31.04% UTC Tue
Jun 30 2020

I

ASA Version 9.12(2)4
I

hestname ciscoasa.
password

enable
$5ha512550005E4h0kCURCrYBQOARALCTW==5
VAPSJONURBK/SOKXB+clsA== pbkdf2

names.
ne mag-address auto

1
interfage GigabitEthernetl/0
namgif outside
i 1]
ip address 192.168.1.2% 255.255.255.0
!

interfage GigabitEthernetl/1
nameif insidel

securinylevel 100

ip address 50.0.0.1 255.255.255.0
|

interfage GigabitEthernetd/2
shutdown

nameif inside

serurinlevel 100

ip address 60.0.0.1 255.255.255.0
A5hf message-digest-key 1 md5 gjs6q
aspf authentication message-digest

!

interfage GigabitEthernetd/3
namgif, bMZ
sEEHrty:lsws] 50
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imterfage GigabitEthernetl/s
shutdown

N2 nameif

ng security-level

no ip address

1

interfage GigabitEthernetdy/s
shutdown

02 DamELL

e security-level

N jp address
1

interfage Managementl/0
management-only

n@ nameif,

ng security-level

N jp address

1

ftp mode passive
ahject network ghj_any
s4bnes 0.0.0.0 0.0.0.0
ahjeet network LAN
subne; 0.0.0.00.0.00

pager lines 23
miy outside 1500

miy insidel 1500

miy inside 1500

mity DMZ 1500

mo failover

no monitor-interface service-module
icmp unreachable rate-limit 1 burst-size 1
m2 asdm, history enable

arp timeout 14400

D2 arp permit-nonconnected

Arp rate-limit 8152

I

ghiect network LAN

nar [any,outside) dynamic interface

rauter gsef 1
network 50.0.0.0 255.255.255.0 area 0
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ip address 100.10.10.1 255.0.0.0
1

W GigabitEthernet/4
shutdown

N2 namegif

i security-level

nn Ip address

1

route outside 0.0.0.00.0.0.0 152.168.1.1 1
timeaut ylate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 ydp
0:02:00 scrp 0:02:00 jcmp 0:00:02

timeout sunrpc 001000 h323 00500 h225
1:00:00 mgcp 0:05:00 megcp-pat 0:05:00
timeout sip 0:30:00 5jp,_ media 0:02:00 sip-invite
0:03:00 sip-disconnect 0:02:00

timeout sip-provisional-media 0:02:00 yauth
0:05:00 absolute

timeout top-prowy-reassembly 0:01:00

timeout floating-conn 0:00:00

Hmeaut conn:halddauen 0:00:15
Iimeout igp stale-route 0:01:10

wser-identity default-domain LOCAL
gag authentication login-history

e snmp-server location

N sNMp-server contact

CIypio pser security-association gmiy-aging
infinite

STYRLR €8 TruskRgInt _Smantalliome. Serverca
movalidation-usage

grl configure

SIYRLR €a trustegel policy

Autg;import
| ] ca certificate chain
—manialidome. 3erverca

ifi ca 0509

JOB205b7 3082039F a0030201 02020205
05300006 09238648 BEFTO0] 01050500
3045310b 30050603 55040813 02424431
15301706 0355040 13105175 6f66164
BS73204c 65646574 65643116 30150603
55040313 1251756f 56616469 7320526F
6f742043 41203230 1el70d30 36313132
34313832 3730305z 170435331 31313234
31383233 33335a30 45310b30 09060355
04061302 424d311% 30170603 55040a13
1051756F 56616465 73204069 GDBSTAES
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network 50.0.0.0 255.0.0.0 area 0
network 60.0.0.0 255.255.255.0 area 0
network 60.0.0.0 255.0.0.0 area 0
redistribute connected

redistribure, static
gefaultinfarmarion originate

|

172a3a74 B333307d 615411ch edabeleb
d2a2yefs 6bbf18bY Dalb2dfd e93eefla
c6b310e% dcc24617  fBSdfdad  daff%edt
5a%cet33 eb2456f7 3fbabb2b 1c7a35c2
dbb7feab 6GG650BbGd 28602bef dryBOC3CT
S3bcBd36 91F37IFE dbl113cd ScvT76ecl
aeb7026a B17aa%45 B3ell5e6 bS56C15%4
3784871 6322eclV 65079588 4bdfBfch
Salae5Sbl e35f5eéb 1lablcfe BS5ebdded
fB0473f2 eSfe5c98 Bof573af 6bbd7Vecd
d45c022b 4c3%elb?  95952d42 BYVd7dSh3
9043b76c 15f1dedd fecAfBBS IFd175f5
92c391d5 BaBRADSD ecdcbdde BOc26571
S68b0d03 fdPchfSb 16ac2db eafer97c
adebaff7 1bcbdbcd 252be51f  fbSaSfel
51cc3a5b3 OcdBetle bdcSbd 7o 06522611
13857263 0304e004 36202015 02eB74a7
1fb6co56 66F07T525 dobVclle 616088b3
JedlaBfc 83daldb0 dlbl2354 df44766d
edd1dBcl b222b653 lodf3i5ld dcaliiia
31ed2df5 eSe5dbcB  eOffe5B0  d70b&3al
ff33a10f ba2cl1515 ea®7b3d2 aZbSbef2
Bc9elela Bfldecad 6137bSBE 73334797
969e237d B2a44cB1 elaldlba BY5TF9507
a3271lee 16107bbc 454adch? 04d2abef
d5fdDc51 ceb06a08 31f991da DoBFE45C
03c33aBb 203foeBd 673d3ade fe7dSbBEB
C85efboc 61dcBb3s Y7d34432 35096204
92161048 9e2747fb 3b2ledfB ebldSbD2
03010001 a381b030 B1ad300f 0603551d
130101ff 04053003 O0101fF30 ObDG035S
1400404 03020106 30140603 5514004
16041418 B462bcdB 40332504  ddeedlft
03041946 d1546b30 6e060355 14230467
30658014 1aB462bc 4B4c3325 04ddeedd
fe03c41% 46d1946b 214593447 30453100
30090603 55040613 02424431 19301706
03550408 13105175 6f566164 6973204c
65646974 6564311b 30190603 55040313
1251756f 56616465 7320526f 6742043
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£4311b30 19060355 04031312 51756f56
61646973 20526fcf 74204341 20323082
0222300d 060592386 4BBET0d 01010105
00038202 OFD030B2 02080282 0201009
18cadb54 0d002daf 03298af0 0f81lcBae
4c15851d 08S5fablS 44B5f32F Blad3ille
S046bfa3 86261ale fevelcll 3a5cBobl

Jo5fed26  b3f73250 98504437 T155f602
2178755 TofafB2d 26876656 30770637
7B335210 5Baedftl Beflbabl eflBVeda
5863ca8d a256d5a7 2fbc561f f35cle
folaaBls 2cidddia 63IcBE6CST  443cdi6f
c34al70a fB20d257 821951a5 2d5741da
074fat50 dat08d2d 46eldefl S4fd1000
38f533be8 40elbdbe 561a20cc 6f388ded
2ed458fdé e9933fey blicdf3a db22Bodc
B4bb226f dOfEedct 35250488 Joc3baeb
557a6dB80 9924f56c 01fbfBSY bOS45beb
fdd26ff1 77680435 6423ach8 55a103d1
4d421%dc  fB755556 a3f9aB49  TofBafle
b511a07c b7baed34 dibbibE2 381aB70C
fBeBfd2e d3S07F07 912aldde TeScBSE3
99b0SB0E 3fe05efd 35072400 626577
a/2085f7 bacBSbet Bealllcs dBGEGBFTS
E1f33clc elb8825¢c Sdalc3ed dB4Bbd1D
8211141% 6eb2BElb 6B3ed4B37 1aBBb75d
965e9cc7 ef276208 £291195c d2f121dd
bal74282 9G771B153 31a%5fft Tde2bf72
e1a3931d ccBa2b5a 0938d0ce d70dB01G
b478a53a B74cBdBa a5d54E57 f22cl0bo
bc54.2200 01506543 Sefdblef bdfBecda
fle3blef dfSlBf54 2a0b25cl 26190452
100565d5 B210eac? 3lcdle

qur
telnet timeout 5
53 stricthostkeveheck
szhtimeout 5
sshversion 2
console timeout 0
threai-detection basic-threat

threar-detection statistics access-list
ng threat-detection statistics tgp-intercept

dynamic-access-policy-recard DfltAccessPolicy
|

match default-inspection-traffic
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41203282 02050930 04060923 BLABBGTT
0010105 05000582 02010032 Oa164d49F

065baBae 715d2f05 2f67ebl3 45B83c436
fof3c026 OcOdb54y 645dfBbd 72c846a5

03182755 BSTE7AT6 ea®634B0 1720dce?
B3f88dfc 07bBda5f 4d2e67b2 B4fddo44d

fci 75081 eb6fcbdc® 040bTI53 TRTROTOV
4147560c fbeDB226 53558cfe 221fR065

clazs inspection. gefault
inspert dns migrated_dns_map_1
Inspeck ftp
inspect h323 h25
Inspesk h323 rag
Inspect ip-options
inspect ish
INFRERETEER
Inspect skinny
!.D&QEEE&MR
Inspect sqlnet
@D&Eﬂﬂm
InsRest 5
Inspectsip
INSRESLIEME
INspeLt icmp error
peligy-mar type
migrated_dns_map_2

inspect dns,

RRrAMEILTS.
message-lensth maximum client auto

message:length maximum 512
N9 Lop-inspection
I
SEMiEE-RRlIRY 8lohAl.Rslicy global
prompt hostname context
ni call-home reporting anonymaows
callzhame.
prafile CiscoTAC-1
o active
inati address http
hittps:/ ftools.cisco.com/fitsService foddoe/senic
es/DDCEService
festinati
callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group emvironment

address email
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! subseribs-te:alert-eroup, inventory  periodic

I mionthly
polic:man type inspect dns. subseribe;te-alert-group configuration periodic
migrated_dns_map_1 mionthly
RRArAMETErs. sibseribesio-alert-eroup  telemetry periodic
MEssAge:length maximum client auto daily
message-length maximum 512 profile License
2 Lop-inspection
destination address http

https:/ftools.cisco.com/fitssenvice/oddee/sendc
es/DDCEService

destination transport-method http

Cryptochecksum 582052570k asehaEaR985341
2dc0e5?
end

5.1.13 Protocols following in existing environment

Telnet

e By the use of Login credentials telnet allows users to log on to different hosts within the
network.

e For the connection's protocol telnet use TCP.

e The service of telnet available on the host machine port 23.

e Telnet is a character based communication tool which is not be able to run GUI based
tools. And it is also not used for the cursor transmission and other GUI terms.

e This is an inefficient protocol.

e While reaching to the other end every single keystroke required for the several context
switches.

e Due to slow typing speeds telnet is expensive.
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Core 1 Telnet

1
ling con O

loggeing synchronous
ling aux 0

ling vy 0 4

login

1
Caore 2 Telnet

1
ling con O
sHeCHmenu 00
privilege level 15
logEing synchronous
ling aux O
suecimenut 00
privilege level 15
losging synchronous
ling vy 0 4

legin

1
Access Switch L{HR_MET_VM) Telnet

!
ling con 0
suecimenut 00
privilege level 15
logEing synchronous
ling aux O
suecimenut 00
privilege level 15
logEing synchronous
line vty 04

login

1
Switch 2 (EX_MGR_FIN_IT ) Telnet
1
ling con O

sxecmeaut 00

privilege level 15

loeging synchronous

ling awx O

SXECHmEUE 00

privilege level 15

loeging synchronous

ling vey 0 4

login
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Access Switch 3 (Camera, Wifi.) Telnet
|

ling con O
gxec-timeout 00
privilege level 15
lpEEing synchronous
ling aux O
exec-timequr 00
privilege level 15
lpEEing synchronous
ling vty 0 4

login

VLC Gateway Telnet

!
ling con O
ling aux O
ling vty 0 4
lggin
transport input none
!

mn scheduler allocate
|

HO_GW_1

!

linge con ©

ling aux O

ling vty 0 4

login

HransRart input none
!

no scheduler allocate
!

HO_GW_2

1

line con @

ling auw O
ling vy 04

login
LansRart input none
!

nn scheduler allocate
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S5H/Telnet

telnet timeout 5

s3h stricthestkeycheck
55h timeout 5

55h version 2

consgle timeout 0

VLC-EDGE-FW

telnet timeout 5

55l stricthostkeveheack
550 timeout 5

55h version 2

consele timeout 0

5.1.14 OSPF

e OSPF stands for Open Shortest Path First which is actually a routing protocol in Internet
Protocol network. It operates within a single autonomous system and use a link state
routing algorithm and also falls into the group of interior gateway protocol. (fouad)

e |tis avery concerted processor which sustains multiple copies of routing information.

e |tisalso used to increase the amount of memory needed.

e OSPF actually logically divide using the areas.

e |tis somehow difficult to learn rather than other protocols.

e |[f the whole network is in the use of OSPF, it controls the network and also inform the

other connected routers if the linked was changes or bounce.
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Corel OSPF Protocol
CORE_1#show jp gspf 1 database

O5PF Router with 1D (1.0.0.1) (Process D
1)

Router Link States (Area O)

Link 1D ADV Router Age agoH
Checksum Link count

1001 1001 185 OxBOOOO00L
OwD01AAT S

50002 0.0.0.2 127 OxBOOOOO02
O0B152 2

172.16.16.2 172.16.16.2 68
0x80000004 0x00BD79 4
192.16.16.1 192.16.16.1 66
0xB0000002 0xD03F1D 2
192.168.1.29 192,168,129 136
0xB0000002 0x009021 1
192.168.10.2 192,168,102 185
0xB0000004 0x005190 4

Met Link 5tates (Area 0)

Link ID ADV Router Age aegHE
Checksum

500001 192.168.1.29 136
OuBO00000]1 dedi4281

172.16.16.2 17216162 128
OuBO00000]1 deDd06E31

152.16.16.2 17116162 BB
OuBO00DD0]1 Ty D0

192162.102 1001 185  OxBODOOOOL
0xDOCE29

192 168.10.2 192.168.10.2 187
0xB0000001 0xD01FER

Type-5 AS External Link States

Core2 Protocol
Backup_Corel#show jp ospf 1 database

OSPF Router with 1D [192.168.10.2)
(Process 1D 1)

Router Link States (Area 0)
Link 1D ADV Router Age SegR

Checksum Link count
1001 Lol 1037 OBO000003

DXDO1AAT 5
50002 50002 977  0xB0000002
0x006152 2

172.16.16.2 172,16.16.2 918
0xB0000004 0x00BD79 4

182 16.16.1 192.16.16.1 916
0xB0000002 0xD03F1D 2

192 168.1.29 192,168,129 986
0xB0000002 0x009021 1

192 168.10.2 192.168.10.2 1035
DxE0000004 0x005190 4

Met Link States (Area 0)

Link 1D ADV Router Age SegR
Checksum

50.0.0.1 152.168.1.25 SEG
OxB00D0001L OxD04281

172.16.16.2 1216162 578
OxB00D000L OxDDEE31

152.16.16.2 172.16.16.2 518
OxBODDOMR0L OoeDD0T LD

152.162.10.2 1001 1037
OxBODDOM0]L OwDDCEZS

182 168.10.2 192168102 1035
OxBOODO00] OxDO1FER

Type-5 AS External Link States
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Link IO ADV Router Age aggH
Checksum Tag

0.0.0.0 152.168.1.25 5E4 OxE000D001
Ox007981 1

100.0.0.0 192.168.1.29 SE4
OxB0000001 0x000DAT O

152.168.1.0 152.168.1.25 SE4
OxBODDD0DL OnD06945 0

152.168.1.0 152.168.1.25 1834
OxBODO000] OwxD0ES45 0

VLC GATEWAY
Backup_Corel#tshow jp qspf 1 database

OSPF Router with 1D [152.168.10.2)
{Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age asoH
Chiecksum Link count

1001 L0l 1037 OxB0000004
Ox0018AT 5

5000.0.2 90.0.0.2 977 OxB0000002
OD0DE152 2

172.16.16.2 172.16.16.2 918
OxE0000004 OxD0BD7S 4
192.16.16.1 19216161 916
OxB0000002 0xD03F1D 2
192.168.1.29 192,168,129 986
OxB0000002 0x009021 1
192.168.10.2 192,168,102 1035
OxB0000004 0xD05190 4

Met Link States [(Area 0)

Link ID ADV Router Age asoE
Checksum

50.0.0.1 152.168.1.25 SEG
OxBO0M000] OwD04281

172.16.16.2 17216162 578
OxBO0M000] OwDOEBS1

152.16.16.2 172.16.16.2 S1e
OxBODMR00L OwDO0T D0

192.162.10.2 1001 1037
OxB00M000Y OxDOCEZD

122.168.10.2 192 168.10.2 1035
(x80000001 OxDO1FER

Link ID ADV Router Age aeoH
Checksum Tag

0.0.0.0 152.168.1.25 1834
OxB00D000L ODO7IEL 1

100.0.0.0 152.168.1.25 1834
OxB00D000L OnODODAT O

100.0.0.0 152 16E.1.25 1834
OxB0000001 OxDDODAT O

152.168.1.0 152.168.1.25 1834
OxBO00000] OwDDES45 O

HO_GW_1

HO_GW_1#sh jp gspf 1 database

OSPF Router with |D (50.0.0.2) [Process
D 1)

Router Link States (Area 0)
Link ID ADV Router Age aeod

Checksum Link count
1001 1007 1036 OxBO00000

OxDD1AAT 5
50002 50002 981  (xB000D002
Ox006152 2

172.16.16.2 172.16.16.2 925
OxE0000004 Ox00BD72 4

192.16.16.1 192.16.16.1 923
OxE0000002 0x003F 1D 2

192 168.1.29 192,168,129 98%
0xB0000002 0x009021 1

192.168.10.2 192.168.10.2 1036

CxB000000d 0wd05190 4

Met Link States (Area 0)
Link ID ADV Router Age SeoH
Checksum
50001 152 168.1.25 GBS
CBO0O0O00L CeD0S2B1
172.16.16.2 216162 G982
CxBO0OO00L CDOER3 1
182 16.16.2 172.16.16.2 925
CoBO000001 CoeDDO7 DO
182.162.10.2 1001 1036
CB0000001 CreDOCE2S
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Type-5 AS External Link S5tates

Link 1D ADV Router Age SeoH
Checksum Tag
0.0.0.0 192.168.1.2% 1834
OxB000000]1 eD07SE1 1

0u0.0.0 192.168.1.29 1837
OxBODOD00L OreD079B1 1

10000.0.0 192.168.1.29 1837
OxBO000001 Ox000DAT O

192.168.1.0 192.168.1.29 1837

OeBODODO0L OoeD0E245 O

HO_GW_2
HO_GW_2#sh ip gspf 1 database

OSPF Router with |D (182.16.16.1)
(Process ID 1)

Router Link States [Area 0)

Link ID ADV Router Age aeo
Checksum Link count

1001 1001 1067 OB0000004
OneD0LANT 5

50002 20002 1013 OBO000002
OeD06152 2

172.16.16.2 172,16.16.2 957
0xE0000004 DxDOBDTS 4
192.16.16.1 192.16.16.1 953

OBODODO02 OxD03F1D 2

122 168.1.29 192 168,1.29 1021
0xBODOD00Z 0x00%021 1

182 168.10.2 192.168,10.2 1067
0xBOD0D00S 0x005190 4

Met Link States (Area 0)

Link 1D ADV Router Age SEQH
Checksum

50.0.0.1 152.168.1.2% 1021
OxBOD0000L DwlDd281

172.16.16.2 17216162 1012
OxB0000001 DxODBE31

Faculty of CS & IT,The Superior College Lahore, Pakistan

OBODODOD] DoedO1FER

Type-5 AS External Link States

Link ID ADV Router Age
Checksum Tag

Link 1D ADY Router Age
Checksum Tag

0.0.0.0 122 168.1.20
OxBOODO0O0L 0DOTOEL 1

100.0.0.0 192.168.1.29
OxBOODO0O0L CoeDRODAT O
192.168.1.0 192 168.1.20
OxBOODODDL OnDDEDAS5 O

1869

1869

1869
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152.16.16.2 172.16.16.2 a57
OBODDDO0L CocDO0T7 DO
1592.162.10.2 1001 1067
CBODDDO0L OweDOCE2S

182.168.10.2 192 168.10.2 1067
0xE0000001 Ox001FER

Type-5 AS External Link States

VLC-EDGE-FW
|

ohject network LAN

&L (any,ouiside) dynamic interface
routerosef 1

network 50.0.0.0 255.255.255.0 area O
network 50.0.0.0 255.0.0.0 area 0
network 60.0.0.0 255.255.255.00 area O
network 60.0.0.0 255.0.0.0 area 0
redistribure connected

redistribure static

default-information originate
!

5.1.15DHCP

DHCP stands for dynamic host configuration protocol which actually assigns ip address to

devices when we are connected to internet. It will become a single point of failure when we

have one DHCP server because it does not able to request. It will deliver wrong information

in DHCP clients if it contains. (Rouse)

=Y = e d-addres s
i Ao ercclhisdie - ocdress
R =0 ercclilsried—acadress

B
o
0
¢
I
s

b1 808080
7

0f 000000
FOBUNE

Swwimcky 2 (EXX__ WG R_FIMNM__ T )

.

i dhwop excleded - address 200000, 1 2000, 10
H

i Sl Procl EX_ MRS R F 1T

DETuveork 2000 0 0 255 o0 0
SeErfoslf_Coumer 2000 1 255 255 255 G
girnsC—seneer BB 8 8

'

P T PTG N I S
i e

R =

]

1
I Ao excladed-address SO 0 0. 1 S0 0 0. L0
5

e ol o] C@m e Wi

EeETweork SO OD oD 255 255 255 0
defoalcorouster, SO0 1
dnsosoereer B8 8.8
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no ip domain-lookup
iR ef

ng ipve cef,

[

5.1.16 Spanning tree protocol

e Spanning tree protocol developed before switches. It is a Layer 2 protocol which is used
to avert the looping cause in network and also repair the network failures or changings
due to the redundant loops. (Understanding and Configuring Spanning Tree Protocol
(STP) on Catalyst Switches, 2019)

e Spanning Tree protocol actually an old protocol which is sometimes not efficient for the
implementation of network disruption.

e STP actually maintain a single path and traffic flows from one node to another which is
actually sometimes restrict or blocks some traffic or paths.

e It is acceptable in the past but in the various virtualized technology it is not reliable that

can handle virtualized infrastructure.

5.1.17 DHCP IP allocation
DHCP

QEMU (HE-FC- 1) - HghtVING Viewer —_ [ ~ |

S EHE R I S| e Sol At iy | @& @ o @& | &
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Figure VI: HR_PC_1

Description: The HR PC is obtaining dhcp allocated address successfully which is 10.0.0.11 on
VLAN 10

Haln

QEMU (MKT-PC-1) - TightVNC Viewer — ] x

HeED Il | e @o at| 5| @ @ @ @ |

Figure VII: MKT-PC-1

Description: The MKT PC is obtaining dhcp allocated address successfully which is 10.0.0.12
on VLAN 10

B QeEmu (vm-PC-1) - TightVNC Viewer — — >

=5 bl 5 @ | Il S | = @R crl A | by | & S o & | B3

Figure VIII: VM-PC-1
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Description: The VM PC is obtaining dhcp allocated address successfully which is 10.0.0.13 on
VLAN 10

Figure IX: WIFI_CAM

Description: The Wifi & Camera PC is obtaining dhcp allocated address successfully which is

30.0.0.11 on VLAN 30

QEMU (Executive-PC-1) - TightVNC Viewer — [} ><

BRHED I S| o At | & & @ e |

@S BOIS I EE

Figure X: EXECUTIVE-PC-1

Description: The Executive PC is obtaining DHCP allocated address successfully which is

20.0.0.12 on VLAN 20
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QEMU (Firefox-30) - TightVNC Viewer — [m] <

=& = | I S| e M At | B | & @ @ @ |

Figure XI: FINANCE-30

Description: The FINANCE PC is obtaining DHCP allocated address successfully which is 20.0.0.11 on
VLAN 20

K QEMU (IT-PC-1) - TightVNC Viewer = [} 5

HeE D Il S| sfAc at | B | @ @ @ & | EH

Figure XII: IT-PC-1
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Description: The FINANCE PC is obtaining dhcp allocated address successfully which is 20.0.0.14
on VLAN 20

® EX_MGR_FIN_IT

Figure XIll: EX-MGR-FIN-IT

Description: The DHCP server is successfully created on EX_MGR_FIN_IT Switch running on

VLAN 20 having 20.0.0.1 as a gateway.

n ® Camera_Wifi

Figure XIV: CAMERA-WIFI

Description: The DHCP server is successfully created on Camera_wifi Switch running on VLAN

30 having 30.0.0.1 as a gateway.

n ® HR_MKT_VM

ased ad
uded addr
Pend

- 168 oA
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Figure XV: HR-MKT-VM

Description: The DHCP server is successfully created on HR_MKT_VM Switch running on VLAN
10 having 10.0.0.1 as a gateway.

5.1.18 Ip Routes

[ GNS3 VM v1-1- VM. * VLC-OLD - GNS3 @ corel

Figure XVI: Corel

Description: After running static and dynamic protocol (OSPF) we obtained the above routes in

our core switchl.
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Backup_Corel

& [l Screenshots [ GNS3VM v1-1-VMw... (* VLC-OLD - GNS3 18 Backup_Corel

Figure XVII:Backup_Corel

Description: After running static and dynamic protocol (OSPF) we obtained the above routes in

our backup_corel.

® VLC_GATEWAY

vide, LLC. All right

[2 GNS3VMv1-1-VMw... (* VLC-OLD - GNS3 B vic_catEWAY A~ g 4= eosPm B

Figure XVIII: VLC_Gateway
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Description: After running static and dynamic protocol (OSPF) we obtained the above routes in

our VLC_GATEWAY.

A | Screenshots

Figure XIX: HO_GW_1

Description: After running static and dynamic protocol (OSPF) we obtained the above routes in

our HO_GW_1.

A [ Screenshots [0/ GNS3VM v1-1 - VMw. * VLC-OLD- GNS3 " Photos i 611PM
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Figure XX: HO_GW_2

Description: After running static and dynamic protocol (OSPF) we obtained the above routes in

our HO_GW_2.

QEMU (VLC-EDGE-FW) - TightVNC Viewer _ «
BEEE N e o A &

i - IS-18, su - I5-IS summary, L1 - IS5-I5 level-1, LZ - IS-IS level-2

ia - IS-I5 iwter area, » — candidate default, U - per-user static route

o — ODR, P - periodic downloaded static route, + — replicated route
Gateway of last resort is 192.168.1.1 to network 0.0.0.0

*

9.0.0.0 0.0.0.0 [1,0] via 192.168.1.1, outside

1.0.0.1 255.255.255.255 [110-131 via 50.0.0.2, 00:17:46, insidel
10.0.0.0 255.255.255.0 [110-13] via 50.0.0.2, O : insidel
20.0.0.0 255.255.255.0 [110-13] via 50.0.0.2, O : insidel
30.0.0.0 255.255.255.0 [110-13] via 50.0.0.2, 00:15: insidel
50.0.0.0 255.255.255.0 is directly connected, insidel

50.0.08.1 255.255.255.255 is directly commected, insidel

60.0.8.0 255.255.255.0 [110-13]1 via 50.0.08.2, 00:15:33, insidel
100.8.0.8 255.0.0.0 is directly connected, DMZ

100.10.18.1 255.255.255.255 is directly commected, DMZ

172.16.16.0 255.255.255.0 [1108-/11] via 50.0.08.2Z, 008:17:57, insidel
192 .16.16.0 255.255.255.0 [110/12] via 50.0.08.Z2, 00:17:47, insidel
192.162.10.0 255.255.255.0 [110-12]1 via 50.0.0.2, 00:17:47, insidel
19Z.168.1.0 255.255.255.0 is directly connected, outside

192 .168.1.Z9 255.255.255.255 is directly cownected, outside

192 .168.10.0 255.255.255.0 [110-121 via 50.0.0.Z, 00:17:50, insidel

erooeerooroceoew

ciscoasal
ciscoasal
ciscoasal

A @ o ™ A& [ sceenshots [2 GNS3VMv1-1-VMw... (* VLC-OLD- GNS3 ¥ Photos {2 QEMU (VLC-EDGE-F... A Q) = e1sem B

Figure XXI: VLC-EDGE-FW

Description: After running static and dynamic protocol (OSPF) we obtained the above routes in

our EDGE Firewall

5.1.19 Malware Protection

QEMU (HR-PC-1] - TightVNC Viewer a w
B8l o @ N S| e oR ol A @ @, | B

) Test Malware! - WICAR .. X

« a h wicar.orgrtest-maiwa

WICAR.org - Test Your Anti-Malware Solution!

You have chosen to open
sicar.com

which is: Binary File (89 bytes)
Sele from: hitp://malware wicar.org

Would you like ta save this file?

EICAR TEST-VIRUS MS14-064 XP and below

@ £ [E6DEITS E

O O Ht @ © v ™ i~ [ iPRoutes [ GNS3 VM v1-1-VMw... * VLC-OLD - GNS3 1 Photos 15 QEMU (HR-PC-1) - Ti... ~ d) A sm e20pM B
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Figure XXII: HR-PC-1 PING

Description: Here we used the wicar.org website to test their security condition. So we
executed a malware link inside from VLC network and unluckily the firewall didn’t block the
malware and allowed to access which made it vulnerable. We realized their existing network is

opened to the threats and ransomware.

5.1.20 PING

€

File Edit View Control Node Anni Tanle  Haln
8 ¢ ® corel
B OMN>_"

@2®
E -
192.168.171.129:5056
192.168.171.129:5045
= 192.168.171.129:5039
- 192.168.171.129:3057
2.168.171.129:5924
192.168.171.129:5055
2.168.171.129:5928
2.168.171.129:5308
2.168.171.129:5910
0 2.168.171.129:5911
2.168.171.129:5912
2.168.171.129:5913
e 2.168.171.129:5918
o9 2.168.171.129:5918 -
@@
q RAM 32.6%
]
A\ 1 warning

J [ OSPF DATABASE [ GNS3VMw1-1-VMw.. (* VLC-OLD- GNS3 B coret ~ o) 7= s B

Figure XXIIl: CORE1_PING

Description: Here we did ping from Corel to google DNS server 8.8.8.8 and got an average rate

of 69 milliseconds. (Peeva, 2013)
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LC-OLD - GNS3 — x
le  Hal, e

File Edit View Control Mode Annotate Tp
@ QEMU (HR-PC-1) - TightVNC Viewer — [m] X

Il 5| e @ on A | By

]
©

Console
telnet 192.168.171.128:5056
telnet 162.162.171.129:5045
telnet 192.168.171.128:5039
nene

telnet 192,168,171.122:5057
vne 192,168,171,129:5924
telnet 192,168,171.129:5055
vne 192,168,171,129:5929
vne 192.168.171.129:5509
vnc 192.168.171.129:5810
vne 192.168.171.129:5811
wnc 182.168.171.129:5812
wnc 182.168.171.129:5813
wne 182.168.171.129:5818
wne 192.168.171.120:5819 E

1,10,10,2 pin

U 46.3%, RAM 39.8%

deiOh OO0

2\ 1warning

MU (HR-PC-1) - Ti.

Figure XXIV:HR-PC-1 PING

Description: Here we did ping from HR_PC_1 to Head Office Fileserver 100.10.10.2 and got an

average rate of 326.916 milliseconds of roundtrip time.

OLD - GNS3
File Edit View Control Node Annotste Tpale blal

EMU (MKT-PC-1) - TightVNC Viewer - [m] x
BEHED| N oA @ 9e |

]

Console

telnet 192.168.171.129:5056
telnet 192.168.171.129:5045
telnet 192.168.171.129:5039
none

telnet 192.168.171.129:5057
wvnc 192.168.171.129:5924
telnet 192.168.171.129:5055
wvnc 192.168.171.12%:5929
vne 192.168.171.128:5909
vnc 192.168.171.129:5910
wvnc 192.168.171.12%:5811
vne 192.168.171.123:5912
wvnc 192.168.171.12%:5813
vne 192.168.171.123:5918
wvnc 192.168.171.129:5819 b

U 42.2%, RAM 39.8%

NGO Hh v

2\ 1 warning

eenshots

Figure XXV: MKT-PC-1 PING

Description: Here we did ping from MKT_PC_1 to Head Office Fileserver 100.10.10.2 and got an

average rate of 243.144 milliseconds of roundtrip time.
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& VLC-0LD - GNS3 - <
File Edit View Control Node Annotate IpaleHal

FZ QEMU (VM-PC-1) - TightVNC Viewer - o %
> >

|| e ghon an| | @ & @& | F

)

[E5]
Console

telnet 192.168,171.128:3056
telnet 192.168,171.129:3043
telnet 192.168.171.123:5039
none

telnet 192.168,171.129:3057
wnc 192.168.171.129:5924
telnet 192.168.171.128:5055
wnc 192,168.171.129:5929
wnc 192.168.171.129:5909
wnc 192,168.171.129:5910
wnc 192,168.171.122:5911
wnc 192,168.171.129:5912
wnc 192,168.171.129:5913
wnc 192,168.171.129:5918
wnc 192.168.171.129:5919 b

@®

U 48.7%, RAM 40.1%

NsiOMIHh O

1 I P11

A\ 1 warning

Figure XXVI: VM-PC-1 PING

Description: Here we did ping from VM_PC_1 to Head Office Fileserver 100.10.10.2 and got an

average rate of 26.038 milliseconds of roundtrip time.

OLD - GNS3 -~ -
Eile Edit View Control MNode Annotate Tpole Hal
\ } [ QEMU (Executive-PC-1) - TightVNC Viewer =] <

v
©

Console

telnet 192.168,171,129:5056
telnet 192,168,171,129:5045
telnet 192.168,171,129:5038
none

telnet 192.168,171,129:5057
wne 192.168.171.129:5924
telnet 192,168,171,129:5055
wne 192.168.171.129:5929
wne 192.168.171.129:5908
wne 192.168.171.129:5910
wne 192.168.171.129:5911
wne 192.168.171.129:5912
wne 192.168.171.129:5913
wne 192.168.171.129:5918
wne 192.168,171.129:5918 =3

U 45.5%, RAM 40.8%

Lt - -AL

k] T ™
2N 1warning

MU (Executive-PC...

Figure XXVII:EXECUTIVE-PC-1 PING
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Description: Here we did ping from Executive_PC_1 to Head Office Fileserver 100.10.10.2 and

got an average rate of 14.436 milliseconds of roundtrip time.

OLD - GNS3 . x
File Edit View Control Node Annotate Tpale—bial
> \' @ QEMU (Firefox-30) - TightVNC Viewer — a =
= ON> E R E Y N |

Console

telnet 192.168.171.129:5056
telnet 192.168.171.129:5045
telnet 192.168.171.129:5029
none

telnet 192.168.171.129:5057
wne 192.168.171.122:5924
telnet 192.168.171.129:5055
wnc 192.168.171.129:5929
wnc 192.168.171.129:5909
wne 192.168.171.128:5910
wvne 192.168.171.129:5911
wnc 192.168.171.129:5912
wne 192.168.171.122:5913
wnc 192.168.171.129:5918
wnc 192.168.171.129:5919 =3

B

U 44.8%, RAM 41.0%

N Odw S

&\ 1 warning

Screenshots o . € & QEMU (Firefox-30) - T...

Figure XXVIII: FINANCE_PC_1 PING

Description: Here we did ping from FINANCE_PC_1 to Head Office Fileserver 100.10.10.2 and

got an average rate of 243.285 milliseconds of roundtrip time.

& VLC-0LD - GNS32 — >
Eile Edit View Control Mode Annotate Ipale—Hal

al [ QEMU (IT-PC-1) - TightVNC Viewer - [m] b4
BEHED N e A ] @el|E

]

Console

telnet 192.168.171.129:5056
telnet 192.168.171.129:5045
telnet 192,168,171,129:5039
none

telnet 192.168.171.129:5057
wnc 192,168,171,129:5924
telnet 192.168.171.129:5035
vnc 192.168.171.128:5929
wnc 192.168.171.129:5909
wne 192.168.171.128:5910
wnc 192.168.171.128:5911
wnc 192.168.171.129:5912
wne 192.168.171.128:5912
vnc 192.168.171.128:5918
vnc 192.168.171.129:5919 E

U 39.6%, RAM 41.0%

SetOH S0

A\ 1warning

&2 QEMU (IT-PC-1) - Tig...

Figure XXIX: IT-PC-1 PING
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Description: Here we did ping from IT_PC_1 to Head Office Fileserver 100.10.10.2 and got an

average rate of 23.496 milliseconds of roundtrip time.

Department to Internet

& VLC-OLD - GNS3 - x
File Edit View Control Node Annotate JIpale bl
g QEMU (HR-PC-1) - TightVNC Viewer - [m} <

BRI L RN

]
©

Console

telnet 192.168.171.129:5036
telnet 192.168.171.129:5045
telnet 192.168.171.129:5039
none

telnet 192.168.171.129:5057
wvnc 192.168.171.129:5924
telnet 192.168.171.129:5035
vnc 192.168.171.129:5929
vnc 192.168.171.129:3909
vnc 192.168.171.129:3910
wne 192.168.171.129:5811
wvnc 192.168.171.129:5912
wvnc 192.168.171.129:5913
wvnc 192.168.171.129:3918
wvnc 192.168.171.129:3919 =

U 42.8%, RAM 37.8%

Nee@[Hh 0

A\ 1warning

Figure XXX: HR-PC-1 PING

Description: Here we did ping from HR-PC-1 to Google DNS Server 8.8.8.8 and got an average

rate of 52.794 milliseconds of roundtrip time.

VL D - GNS3
Eile Edit View Control Mode Annotate Ipele Hal
QEMU (MKT-PC-1) - TightVNC Viewer — ] x

BEHED N S| = o A 5y

]

Console

telnet 192,168,171,129:5056
telnet 192,168,171,129:5045
telnet 192,168,171,129:5039
none

telnet 192,168,171,129:5057
wnc 192,168,171,129:5924
telnet 192,168,171,129:5055
wnc 192,168,171,129:5929
wnc 192,168,171,129:5909
wnc 192,168,171.129:5910
vnc 192,168,171,129:5911
wnc 192,168,171,129:5912
wnc 192,168,171,129:5913
wnc 192,168,171,129:5918
vnc 192,168,171.129:5919 E

U 43.3%, RAM 37.8%

- R AL

A\ 1 warning

PF DATABASE

Figure XXXI: MKT-PC-1 PING
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Description: Here we did ping from MKT-PC-1 to Google DNS Server 8.8.8.8 and got an average

rate of 127.228 milliseconds of roundtrip time.

& VLC-0LD - GNS3 - <
File Edit View Control Mode Annotate Tpals Hal

® o S N F2 QEMU (VM-PC-1) - TightVNC Viewer - o %

&= e E T BN R

Console

telnet 192.168,171.128:3056
telnet 192.168.171.123:5045
telnet 192.168.171.128:5039
none

telnet 192.168,171.12%:3057
wnc 192,168.171.129:5924
telnet 192.168.171.12%:3055
wnc 192,168.171.129:5929
wnc 192,168.171.129:5%00
wnc 192,168.171.129:5910
wnc 192,168.171.129:5911
wnc 192.168.171.129:5912
wnc 192.168.171.129:5913
wnc 192,168.171.129:5918
wvnc 192.168.171.129:5919 e

B®

U 44.6%, RAM 37.8%

USOwd

A\ 1 warning

Figure XXXI1:VM-PC-1 PING

Description: Here we did ping from VM-PC-1 to Google DNS Server 8.8.8.8 and got an average

rate of 51.190 milliseconds of roundtrip time.

@ vLc-oLD - Gt =]
File Edit View Control Node Annotate Tpale . ial
QEMU (Executive-PC-1) - TightVNC Viewer

o OB> Plagen s oo naa:

R

Console
telnet 192.168.171.129:5056
telnet 192.168.171.129:5045
telnet 192.168.171.129:5039
none
telnet 192.168.171.129:5057
vnc 192.168.171.129:5924
telnet 192.168.171.129:5055
vnc 192.168.171.129:5929
vne 192.168.171.129:5909
vnc 192.168.171.129:5910
vne 192,168.171.129:5911
vnc 192.168.171.129:5912
vne 192,168.171.129:5913
vne 192,168.171.129:5918
vnc 192.168.171,129:5919 >
@ 68

U 46.9%, RAM 37.8%

-

* VLC-OLD -

OSPF DATABASE T% QEMU (Executive-PC...

Figure XXXIII: EXECUTIVE-PC-1 PING
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Description: Here we did ping from Executive-PC-1 to Google DNS Server 8.8.8.8 and got an

average rate of 49.260 milliseconds of roundtrip time.

OLD - GNS3 — =

Eile Edit View Control MNode Annotate Ipale Halb

[~} ® a g R QEMU (Firefox-30) - TightVINC Viewer — - -
- - BSHED I 2| e @ an| | & & @ &

Console

telnet 192,168,171,129:5056
telnet 192.168.171.129:5045
telnet 192.168.171.129:5039
none

telnet 192,168,171,129:5057
wnc 192,168,171,129:5924
telnet 192.168.171.129:5055
vnc 192.168.171.128:5929
wne 192.168.171.129:5903
wnc 192,168,171.129:5910
wnc 192.168.171.129:5911
vnc 192.168.171.128:5912
vnc 192.168.171.129:5012
vnc 192,168,171,129:5918
vnc 192,168,171.129:5919 E

U 52.8%, RAM 37.9%

SO Hh ©

A\ 1 warning

DATABASE - % QEMU (Firefox-30}

Figure XXXIV: FIREFOX-30 PING

Description: Here we did ping from Finance-PC-1 to Google DNS Server 8.8.8.8 and got an

average rate of 95.636 milliseconds of roundtrip time.

VLC-OLD - GNS3
Eile Edit VYiew Control Mode Annotate Tpole ek
g F8 QEMU (T-PC-1) - TightVNC Viewer - m] x

EEY ERIEIEEY Y

]

Console

telnet 192.168.171.129:5056
telnet 192.168.171.120:5045
telnet 192.168.171.129:5039
none

telnet 192.168.171.129:5057
wne 192.168.171.122:5924
telnet 192.168.171.129:5055
wvne 132.168.171.129:5929
wnc 192.168.171.129:5909
wne 192.168.171.122:5910
wnc 192.168.171.128:5911
wvne 192.168.171.129:5912
wnc 192.168.171.129:5913
wne 192.168.171.122:5918
wvne 192.168.171.129:5919 b

NSO h S

A\ 1 warning

U (T-PC-1) -

Figure XXXV: IT-PC-1 PING
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Description: Here we did ping from IT-PC-1 to Google DNS Server 8.8.8.8 and got an average

rate of 57.673.190 milliseconds of roundtrip time.
6.

Eile Edit View Control Mode Ann

Em OF>

@®

e
192.168.171.128:3056
192.168.171.129:5045
192.168.171.129:3039

192.168.171.129:3057
2.168.171.129:5924
192.168.171.129:5055
2.168.171.129:5929
2.168.171.129:5909
2.168.171.129:5910
2.168.171.12%:5911
2.168.171.129:5912

L Ei; 2.168.171.129:3913
® ﬁ. 2.168.171.129:5918
2.168.171.129:5919

@®

RAM 38.8%

A\ 1warning

~ . VLC-OLD [ GNS3 VM v1-1- VMw... ® VLC-OLD - GNS3 . FileServer £ 192.168.171.129 - PuT...

Figure XXXVI: FILESERVER PING

Description: Here we did ping from FileServer to Google DNS Server 8.8.8.8 and got an average

rate of 38.974 milliseconds of roundtrip time.

5.2 Proposed Solution

By considering the above-mentioned problems, the goal is to achieve the availability, Data
Integrity and confidentiality is by using following techniques

« Concise configurations by modifying protocols

« Policy Management by using ACLS and Firewall policies

« More scalable network by using 3 tier architecture of Access, Distribution and Core

methodologies
« Secure VPN
« Make sure the QOS and TOS by priority que management system.

« More advanced security solutions by using next generation firewalls
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« Proposing reliable and dedicated devices to the specified purpose like scenario-based
solutions.

« Utilizing minimum devices, performing maximum job which they have actually designed
for.

« Ensure 24/7 availability by means of creating failover

« Equalload balancing for utilizing every available resource

5.3 Updated Infrastructure

Following is the figure showing how the new updated system is running and topology design

view of Sheikhupura branch connecting with Lahore Head Office

K28

Figure XXXVII: New Solution for VLC
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5.3.1 Connectivity Overview of Proposed Infrastructure
According to our proposed plan each of the department is lied within a separate V-LAN to
manage the traffic separately according to their role. HR and Marketing departments contains
total 20 nodes and connected with HR_MKT_SW switch. Managers, Executives and vehicle
monitoring departments containing 15 nodes are connected with VM_OFFICER_SW access
switch. Camera and Access Points are terminated on a dedicated POE Switch. Finance and IT
Departments containing 15 nodes are connected with Finance_IT_SW access switch.
All of the switches connected with core switch and having redundant link so if one link fails
other link will hold all of the traffic with seamless communication. Core switches are running in
Active/Passive mode to achieve the High Availability environment. Now finally the core having
uplink with Fort i-Gate firewall which will work as a network Edge providing All Unified Threat
Management features. The firewall contains one WAN link which is directly connected with ISP
and having SD-WAN connection with Head Office Lahore. The SD-WAN feature allow the
firewall to do load balancing and Active/Active Failover to maintain seamless traffic flow.
At head office File server is located at DMZ of H/O Firewall.

e Vehicle Monitoring

e Executives

e Managers

e Finance

o |IT

5.3.2 Hardware

For the sake of completeness general hardware description of the equipment procured as part

of the VLC center resiliency project will be provided in this section
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S.
No. Product Description Qty
Switch{L-2)

Cisco Catalyst 2960G Switch 20 x 10/100/100 Gigabit
Ethernet Ports (Mon-PgoE) - 4 x Dual Purpose Port - LAN
1 WVS-C29606G-24TC-L Base Image 12
Cisco Catalyst Switch 2960X switch 24 x 10/100/1000
Gigabit PogE Ethernet Ports - 4 x SFP Uplinks - LAN Base
2 WWS-C2960X-249P5-L Image 4
Switch(L-3)

Cisco Catalyst 3750G Switch includes 24 x 10/100/1000

3 WWS-C3750G-24TS5-5 Ports - 4 x SFP Ports - Standard Image =
Firewrall
FG-60E-BDL Hardware plus 24x7 FortiCare and FortiGuard
£ FG-60E-BDL Unified (UTM) Protection. 3
Fort i-Gate-200E-BDL Hardware plus 24x7 FortiCare and
S FG-200E-BDL FortiGuard Unified (UTMM) Protection 1

Table 23: List of hardware in new infrastructure

Firewall

FG-60E-BDL

The Fortinet Enterprise Firewall Solution delivers end-to-end network security with one
platform, one network security operating system and unified policy management with a single
pane of glass for the industry's best protection against the most advanced security threats and
targeted attacks. (FortiGate/FortiWiFi). The Forti-Gate family of network appliances represents
the industry's broadest range of enterprise firewall platforms. Targeted for distributed
enterprises, the Forti-Gate 60E series contains consolidated security and networking
functionality, various connectivity options along with Industry's best performance in a compact

form factor.
Interfaces

Console Port
2x GE RJ45 WAN Ports
1x GE RJ45 DMZ Ports
7x GE RJ45 Internal Ports
e Combines a RISC-based CPU with Fortinet's proprietary FortiASIC™ content and network
processors for unmatched performance
o Simplifies appliance design and enables breakthrough performance for smaller networks
e Supports firewall acceleration across all packet sizes for maximum throughput
e Delivers accelerated UTM content processing for superior performance and protection
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Accelerates VPN performance for high speed, secure remote access

5.3.3 Firewall connectivity in VLC Environment

Following is the port connectivity of firewall how all the ingress devices terminate on firewall

and from which links the firewall reroutes the traffic toward a defined destination.

Port Description IP

Wan 1 Connected with PTCL (Internet) 192.168.10.10/24
Wan 2 Reserve

1 Connected with Core Switch 1 10.10.10.2/24
2 Connected with Core Switch 2 10.10.11.2/24
3 Connected with PTCL (Data) 172.11.5.2/16
4 Connected with Netsol (Data) 172.20.20.2/16
5 Reserve

b Reserve

7 Reserve

8 Reserve

Table 24: Firewall Connectivity in VLC Environment
Wan 1 port is directly connected with PTCL internet uplink assigned an ip of class C
which is 192.168.10.10
Wan 2 port is reserved for future use if the branch site also get the redundant internet
link.
1 port is directly connected with core switch 1 having face into the ingress interface of a
network containing an ip address of /24 which is 10.10.10.2.
2 port is directly connected with core switch 2 having face into the ingress interface of a
network containing an ip address of /24 which is 10.10.11.2.
3 port is connected with the lease line provided by PTCL IPSEC which extended the lan of
a branch site to the H/O by using network address of 15.1.1.0/24.

Remaining Ports are reserved for future use.
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5.4 Core Switches

5.4.1 Core switch 1 3750G-24T:

Cisco Catalyst 3750 Series switch 3750G-24T is an innovative product line that improves LAN
operating efficiency by combining industry-leading ease of use and the highest resiliency
available for stackable switches. This new product series represents the next generation in
desktop switches, and features Cisco Stack Wise technology, a 32-Gbps stack interconnect that
allows customers to build a unified, highly resilient switching system - one switch at a time. For
mid-sized organizations and enterprise branch offices, the Cisco Catalyst 3750 Series eases
deployment of converged applications and adapts to changing business needs by providing
configuration flexibility, support for converged network patterns, and automation of intelligent

network-services configurations

e 24 Ethernet 10/100/1000 ports

32-Gbps, high-speed stacking bus

e Innovative stacking technology

e 1 RU stackable, multilayer switch

e Enterprise-class intelligent services delivered to the network edge

e |P Base software feature set (IPB)

5.4.2 Port:

Gigabit Ethernet, a transmission technology based on the Ethernet frame format and
protocol used in local area networks (LANs), provides a data rate of 1 billion bits per second
(one gigabit). Gigabit Ethernet is defined in the IEEE 802.3 standard and is currently being used
as the backbone in many enterprise networks
5.4.3 V-LAN

A V-LAN is a broadcast domain created by switches. Normally, it is a router or layer 3
switch creating that broadcast domain. With V-LAN's, a switch can create the broadcast

domain.
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5.4.4 Mode:

e Trunk: A trunk port is a port that is assigned to carry traffic for all the V-LANs that are
accessible by a specific switch, a process known as trunking. (Chapter: Configuring
Access and Trunk Interfaces) Trunk ports mark frames with unique identifying tags —
either 802.1Q tags or Inter-Switch Link (ISL) tags — as they move between switches.

e Access: forces the port to be an access port while and any device plugged into this port

will only be able to communicate with other devices that are in the same V-LAN.

5.5 Core Switch 1 Connectivity:

Core switch 1 resides in an IT department working as a back bone to the entire lan network. All
the access switches are terminating on core switches. There are two core switches to deal with
redundant traffic. Both the switches are working in Active/Passive mode. If one switch get
down another switch will take responsibility of the entire communication. Following are the
connectivity tables of both core switches.

WS-C3750G-24TS-S
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Port Description V-LAN Mode
GigabitEthernet1/1 | Connected with LAN_1 [Firewall) 10.10.10.1/24 L3
GigabitEthernetl/2 | Connected with Switch_1 V-LAN 20,30 Trunk
GigabitEthernetl 3 | Connected with Switch_2 W-LAN 40,50,60.50 | Trunk
GigabitEthernetl/4 | Connected with Switch_3 V-LAN 70,80 Trunk
GigabitEthernetl/5 | Connected with Switch_4 W-LAN 90 Access
GigabitEthernetl/6 | Connected with NVR V-LAN 90 ACcess

GigabitEthernetl/7 | Reserve

GigzbitEthernatl/8 | Ressrve

GigabitEthernatl/9 | Reserve

GigabitEthernet1/10 | Reserve

GigabitEthernetl/11 | Reserve

GigabitEthernet1/12 | Reserve

GigabitEthernet1/13 [ Reserve

GigabitEthernetl/14 | Reserve

GigabitEthernet1/15 | Reserve

GigabitEthernetl1/16 | Reserve

GigzbitEthernatl/17 | Resarve

GigabitEthernetl1/18 | Reserve

GigabitEthernet1/19 | Reserve

GigabitEthernetl1/20 | Reserve

GigabitEthernetl/21 | Reserve

GigabitEthernet1/22 | Reserve

GigabitEthernetl 23 | Reserve

GigabitEthernatl/24 | Reserve

Table 25:Core Switch 1 Connectivity
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Configuration

VLC_CORE_1#sh run
Building configuration...

Current configuratian,.. 3139 bytes

1
I Last configuration change at 16:03:52 UTC
Wed Jul 1 2020

1

version 15.2

senvice timestamps debug datetime maec
sgnvice timestamps log datefime msgec

mo senvice password-encryption

senvice compress-gonfig

1

hestname VLC_CORE_1
1

secret 5

gnable
S15tI55nFkPLoyFAPI 1K2TN bmk/
1

me aaa new-model
!

!

IR cef

nQ ipve ggf,

!

1

SPANNINE:Iree mode rapid-gyst
spanning-tree extend system-id
I

V-LAN internal allocation policy ascending
1

1

interface Port-channell

switchport trunk encapsulation dotlg
switchport mode trunk

!
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switchport trunk encapsulation dotlg
switchport mode trunk

media-type rids

DEgntiation auto

!

interfage GigabitEthernetlf3
switchport trunk encapsulation dotlg
media-type rids

DEEQtATioN auto

|

interfage GigabitEthernetDf0

DR switchaort

ip address 10.10.10.1 255.255.255.0
DEgntiation auto

!

interfage GigabitEthernetl/0
switchport trunk encapsulation dotlg
media-type rjds

DEgntiation auto

!

interfage GigabitEthernetlf1
switchport trunk encapsulation dotlg
media-type rjds

DEgntiation auto

!

interfage GigabitEthernetl/2
switchport trunk encapsulation dotlg
media-type rjds

DEgatiation auto

!

interfage GigabitEthernetl/3
switchport trunk encapsulation dotlg
switchport mode trunk

media-type rjds

NEERNIARAN auto

!

interfage GigabitEthernet2/0
switchport trunk encapsulation dotlg

switchport mode trunk
media-tvoe rid5
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interfage GigabitEthernetd/1
swirtchport trunk encapsulation dotlg
switchport mode trunk

shutdown
media:type 145
ngeptiation auto
|

interfage GigabitEthernetd/2

nEegtintion auto
1

interfage GigabitEthernet2/3
media-type rid5

nggptiation auto

!

interfage GigabitEthernet3,/0
media-type rj45

nggstiation auto

1

interfage GigabitEthernet3/1
mediatyps rj45

DEgqtiation auto

]

interfage GigabitEthernet3/2
media-type rj4s

NEEctiation auto

1

interfage GigabitEthernet3/3
media:tyne rids

NEEctiation auto

1

interfage GigabitEthernet3/3
media-type rj45

DEgRtiation auto

1

interfage GigabitEthernet3/3
media-type rj4s

NgEetiation auto

!

interfage GigabitEthernet3/3
media:type rjd5

NEEstiatian auto

1

interfage GigabitEthernet3/3
media-yRe rj45

neggtiation auto

1

interfage GigabitEthernet3/3
media-TyRe rj45

neggtiation auto
|

interfage GigabitEthernet2/1
mEedia:type ri4s

Dgggtiation auto

!

interfage GigabitEthernet2/2
media-tyne ri4s

negtiation auto
|

interfage GigabitEthernat3,/3
media-type rj45

NEZetiation auto

|

interfage V-LAN20
ip address 2000.0.10 255.255.255.0
|

interfage V-LAN30
ip address 30.0.0.10 255.255.255.0
|

interface V-LAN4O
ip address 40.0.0.10 255.255.255.0
|

interfage V-LANSO
ip address 50.0.0.10 255.255.255.0
|

interfage V-LANGO
ip address 60.0.0.10 255.255.255.0
|

interfage V-LANTO
ip address 70.0.0.10 255.255.255.0

I
interfage V-LANSO
ip address 80.0.0.10 255.255.255.0

1
interfage V-LANSO

ip address 50.0.0.10 255.255.255.0
|

ip forward-protocol nd
1

no ip http server

ng g http secure-server

!

ip route 0.0.0.0 0.0,0.0 10.10.10.2

ip route 0.0.0.0 255.255.255.0 10.10.10.2
1

I

contral-plang
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media: g ri4s !
nEggtiation auto !

! line con 0
interfage GigabitEthernet3, 3 ling aux 0
mEdig s ri45 ling vty 0 4
neggtiation auto Iogin

| |

interfage GigabitEthernet3,3 !
media-tyeg ri4s End

5.6 Core Switch 2 Connectivity:

WS-C3750G-24TS-S

3

Port D scription W-LAM Ml o-de
GigzbitEthernetl/l | Connected with LAMN_1 [Firewsall} 10.10.11.1/24 L=
GigabitEthernetl/2 | Connected with Switch_1 W-LaM 20,30 Trunk
GigabitEthernetl/3 | Connected with Switch_2 WV-LAaM 40,50,60,90 | Trunk
GigabitEthernetl/4 | Connected with Switch_3 V-LAM 70,80 Trunk
GigabitEthernatl/S Connected with Switch_4 W-LAMN 90 Access
GigabitEthernetl/5 Connected with MNVR W-LAMN 90 Arcess
GigabitEthernetl/7 | Resarve

GigabitEthernetl/E | Reserve

GigzabitEthernetl/@ | Reserve

GigabitEthernetl/10 | Reserve

SigabitEthernetl/11 | Reserve

GigzbitEthernetlf12 | Reserve

GigabitEthernetl/13 | Resarve

GigzbitEthernetl/14 | Reserve

GigabitEthernetl /15 | Resarve

GigabitEthernetl/15 | Resarve

GigabitEthernetl/17 | Reserve

SigabitEthernetl/1E | Reserve

SigabitEthernetl/19 | Reserve

GigzbitEthernetl/20 | Reserve

GigabitEthernetl/21 | Resarve

SigabitEthernetl/22 | Reserve

GigabitEthernetl/23 | Reserve

GigabitEthernetl/24 | Resarve

Configuration

Table 26: Core Switch 2 Connectivity
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5.7 Access Switches

5.7.1 Model: Cisco Catalyst 2960G-24TC-L Switch

Cisco Catalyst 2960G-24TC-L Switch is a Catalyst 2960-X Series fixed-configuration switch. It
offers 10/100/1000 Ethernet connectivity with enhanced local area network (LAN) services for

midsize and branch office networks.

5.7.2 Benefits:

If you have networking experience, you can use this switch to extend an existing network,

bringing wired connectivity to more employees and supporting new wireless deployments.

5.8 Access Switch HR_MKT

Access switch 1 manage the traffic of HR and marketing department. The allowed V-LANs are V-

LAN 20 and V-LAN 30 which holds the traffic of each group of users.
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Port Description V-LAN Mode
GigabitEthernetl/1l | Connected with Core 1 MA Trunk
GigabitEthernetl/2 | Connected with Core 2 NA Trunk
GigabitEthernetl/3 | Connected with HR PC 1 V-LAN 20 | Access
GigabitEthernetl/4 | Connected with HR PC 2 V-LAN 20 | Access
GigabitEthernetl/S | Connected with HR PC 3 V-LAN 20 | Access
GigabitEthernetl/6 | Connected with HR PC 4 Y-LAM 20 | Access
GigabitEthernetl/7 | Connected with MKT PC 1 V-LAN 30 | Access
GigabitEthernet1/8 | Connected with MKT PC 2 V-LAN 30 | Access
GigabitEthernet1/9 | Connected with MET PC 3 V-LAN 30 | Access
GigabitEthernet1/10 | Connected with MKT PC 4 V-LAN 30 | Access
GigabitEthernet1/11 | Connected with MKET PC S V-LAN 30 | Access
GigabitEthernet1/12 | Connected with MKT PC & V-LAN 30 | Access
GigabitEthernet1/13 | Connected with MKT PC 7 V-LAN 30 | Access
GigabitEthernetl/14 | Connected with MKT PC 8 V-LAN 30 | Access
GigabitEthernetl/15 | Connected with MKT PC 3 W-LAM 30 | Access
GigabitEthernet1/16 | Connected with MKT PC 10 V-LAN 30 | Access
GigabitEthernet1/17 | Connected with MET PC 11 WV-LAM 30 | Access
GigabitEthernet1/18 | Connected with MKT PC 12 V-LAN 30 | Access
GigabitEthernet1/19 | Connected with MKT PC 13 V-LAN 30 | Access
GigabitEthernet1/20 | Connected with MKT PC 14 V-LAN 30 | Access
GigabitEthernetl/21 | Connected with MEKT PC 15 W-LAM 30 | Access
GigabitEthernet1/22 | Connected with MKT PC 16 V-LAN 30 | Access
GigabitEthernetl/23 | Reserve

GigabitEthernatl/24 | Reserve

Table 27: Access Switch 1 Configuration
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Configuration
HB.MKT._SWash run

Building configuration...

Current configuration ; 3567 bytes

1
I Last configuration change at 16:03:43 UTC
Wed Jul 1 2020

1

velsion 15.2

SEMgs timestamps debug datetime mags
SENgE timestamps log datefime mags

MR service password-encryption

senvice compress-config

1

hestname HR_MKT_SW
1

!

1

lpgeging discriminator EXCESS severity drops 6
msg-body drops EXCESSCOLL

lpgging buffered S0000

lpegeing console discriminator EXCESS

enahle Secret 5
515sAyd5rob3dec/ ) YnDKTEskIzZR3.

!

m2 gag new-model

!

!

m2 ip icmp rate-limit unreachable

!

ip dhep excleded-address 20.0.0.1 20.0.0.10

ip dhep excleded-address 30.0.0.1 30.0.0.10

1

ip dhgp, pool HR
network 20.0.0.0 255.255.255.0

defaulrTouter, 20.0.0.10
dns:server 8.8.8.8
1

ip dhcp pool Marketing
network 30.0.0.0 255.255.255.0

gefanltroueer 30.0.0.10
dns-server 8.8.8.8
!

1
no ip domain-lookup
ipgefl

ng ipvé gef
1
1
1

SRANNINE-IrEE mode rapid-pyst
spanning-tree extend system-id
1

V-LAN internal allocation policy ascending
1

P tep synwajt-time 5
1
1

interface Port-channel1
I

interfage EthernetDy0

switchport trunk encapsulation dotlg
!

interfage EthernetDy1

switchport trunk encapsulation dotlg
!

interfage EthernetD/2

gessriptian HR_PC

switchport access V-LAN 20
switchport mode access

1

interfage Ethernetly/3
gessrigyian HR_PC
switchport access V-LAN 20
switchport mode access

1

interfage Ethernetl/D
description HR_PC
switchport access V-LAN 20
switchport mode access

1

interfage Ethernetl/1
gessriptian HR_PC
switchport access V-LAN 20
switchport mode access

1

interfage Ethernetl/2
jescription M ing. PG
switchport access W-LAN 30
switchport mode access

|

interfage Ethernetl/3
jescription M ing. PG
switchport access W-LAN 30

Faculty of CS & IT,The Superior College Lahore, Pakistan

123




Project Report: Low level Network design for Logistics company

mj;;l;;&gg; mode access

m;;m EthernetZ/0
gescription Marketing, PG
switchport access W-LAN 30
W mode access

W Ethernet2/1
gescription Marketing PG
syitchport access W-LAN 30
switehport mode access

!

interfage Ethernet2/2
jescrigtion M ing__PC
switchport access V-LAN 30
switehport mode access

!

interfage Ethernet2 3
fescrigtion M ing__PC
switehport access W-LAN 30
switchport mode access

1

interfage Ethernet3/0
descriptien Marketing, PC
switehport access W-LAN 30
m;;;l;;&gg; mode access

m;gm Ethernet3/1
gescription Marketing PG
switchport access W-LAN 30
W mode access

W Ethernet3/2
gescription Marketing PG
syitchport access W-LAN 30
switehport mode access

!

interfage Ethernet3/3

gescription Marketing PG
switchport access V-LAN 30
switchport mode access
|

interfage Ethernetd/0
tescription Marketing, PC

switchport access V-LAN 30

switchport mode access

!

interfage Ethernetd/1

tescrigtion Marketing, PC
switghport access V-LAN 30
mgm mode access

interface Etherneta/2
gescliprion Markering EC
sweitchport access V-LAN 30
W mode access

m;;;[fg;;g Ethernetd/3
gescription Marketing PG
switchport access V-LAN 30
sywitchport mode access

1

interface EthernetS/0
sweitchport access V-LAN 30
sywitchport mode access

1

interfage Ethernets/1
sweitghport access V-LAN 30
switchport mode access

1

interfage Ethernet5/2
1
interfage Ethernet5/3
I

interface V-LANL

no Ip address

shutdown

1

ingrfags V-LAN20

ip address 2000.0.12 255.255.255.0
1

interfags V-LAN30

ip address 30.0.0.11 255.255.255.0
|

ip forward-protocol nd
1

!
e ip http server
MR Ip hittp secure-server
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lpgeing synchronous
ling aux O
SXECHMEoU 00
privilege level 15
lpEE|NE synchronous
ling vy 0 4
ILQ&LD
i
End
5.9 Access Switch MGR_VM_EX

Access switch 2 manage the traffic of following department:

e Vehicle Monitoring
e Conference Room

e Managers and Executives

The allowed V-LANs are V-LAN 40,50,60 and V-LAN 90 which holds the traffic of each group of

users.

2960G-24TC-L

Drescription WL nMiode
GigabitEthermnetl /1 Connected with Core 1 L Trunk
GigabitEthernetl /2 Connected with Core = LA Trunk
GigabitEthernetl /= Connected with PManager PC 1 W-LAM A0 | Access
GigabitEthernetl /4 Connected with Manager PC 2 W-LAMN A0 | Access
GigabitEthermetl/ S Connected with PManager PC 3 P L T B | SAccess
GigabitEthernetl /& Connected with Executives PIC 1 W-LAM S0 | Access
GigabitEthernetl /7 Connected with Executives PC 1 W-LAM S0 | Access
GigabitEthernmnetl /&8 Connected with wehicle PMonitoring PC 1 W-LAaMN G0 | Access
GigabitEthernetl /o Connected with wehicle PMonitoring PC 2 W-LAM G0 | Access

GigabitEthermnetl /10 Connected with Wwehicle PMonitoring PC =3

WoLAM SO

Access

GigabitEthermetl /11 Connected with wehicle PMonitoring PC 4

WeLAMN S0

ACcCcess

GigabitEthernmnetl/ 12 Connected with Wwehicle PMonitoring PC S

W-LA NSO

Access

GSigabitEthermnetl /13 Connected with Wwehicle PMonitoring PC &

WoLAM &0

Access

GigabitEthermetl /14 Connected with wehicle PMonitoring PC 7

WeLAMN S0

ACcCcess

GigabitEthernetl 15 Connected with Wwehicle PMonitoring PC 8

W-LA NSO

Access

GigabitEthermnetl /16 Connected with Wwehicle PMonitoring PC 9

WoLAM SO

Access

GigabitEthermetl /17 Connected with wehicle PMonitoring PC 10

WeLAMN S0

ACcCcess

GigabitEthernetl,/ 18 Connected with Access point 1

W-LAN SO

Access

GigabitEthermnetl /19 Connected with Access point 2

W-LA M SO

Access

GigabitEthernetl /20 Ressrwve

GigabitEthermetl /21 Reserwve

SigabitEthermnetl /22 Reserve

GigabitEthernetl /25 Ressrve

GigabitEthermnetl /24 Reserve
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Configuration

MWW _OFFICER S5Wi#sh run
Building configuration...

Current configuration.; 3322 bytes
|

Table 28: Access Switch 2 configuration

I
W-LAM internal allocation policy ascending
I
|

! interface Ethernetd/0

| Last configuration change at07:59:48 UTC switchperk trunk encapsulation dotlg
Thu Jun 25 2020 switchpeark mode trunk

| |

¥ersion 15.2 interface Ethernetd/1

seryice timestamps debug datetime msec switchperk trunk encapsulation dotlg
seryice timestamps log datetime msec !

ng service password-encryption interface Ethernetd/2

SEINiCE, compress-config description Manager. PG

! switchpork access V-LAN 40
hostname VM _OFFICER_SW switchpark mode access

| |

bootstart:marker interface Etherneto,/3

! switchpark access V-LAN 40

! switchpork mode access

ng gag new-model !

! interface Ethernetl/0

ip dhep pool Managers description Manager. PG

network 40.0.0.0 255.255.255.0 switchport access V-LAN 40
default-router 40.0.0.10 switchpork mode access

dns-server B.BB8 !

! interface Ethernetl/1

ip dhep pool Executives description Executives PC

network 50.0.0.0 255.255.255.0 switchpert access V-LAN 50
default-router 50.0.0.10 switchpark mode access
dns-server B.BB8 !

! interface Ethernetl/2

ip dhep pool ¥ehicle Menitoring description Executives PC

network 60.0.0.0 255.255.255.0 switchport access V-LAN 50
default-router 60.0.0.10 switchpert mode access

dnsserver B.BBE !

l interface Ethernetl/3

! description Vehicle Manitoring PC
ingef switchport access V-LAN 60

no ipve gef switchport mode access

| |

I interface Ethernet2/0
spanning:tres mode rapid-pyst description Vehicle Menitaring .G
spanning-tree extend system-id switchport access V-LAN 60
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switchport mode access
I

interface Ethernet2/1

description Mehicle Monitoring PG
switchpert access V-LAN 60
switchpart mode access

|

interface Ethernet2/2

description Wehicle Monitoring PG
switchport access V-LAN 60
switchpert mode access

|

interface Ethernet2/3

description Wehicle_ Meonitoring .PC
switchport access V-LAN 60
switchport mode access

|

interface Ethernet3/0
description Vehicle Weonitoring
switchport access V-LAN 60
switchport mode access

|

interface Ethernet3/1
description Vehicle Weonitoring
switchport access V-LAN 60
switchport mode access

|

interface Ethernet3/2
description Vehicle Weonitoring
switchport access V-LAN 60
switchport mode access

|

interface Ethernet3/3

description Vehicle Monitaring PC
switchport access V-LAN 60
switchport mode access

|

interface Ethernetd /0
description Vehicle Maonitoring
switchpork access V-LAN 60
switzhport mode access

|

interface Ethernetd /1
description AP_1

PG

LG

RC

Re
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switchport access V-LAN 90
switchpert mode access

|

interface Ethernetd /2
description AP_2
switchpork access V-LAN 90
switchport mode access

I

W&hernemﬁ
|
W&herneﬁfﬂ
|
WEthernetE;’l
I
W&herneﬁfl
|
W&herneﬁﬁ
|

interface V-LAN1
noip address
shutdown.

|

interface V-LAN20
noip address
shuteown,

interface V-LAN4OD
jp address 40.0.0.11 255.255.255.0
|

inkerface V-LANSO
ip address 50.0.0.11 255.255.255.0
|

inkerface V-LANGOD
ip address 60.0.0.11 255.255.255.0
|

interface V-LANSO

ip address 90.0.0.11 255.255.255.0
I

ip forward-protocol ng

I

I

ng ip hitp server

ngo ip http secure-server
!
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control-plans.

I

I

ling con @

logeing synchronous

ling aux 0
ling vty 0 4
login

|
End

5.10 Access Switch FINANCE_IT
Access switch 3 manage the traffic of following department:

e Finance

e |T Support
The allowed V-LANs are V-LAN 70 and V-LAN 80 which holds the traffic of each group of

users.

2960G-24TC-L
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Port Description W-LAMN M ode
GigabitEthernetl/l | Connected with Core 1 NA Trunk
GigabitEthernetl/2 | Connected with Core 2 MNA Trunk
GigabitEthernetl/3 | Connected with Finance PC 1 W-LAM 70 | Access
GigabitEthernetl/4 | Connected with Finance PC 2 W-LAM 70 | Access
GigabitEthernetl/S | Connected with Finance PC 3 W-LAMN 70 | Access
GigabitEthernetl/s | Connected with Finance PC 4 W-LAM 70 | Access
GigabitEthernetl/7 | Connected with Finance PC S W-LAMN 70 | Access
GigabitEthernetl/8 | Connected with Finance PC & W-LAM 70 | Access
GigabitEthernetl/@ | Connected with Finance PC 7 W-LAN 70 | Access
GigabitEthernetl/10 | Connected with Finance PC 8 W-LAM 70 | Access
GigabitEthernetl/11 | Connected with Finance PC 9 W-LAM 70 | Access
GigabitEthernetl/12 | Connected with Finance PC 10 W-LAN 70 | Access
GigahitEthernetl/12 | Connected with IT Support PC 1 V-LAN 80 | Access
GigahitEthernet1/14 | Connected with IT Suppart PC 2 V-LAM 80 | Access
GigabitEthernetl/15 | Connected with IT Support PC 3 V-LAMN 80 | Access
GigabitEthernetl/16 | Connected with IT Suppart PC 4 V-LAM B0 | Access
GigabitEthernetl/17 | Connected with IT Support PC 5 W-LAM B0 | Access

GigzhitEthernet1/18 | Reserve

GigabitEthernet1/19 | Resarve

GigabitEthernetl /20 | Resarve

GigabitEthernetl/21 | Resarve

GigabitEthernetl /22 | Resarve

GigabitEthernetl/23 | Reserve

GigabitEthernetl /24 | Resarve

Table 29: Access Switch 3 Configuration

Configuration

Faculty of CS & IT,The Superior College Lahore, Pakistan

129




Finance_ T SW#sh run

Building configuration...

Current configuration ; 2714 bytes

I

| Last configuration change at07:34:11 UTC
Thu Jun 25 2020

!

version 15.2

seryice timestamps debug datetime msec
service timestamps log datetime mser
ng service password-encryption

seryice compress-config

I

hestname Finance, [T, W,

I

boot-stari-marker

boot-end-marker.

|

lggeing discriminator EXCESS severity drops
6 mse-body drops EXCESSCOLL

logeing buffered 50000

logging console discriminator EXCESS

ng aag new-model
I

ng ip icme rate-limit unreachable
!
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in dhep pool Finance

nebwork 70000 2552553550
default-router 70.0.0.10
dns-seryer BEBA

!

indhep pool IT

nebwork 80.0.0.0 255.255.255.0
default-router 80.0.0.10
dns-seryer BEBA

|

1

no ip domain-lookup

ipcef

ne ipvé gef

|

|

!

spanning-tree mode rapid-pyst
spanning-tree extend system-id

1

W-LAM internal allocation policy ascending
1

B ko synwait-time 5

|

interface Ethernetd,/0
switchpoart trunk encapsulation dotlg

interface Ethernetd,/1
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switchport trunk encapsulation dotlg

interface Ethernetd/2
switchport access V-LAN 70
switchport mode access
!
interface Ethernet0/3
switchport access V-LAN 70
switchport mode access
!
interface Ethernetl/0
switchport access V-LAN 70
switchport mode access
!
interface Ethernetl/1
switchport access V-LAN 70
switchport mode access
!
interface Ethernetl/2
switchport access V-LAN 70
switchport mode access
|
interface Ethernetl/3
switchport access V-LAN 70
switchport mode access
I
interface Ethernet2/0
switchpeort access V-LAN 70
switchpert mode access

interface Ethernet2/1
switchport access V-LAN 70
switchport mode access
!
interface Ethernet2/2
switchpart access V-LAN 70
switchport mode access
I
interface Ethernet2/3
switchpart access V-LAN 70
switchport mode access
I
interface Ethernet3/0
switchporf access V-LAN 80
switchport mode access
!
interface Ethernet3/1
switchporf access V-LAN 80
switchport mode access
I
interface Ethernet3/2
switchpert access V-LAN BO
switchport mode access
!
interface Ethernet3/3
switchpert access V-LAN 80
switchpert mode access
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interface Ethernetd /0
switchpeart access V-LAN 80
switchpart mode access

interface Ethernetd/1

interface Ethernetd /2

interface Ethernetd/3

interface Ethernet5/0

interface Ethernet5,/1

interface Ethernet5,/2

interface Ethernet5/3
I

interface V-LANI
ng ip address
shutdown

infgrfacs V-LANTO
ip address 70.0.0.11 255.255.255.0
|

interface V-LANEO

jp address 80.0.0.11 255.255.255.0
!

ip forward-protocol nd

|
!
no ip hitp server
no ip http secure-server
control:plang.
|
ling con 0
execHimeput 00
privilege level 15
logging synchronous
ling aux 0
sxecimeout0Q
privilege level 15
logging synchronous
line viy0 4
login
|
|

End
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5.11 Access Switch Camera_WIFI

Access switch 4 manage the traffic of Cameras:

The allowed V-LAN is V-LAN 90 which holds the traffic all the cameras running in a VLC

environment. Here Poe Switch will be used which holds the capabilities of Power over Ethernet

providing the power to all cameras.

WS-C2960X-24PS-L

Port Description V-LAMN Mode
GigabitEthernetl/1l | Connected with Core 1 MA Trunk
GigabitEthernetl/2 | Connected with Core 2 MA Trunk
GigabitEthernetl/2 | Connected with HM_C1 V-LAMN 90 | Access
GigabitEthernetl/4 | Connected with HM_CZ2 V-LAM 90 | Access
GigabitEthernetl/S | Connected with HW_C3 V-LAM 90 | Access
GigabitEthernetl/s | Connected with HW_C4 W-LAM 90 | Access
GigabitEthernetl/? | Connected with VM_C1 V-LAMN 90 | Access
GigabitEthernetl/8 | Connected with VM_C2 W-LAM 90 | Access
GigabitEthernetl/2 | Connected with WM_C3 V-LAN 90 | Access
GigabitEthernetl/10 | Connected with Wi_C4 V-LAM 20 | Access
GigabitEthernet1/11 | Connected with CR_C1 V-LAN 90 | Access
GigabitEthernet1/12 | Connected with CR_C2 V-LAN 90 | Access
GigabitEthernetl/13 | Connected with WaA_C1 V-LAMN 90 | Access
GigabitEthernetl/14 | Connected with WaA_C2 W-LAM 90 | Access
GigabitEthernetl/15 | Connected with F_C1 V-LAM 90 | Access
GigabitEthernetl/16 | Connected with F_C2 V-LAM 20 | Access
GigabitEthernetl/17 | Connected with F_C3 V-LAM 90 | Access
GigabitEthernetl/18 | Connected with F_C4 W-LAM 90 | Access
GigabitEthernetl/19 | Connected with IT_CI1 W-LAM 90 | Access
GigabitEthernetl/20 | Connected with IT_C2 V-LAM 90 | Access
GigabitEthernetl/21 | Connected with L_C1 V-LAM 90 | Access
GigabitEthernetl/22 | Connected with GT_C1 W-LAM 90 | Access
GigabitEthernetl/23 | Reserve

GigabitEthernetl/24 | Reserve

Table 30:Access Switch 4 configuration
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Configuration
Camera#sh run

Building configuration...

Current configuratinn,; 3206 bytes
!

I Last configuration change at 07:50:12 UTC Thu Jun
25 2020

!

¥ersion 15.2

service timestamps debug datetime msec

seryice timestamps log datetine msec

ng service password-encryption

service compress-config
|

hostname, Camera
!
boot-startmarker

bopt-end-marker

|

!

logeing discriminator EXCESS severity drops 6 mse-
body drops EXCESSCOLL

logeing buffered 50000

logeing console discriminator EXCESS

|

ng aag new-mode|
1

ng ip icmp rate-limit unreachable
I

1

ip dhep pool Camera

network 90.0.0.0 255.255.255.0

defaultrouter 20.0.0.10
dns:server 8.8.8.8
!
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interface Ethernet0,/1

switchpark trunk encapsulation do
|

interface Ethernetd, 2
description HM_C1
switchpert access V-LAN 90
switchpark mode access

|

interface Ethernetd,/3
description HM_C2
switchpert access V-LAN 90
switchpark mode access

|

interface Ethernetl,/0
description HM_C3
switchport access V-LAN 90
switchpark mode access

|

interface Ethernetl,/1
description HM_C4
switchport access V-LAN 90
switchpark mode access

|

interface Ethernetl,2
description VM_C1
switchpert access V-LAN 90
switchpert mode access

|

interface Ethernetl/3
description VM_C2
switchpark access V-LAN 90
switchpark mode access

|

interface Ethernet2,/0
description VM_C3
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ip dhep pool Camera
nehwark 90.0.0.0 255.255.255.0

defaulizrouter 90.0.0.10
dns-server 8.8.8.8
!

I
ng ip domain-lookup
ipgef
ng ipve cef

I

I

!

spanning-tres mode rapid-pyst
spanning-tres extend system-id
|

W-LAM internal allocation policy ascending
!

1B top synwait-time 5

!

|

interface Ethernetd/o
switchport trunk encapsulation dotlg
switchpert mode trunk
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description VM_C2
switchport access V-LAN 90
switchport mode access

I

interface Ethernet2/0
description VM_C3
switchport access V-LAN 90
switchport mode access

|

interface Ethernet2/1
description VM_C4
switchpert access V-LAN 90
switchport mode access

|

interface Ethernet2/2
gescription CR_C1
switchport access V-LAN 90
switchport mode access

I

interface Ethernet2/3
gescription CR_C2
switchport access V-LAN 90
switchpert mode access
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interface Ethernet3/0
description WA_C1
switchport access W-LAN 90
switrhpgr mode access

interface Ethernet3/1
description WA_C2
switchpert access V-LAN 60
switchport mode access

|

interface Ethernet3/2
description F_C1
switchpert access V-LAN 90
switchport mode access

|

interface Ethernet3/3
description F_C2
switchpert access V-LAN 90
switchport mode access

|

interface Ethernetd/0
description F_C3
switchport access V-LAN 90
switchport mode access

|

interface Ethernetd/1
description F_C4
switchpork access W-LAN 90
switchport mode access

|

interface Ethernetd 2
description M_C1

Faculty of CS & IT,The Superior College Lahore, Pakistan

interface Ethernets/3
!

interface V-LANL
ng ip address
shitelomn.

interface V-LAN4O
ip address 900011 255.255.255.0
|

ip forward-protocol ng
!

!

ng ip http server

ng ip http secure-server

ling con 0
exec-limeaut 00
privilege level 15
logging synchronous
ling aux 0
exec-limeout0Q
privilege level 15
logging synchronous
ling iy 04

login

|

|

gnd.
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switchport access V-LAN 90
switchporf mode access
|

interface Ethernetd /3
description, IT_c2
switchport access V-LAN 90
switchpeart mode access

|

interface Ethernet5/0
description L_C1
switchport access V-LAN 20
switchport mode access

|

interface Ethernet5/1
description GT_c1
switchporf access V-LAN 90
switchport mode access

|

interface Ethernet5/2
!

5.12 Comparison between Old Infrastructure and Proposed Solution

Comparison on the basis of Internet Control Messaging Protocol (ICMP).

e VLCOLD

‘ ® corel

Figure XXXVIII: Old ICMP

Description: In the above picture we PING the FileServer located as 100.10.10.2 in the Head Office. So
we Got following results:

Transfer Rate: Successful
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Average round trip time: 336 ms

e VLCNEW

o Tanlse Haln
® WS-375024-TC-L(Corel)

Figure XXXIX: New ICMP

Description: In the above picture we PING the FileServer located as 100.10.10.2 in the Head
Office. So We Got following results:

Transfer Rate: Successful

Average round trip time: 9 ms
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Chapter 6

Results and Conclusion
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Chapter 6: Results and Conclusion

Results:

As we see the ping is much higher in Old Infrastructure as compared to new one because the
packet has to pass through 6 hops to reach the server and get back. So the size of packet
header is increased which causes the packet to become heavier than the original packet so it
consumes more bandwidth and causes higher latency. Moreover OSPF Protocol is running so
after a certain time interval it releases its database information to get and provide updated
routes which also causes extra bandwidth utilization and also put load on hops either these are
switches or gateways.

In the Proposed Design their were major need to reduce the number of hops to minimal extent
to decrease the header size and the processor hogging protocols shut down to release the load
from processors to get a better routing and forwarding rate. Now the total number of hops are
minimized to 4. So from these results we managed to use proper resource utilization which

saves cost and money.

DHCP

€

File Edit View Control Node Anngiaaiog

r.‘; :Q::

WS-375024-TC-L(CoreT) ® HRMKT_SW

| Console <
telnet 192,168171,120:5133

telnet 192.163.171.129:5082

telnet 192,168171,129:5145

vne 192.168.171.129:5946

vnc 192.168.171.129:5047

vne 192,168,171,128:5045

telnet 192.168.171.120:5141

none
telnet 192,168,171,128:5161
telnet 192.168.171.128:5140
telnet 192.168,171,128:5169
telnet 192.168.171.128:5153
telnet 192.168.171.128:5171 =

RAM 57.0%

VWit ®

Atermor
™ & HEvcon [ GNS3VMvI-..  (* FYP-Ihi-HO-v.. ™™ Photos © WhatsApp @ AnyDesk BHRMISW A~ 4) 7z = s2iem ER

Figure XL: HR_MKT_SW
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Description: Here we made two DHCP pools on HR_MKT_SW to manage traffic of VLAN 20 and
30 so the DHCP pool HR Having 20.0.0.1 as a gateway from VLAN 20 and DHCP pool Marketing
have 30.0.0.1 as a gateway from VLAN 30.

e.

Eile Edit View Control Mode Annszae

B OQF>

@ VM_OFFICER SW

@@
| Consale
telnet 192.168.171.128:5133
telnet 192.168.171.128:5082
telnet 192.168,171.128:5145
vnc 192.168.171.129:5946
e 192.168,171.128:5847
vne 192.168,171.128:5045
telnet 192.168.171.128:5141
none
none
none
telnet 192.168.171.128:5161
telnet 192.168.171.128:5140
telnet 192.168,171.128:5169
telnet 192.168.171.128:5153
telnet 192,168,171.128:5171 4
@®
RAM 57.0%

Ak Oh O

A\ Lerror

™ A Rvicow [ GNSEVMvl-.. (* FYP-hrHO-v.. ™ Photos ® WhatsApp #] AnyDesk {® VM_OFFICER... . ~ o

Figure XLI: VM-OFFICER-SW

Description: Here we made three DHCP pools on VM_OFFICER_SW to manage traffic of VLAN
40,50 and 60 so the DHCP pool Managers having 40.0.0.1 as a gateway from VLAN 40, DHCP
pool Executives have 50.0.0.1 as a gateway from VLAN 50 and DHCP pool Vehicle_Monitoring
having 60.0.0.1 as a gateway from VLAN 60.
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6.

File Edit View Control Mode

B OF>

=y
EE

Tenle  Haln

Ann

® Camera

@®

 Console
telnet 192.168.171.128:5133
telnet 192.168.171.128:5082

vnc 192.168.171.129:5%46
vne 192,168.171.129:5847
vnc 192,168.1
telnet 192,168.171.128:5141
none

none
none

telnet 192.168.171.128:5000

telnet 192.168.171.128:3161

telnet 192.168.171.129:5140

telnet 192.168.171.128:5169

telnet 192.168.171.128:5153 b

B®

RAM 57.0%

N O h O

A terror

Photos ® WhatsApp

Figure XLIl: CAMERA

Description: Here we made one DHCP pool on Camera SW to manage traffic of VLAN 90 so the

DHCP pool Camera having 90.0.0.1 as a gateway from VLAN 90.

File Edit View Control Mode Ann Tonle Haln

nance_IT_SW

. @®
& telnet 192,168.171.128:5133
ﬁ ﬁ telnet 192,168, 128:5082

telnet 192.168.171.128:5143
vnc 192.168.171.129:5%46
vne 192,168.1
vnc 192,168.1
telnet 192,168.171.128:5141
none

none
none

telnet 192.168.171.128:5000
telnet 192.168.171.128:3161
telnet 192.168.171.129:5140
telnet 192.168.171.128:5169

N Ol Hh O

telnet 192.168.171.128:5153 -
®
RAM 57.0%
==
v il v}
—
=
g
Ateror

[ GNS3VM w1 Photos © Whatspp
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Figure XLIII: FINANCE-IT-SW

Description: Here we made two DHCP pools on Finance_IT_SW to manage traffic of VLAN 70
and 80 so the DHCP pool Finance having 70.0.0.1 as a gateway from VLAN 70 and DHCP pool IT
have 80.0.0.1 as a gateway from VLAN 80.

& FYP-Ihr-HO-v1 - GNS3 - <
File Edit View Control Node Annotate IpaleHal

E E ® o 5 g F& QEMU (HR-PC-1) - TightVNC Viewer — O x ?J“"ESE”F“"ii?ﬂ"“m
Lsl luplicate node data while the node is
L= BEED N &R an B @ @a|E

running

B
Censole =
telnet 192.168.171.128:5133
vnc 192,168,171.129:5945
telnet 102.168.171.128:5082
vnc 192,168.171.129:5901
telnet 192.168.171.128:5145
vnc 192.168.171.129:5946
vnc 192.168.171.129:5%47
telnet 192.168.171.128:3141
none

none

none

vnc 192,168.171.129:5902

vnc 192.168.171.129:5903

telnet 192.168.171.128:5000

telnet 192.168.171.129:3161 b
@

U 31.8%, RAM 63.5%

Nl Olh

A 2errors

* FYP-lhr-HO-v1- .. (@ Whatshpp ®) AnyDesk 2 QEMU (HR-PC-1)...

Figure XLIV: HR-PC-1

Description: The HR-PC-1 is obtaining DHCP allocated address successfully which is 20.0.0.11 on
VLAN 20

Faculty of CS & IT,The Superior College Lahore, Pakistan
133




Project Report: Low level Network design for Logistics company

& FYP-Ihr-HO-v1 - GNS3 - x
File Edit View Control Node Annotate Ipale sl

[~ = ® o 5 a B QEMU (HR-PC-2) - TightVNC Viewer o x
= Il &)= o or A e @ & |

E: Console
el telnet 192.168.171,128:5133
vne 192.168.171.128:5945
telnet 192.168.171,129:5082
nc 192.168.171.128:5901
telnet 192.168.171,126:5145
nc 192,168.171.129:5946
nc 102,168.171.120:5047
telnet 192.168.171,128:5141
none

none

none

vne 192.168.171.129:5902

vnec 192.168.171.129:3903

telnet 192.168.171.123:5000

telnet 192.168.171.12%:5161 b
EL

U 21.6%, RAM 63.3%

N O h O

Ay 2errors

WhatsApp

Figure XLV: Marketing-PC-1

Description: The Marketing-PC-1 is obtaining DHCP allocated address successfully which is
30.0.0.12 on VLAN 30

& FYP-Ihr-HO-v1 - GNS3 - x
File Edit View Control Node Annotate Ipale sl
F# QEMU (EXEC-PC-1) - TightVNC Viewer - o x

a c N
o = ®>' (R EER| N S| g A | @ Qe E

Console

telnet 192.168.171.128:5133
vnc 192,168.171.129:5845
telnet 192.168.171.129:5082
vnc 192,168.171.129:5901
telnet 192.168.171.128:5145
vnc 192,168.171.129:5%46
vnc 192.168.171.129:5047
telnet 192.168.171.12%:5141
none

none

nane

vne 192.168.171.129:5902

vnec 192.168.171.129:3903

telnet 192.168.171.123:5000

telnet 192.168.171.12%:5161 b
EL

U 23.5%, RAM £3.2%

N Ol Hh O

Ay 2errors

WhatsApp
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Figure XLVI: EXEC-PC-1

Description: The EXEC-PC-1 is obtaining DHCP allocated address successfully which is 50.0.0.1
on VLAN 50.

& FYP-Ihr-HO-v1 - GNS3
File Edit View Contral Node Annotate JTpale bl
[ QEMU (MGR-PC-2) - TightVNC Viewer - m] x

BEHER| I S| e don A G| & @a [

]
©

Console
telnet 192.168.171.12%:5133
vnc 192.168.171.129:5945
telnet 192.168.171.128:5082
vnc 192.168.171.129:5901
telnet 192.168.171.12%:5143
vnc 192.168.171.129:5946
telnet 192.168.171.12%:5141
none

none
none

vnc 192.168.171.129:5902

vnc 192.168.171.129:5903

vne 192.168.171.129:5947

telnet 192.168.171.129:5000

telnet 192.168.171.123:5161 b

U 21.0%, RAM 70.4%

- LA

A zerors

® AnyDesk

Figure XLVII: MGR-PC-2

Description: The MGR-PC-2is obtaining DHCP allocated address successfully which is 40.0.0.1
on VLAN 40.

& FvP-thi-HO 1 -GN .
Eile Edit View Control Node Annotate I T —
QEMU (VM-PC-1) - TightVNC Viewer
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©

Console
telnet 192,168.171.129:5133
vne 192.168.171.129:5945
telnet 192.168,171.129:5082
vnc 192,168.171.129:5901
telnet 192.168.171.129:5145
vne 192.168.171.129:5046
telnet 192.168.171.129:5141
none
none
nene
vnc 192,168.171,129:5902
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@06
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Figure XLVIII: VM-PC-1
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Description: The VM-PC-1 is obtaining DHCP allocated address successfully which is 60.0.0.1 on
VLAN 60.

&= Local Di

=& Local Di

A [ Screenshots [3) GNS3VMVI-1-V.. * FYP-Ihr-HO-v1-.. (@ WhatsApp #]| AnyDesk

Figure XLIX: Camera_WIFI_PC-1

Description: The Camera_WIFI_PC-1 obtaining DHCP allocated address successfully which is

90.0.0.1 on VLAN 90.
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Console =
telnet 192,168.171.128:5133

vnc 192,168.171.129:5845

telnet 192.168.171.129:5082

vnc 192,168.171.129:5901

telnet 192.168.171.128:5145

vne 192,168.171.129:5%46

telnet 192.168.171.12%:5141

none

none

none

vnc 192.168.171.129:5%02

vnec 192,168.171.129:5903

vnc 192,168.171.129:5947

telnet 192.168.171.128:5000

telnet 192.168.171.128:3161 b
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Figure L:FIN-PC-1
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Description: The FIN-PC-1 obtaining DHCP allocated address successfully which is 70.0.0.1 on
VLAN 70.

& FYP-Ihr-HO GNS3 - X
File Edit View Control Node Annotate Tpalebal

s T f& QEMU (IT-PC-2) - TightVNC Viewer — u] x
B ORM->-

" process has stopped with return code: -11
£ an issue with the 10U image, using a differentimage

()
" process has stopped with return code: -1 =
& an issue with the I0U image, using a different image

telnet 192.168.171.129:5082
vnc 192.168.171.129:5901
telnet 192.168.171.123:5145
vne 192,168.171.129:5546
telnet 192.168.171.12%:5141
none

none
none

vnc 192.168.171.129:5902

vnc 192.168.171.129:5903

vne 192.168.171.128:5947

telnet 192.168.171.128:5000

telnet 192.168.171.12%:5161 3
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Figure LI: IT-PC-2

Description: The IT-PC-2 obtaining DHCP allocated address successfully which is 80.0.0.1 on
VLAN 80.
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Figure LIl: CORE1

Description: After done with static and directly connected routing we have obtained the above

stated routes on our CORE1 Switch.
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Figure LIll: SKP_EDGE_FIREWALL
Description: After done with static and directly connected routing we have obtained the above

stated routes on our SKP_EDGE FIREWALL.
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Figure LIV: HO_EDGE_FIREWALL
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Description: After done with static and directly connected routing we have obtained the above

stated routes on our HO_EDGE FIREWALL.
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Figure LVI: HO_EDGE_FIREWALL
Description: Here we can see that the IPSec tunnel created between the Head Office Lahore
and Sheikhpura branch which will allow the traffic in an encrypted form. (IPsec (Internet
Protocol Security)) The tunnel is created and managed between two fortigate firewall and its
also bring up successfully to transfer the data over the secure channel which will help to
provide a risk free data communication between both offices. Now the MITM attack chances

became zero by utilizing auto generated hashing algorithms to encrypt and decrypt the traffic.
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Figure LVIII: SKP_EDGE_FIREWALL
Description: Here we can also see the IPSec tunnel created between SKP branch and Head
Office is configured and bring up successfully. The firewall is also showing the transfer rate of
packets between both the branches. Now the user can securely reach the fileserver with

encrypted data to avoid the risk of information stealing.
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Figure LVIIIII: Corel

Description: The ICMP traffic is generated from the Corel Switch located in VLC Sheikhupura
and sent towards the File Server having destination IP of 100.10.10.2. The average round trip

time of ICMP packet is about 9 ms which is faster then previous structure.
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HEAD OFFICE TO CORE PING
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Figure LVIIIIV: FileServer
Description: The ICMP traffic is generated from the FileServer located in VLC Head Office and
sent towards the Sheikhupura branch Corel having destination IP of 10.10.10.1. The average

round trip time of ICMP packet is about 14.75 ms which is faster then previous structure.
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[C) — improve your experience. =

@ /@0 Z =3
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Figure LIXV: HR_PC 1
Description: After deploying the new structure now we can clearly see that while accessing

dummy malware from www.wicar.org the firewall quickly blocked the malicious webpage to

protect them from attacks.

€2} FortiGate - VLC-SKP-EDGE X 4F FortiGate - VLC-LHR-HO x ‘ + — x

[N G IEAS (O Notsecure | 192.168.1.29,

8 Amazoncom: Amaz.. M HTTP Services Confi.. [l 11 new networkup.. W Factory Reset Polyc.. How do |... Wipe da... »

& Dashboard b 2| & |[o AddFiter MIERM T D<tils
NX Security Fabric >
2 f
o . Date/Time User Source Action URL Category _ 08 Detaills x
etworl > .
& System N 2020/07/02 10:22:52 20.0.0.11 blocked http://malware.wicar.org/data/ms0%_072_st... 3 Destination
R Policy & Objects N 2020/07/02 10:22:28 20.0.0.11 blocked http://malware.wicar.org/favicon.ico p 208.94.116.21
— tort 80
@ Security Profiles s 2020/07/02 10:22:28 20.0.0.11  blocked http://malware.wicar.org/favicon.ico destination B PTCL Internet (port)
O VEN > || 2020/07/02 10:22:28 200041 blocked  http://malwarewicar.org/datajeicar.com nterface o B
lostname  malware.wicar.org
& User & Authentication > JRL http://malwarewicar.org/favicon.ico|
Ilﬂ Log & Report ~ ¥ Application Control
Forward Traffic rotocol 6
ervice HTTP
Local Traffic e
Sniffer Traffic 3 Data
Events leceived Bytes OB
ent Bytes 664 B
AntiVirus
3 Action
Web Filter Lo rction blocked
SSL tolicy 2
DNS Query 3 Security
File Filter evel EmEmTEE]
Application Control 3 Cellular .
. 9 < K

B Malware dete... GNS3VMvi-. (* FYP-lhr-HO-v.. (@ WhatsApp # AnyDesk @ FortiGate - VL.. B QEMU (HR-P.. A di) 7 %= 1025em B

Figure LXVI: SKP_EDGE_FIREWALL
Description: Here we can see when the user (HR_MKT_PC) tried to access malicious webpage
the firewall not only blocked the webpage it also generated a log which is stating the incoming

ip 20.0.0.11 tried to access malware.wicar.org over HTTP and now its blocked.
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POLICIES

&2% FortiGate - VLC-SKP-EDGE x &2% FortiGate - VLC-LHR-HO x =+ — X

i Apps (@ add [l Download LG Offici.. [HJ LG F220K | Easy Fir. @ Amazoncom: Amaz.. i HTTPServices Confi.. [ 11 new networkup.. %F Factory Reset Polyc.. How do ... Wipe da... »

- >,
@ Dashboard > # Edit 1 Delete | | [ Q Policy Lookup | | Search el nterrece Pair view [EVERCTENES

¥ Security Fabric >
Name Source Destination Schedule Service Action NAT Security Profiles
4 Network >
[=] M Core 1 (port2) —= IPSECTO-HO @ -
& System >

vpn_IPSECTO-HO local T IPSEGTO-HO_local % IPSECTO-HO_remote  [@ always mALL + ACCEPT @ Disabled no-inspection

B Policy & Objects v
) " o [E] ™ Core 1 (port2) — M PTCL Internet (port1) €@
Firewall Policy 3
: ] ult

LAN_ WAN = all

Authentication Rules

|Pv4 DoS Policy

Addresses

SN certificat

Internet Service e-inspectior:

Database [l B Core 1 (port2?) @& sd-wan €@

Services

LAN-HO = al = al 08 always ALl + ACCEPT @ Enabled Bl cefault
Schedules =3 default
Virtual IPs certificate-inspectior

IP Pools @ IPSECTO-HO — i Core 1 (port2) €
Protocol Options ] B PTCL Internet (port1) — B Core_1 (port2) €

Traffic Shapers WAN-LAN =l Bl ©always @ ALL + ACCEPT @ Enabled certificate-inspectior
Traffic Shaping Policy B Implicit €
Traffic Shaping Profile

Bs Implicit Deny 8 al 8 an (8 always mALL @ DENY -

cur‘\tmeﬁ\es E 5
> = om 1maspm [

* FYP-Ihi-HO-v... (@ WhatsApp %] AnyDesk @ FortiGate- VL. FE QEMU (HR-P..

Figure LXIVII: SKP_EDGE_FIREWALL

Description: The policies are applied on SKP_EDGE_FIREWALL to make secure and safe
communication possible so the policies are containing following features to make their network
secure:
1. Antivirus
Web Filteration
DNS (FortiCloud)

2

3

4. Application Control
5. Intrusion Prevention System
6

Secure Socket Layer Protection
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&2 FortiGate - VLC-SKP-EDGE X €3 FortiGate - VLC-LHR-HO x o+ = s

« = C 1 Qo

22! Apps (@ add [l Download 1G Offici.. [Hj LG F220K | Easy Fir. A4 Amazon.com: Amaz..

cure | 192.168.1.30,

i HTTP Services Confi... [ 11 new network up... W Factory Reset Polyc.. How do |... Wipe da... »

rtiGate VM64-KVM  VLCLHR-HO

@8 Dashboard > & Edit Delete Q, Policy Lookup | | Search Q| e ey sequence
%% Security Fabric >
. N Name Source Destination Schedule Service Action NAT Security Profiles

letwor| >

wpn_IPSEG-TO-SKP_local = IPSEC-TO-SKP_local = IPSEC-TO-SKP_remote  [@ always m ALL + ACCEPT © Disabled [E=HM no-inspection ~
£ System >
Y ye— -~ [E] M FileServer (port2) —M@ PTCL Internet (port1) &
[—— e LAN_WAN Ball =Hall 8 always mALL + ACCEPT @ Enabled mdefau\t

Authentication Rules
|Pv4 DoS Policy
Addresses

Internet Service

Database [E @ IPSECTO-SKP — M FileServer (port2) €

Services Vpn_IPSEC-TO-SKP_remote 1@ IPSEC-TO-SKP_remote & IPSEC-TO-SKP_local 08 always m ALL + ACCEPT € Disabled [EEM no-inspection
Schedules [E B PTCL Internet (port1) M FileServer (port2) @
Virtual P

irtualibs WAN-LAN = al = al @ always @ ALL + ACCEPT @ Enabled [ default
IP Pools =3 cetault
Protocol Options IE= default
Traffic Shapers I default
Traffic Shaning Poli default

MR Sy IE=M certificate-ins
Traffic Shaping Profile

I Implicit € S
& Security Profiles > 100% 5 |Updated: 10:48:54

o
=
* FYP-lhr-HO-v. © WhatsApp 3 © FortiGate - VL.. & QEMU (HR-P.. S 7 tm 1caopm [

Figure LXIIVIIl: HO_EDGE_FIREWALL
Description: The policies are applied on HO_EDGE_FIREWALL to make secure and safe
communication possible so the policies are containing following features to make their network
secure:
Antivirus
Web Filteration
DNS (FortiCloud)
Application Control

Intrusion Prevention System

A L T o

Secure Socket Layer Protection
Comparison on the basis of Network Security

Case Scenario:

We used the website www.wicar.org which releases malware dummy signatures to test your

Antivirus or secure gateways. Following are the vulnerability test results.

VLC OLD
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B Test Malware! - WICAR... x | b
& © @ hnps //www wicarorgtest-maiwa ¥ C | |[El* Google NaBa » | =

WICAR.org - Test Your Anti-Malware Solution!

You have chosen to open:

eicar.com

S I which is: Binary File (89 bytes)
e G from: http://malware.wicar.org

Would you like to save this file?

| ¥ cancel [l ES&V(*FI'E'

EICAR TEST-VIRUS MS14-064 XP and below

Figure LXIIIX: Any PC from SKP Branch

Analysis & Results:

As in the old environment VLC was using Cisco ASA-5505 Firewall which is an obsoleted model

even without using Firepower license. So their environment is open to the new threats. In the

above test case we try to access the malicious link and then it tried to get download and

machine processed the payload which caused damage to the files and running applications.

VLC NEW

4
;
:
i
g
£

B} Test Malware! - WICAR... X | Web Page Blocked x | <4
~ | |B~ Google w8 » =

Web Page Blocked

An error occurred while trying to rate the website using the
webfiltering service.

Web filter service error: all Fortiguard servers failed to respond
User name:
Group name:

o Firefox automatically sends some data to Mozilla so that we can ct © What | St I .

improve your experience.

-

Figure LXIVX: Any PC from SKP Branch
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S & | © AddFilter @l (0 Details

Date/Time User | Source | Action URL Category , LogDetalls X

2020/07/02 10:22:52 20.00.11 blocked  http://malwarewicar.org/data/ms09 072 st.. 3 Destination

2020/07/02 10:22:28 200011 blocked  hitp:/malwarewicar.org/favicon.ico P 208.94.116.21
lort 80

2020/07/02 10:22:28 200011 blocked  http://malware.wicar.org/favicon.ico Yestination
L . [ PTCLInternet (port1)

2020/07/02 10:22:28 200011 blocked  http:/malwarewicar.org/data/eicar.com erace . E
fostname  malwarewicar.org

Figure LXVXI: Firewall logs
Analysis & Results:

In the proposed solution in the light of security we proposed the Forti-Gate-60E-BDL as
a secure gateway. We tried to open the same link to download malicious file but the Fort i-Gate
UTM solution processed the data and block the webpage due to its web filtration policy. It was
predefined policy provided by FortiGuard services. So this solution made their organization

secured and reliable against the latest threat vectors and trends.
Conclusion:

This project documentation is a complete proposed solution for secure and reliable network
and system in a LAN environment by utilizing the latest trends and technologies. Network
security always get challenges from the updated and potential threats which will always add
risk to the normal workflow.

The proposed design shows that we can minimize the risk of threats and to maximize the
bandwidth and its consumption in a well managed way. We also realized that the traffic flow
can be more secure by encrypting the traffic and sending the confidential data over the internet
protocol between the user and file server. The major reason of network security is to provide
availability, integrity, and confidentiality.

So the main agenda behind secure channel of IPSec VPN is to get prevention from MITM
attacks, Hackers and other malicious attacks. Company not only gets secured from outsiders it
also gets secured from internal users by using intrusion prevention systems so it will cover the

security from angle of 360.
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Users are registered on active directory and also assigned to specified VLANS so separate vlans
allow the system to add Quality of service among users regarding to their bandwidth. Now the
company can manage traffic from each department separately to apply different policies for
different type of users.

Redundant links and aggregation devices provide the scalability and reliability of a network by
providing downtime reduced from hours to few seconds. The automated protocols switch the
traffic from one channel to other to provide seamless communication. So that all of the
mechanism is discussed in detail proved to work well together providing required security and

low latency in a professional setting.
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