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Abstract 

The world is moving to an era of technologies to make life easier and better. These 

emerging technologies automate daily tasks to facilitate humans. The large number of 

connected Internet of Things (IoT) devices have increased the data production. 

Realization of (IoT) has revolutionized the scope of connectivity and reachability 

ubiquitously. Under the umbrella of IoT, every object which is smart enough to 

communicate with other objects, leads to the enormous data generation of varying size 

and nature. Cloud Computing (CC) employs centralized datacentres for the 

provisioning of remote services and resources. However, for the reason of being 

faraway from user devices, CC have their own limitations especially for time and 

resource critical applications. The data production makes data filtration, storage and 

processing a difficult task and ultimately burden on cloud is increased. This heavy data 

traffic and cloud’s inability to manage users by tracing their exact location, decreases 

the efficiency of cloud. The remote and centralized characteristics of CC often results 

in creating bottle necks, being latent, and hence deteriorate the Quality of Service (QoS) 

in the provisioning of services. Here, the concept of Fog Computing (FC) emerges that 

tends to leverage CC and end devices for data congestion and processing locally in a 

distributed and decentralized way. However, addressing latency and bottleneck issues 

for time critical applications are still challenging. In this work, a lightweight framework 

is proposed which employs the concept of fog head node that keeps track of other fog 

nodes in terms of user registrations and location awareness with addition of load 

balancing, cloud agent, service management and offloading management modules. 

Therefore, fog head helps to reduce service time to fulfil user’s request by 

communicating to the fog nodes. The proposed lightweight Location Aware Fog 

Framework (LAFF) persistently satisfies QoS by providing an accurate location aware 

algorithm. A comparative analysis is also presented to analyse network usage, service 

time, latency, RAM and CPU utilization. The comparison results depict that the LAFF 

reduces latency, network use and service time by 11.01 percent, 7.51 percent and 14.8 

percent respectively in contrast with state-of-the-art frameworks. Moreover, 

considering RAM and CPU utilization, the proposed framework supersedes IFAM and 

TPFC targeting IoT applications. The RAM consumption and CPU utilization is 

reduced by 8.41 percent and 16.23 percent as compared to IFAM and TPFC respectively 

making the framework lightweight. Hence, the proposed LAFF improves QoS while 

accessing remote computational servers for the outsourced applications in fog 

computing. 
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CHAPTER 1 : INTRODUCTION 

INTRODUCTION 

 

1.1 Overview 

This chapter highlights theoretical frameworks and motivation behind the 

proposed research. It also discusses the statement of problem and objectives of the 

proposed research. The chapter is divided into six sections. Section 1.2 presents the 

brief introduction. Section 1.3 highlights motivation behind this research by explaining 

the importance of the proposed work and significance of the proposed solution. Section 

1.4 summarizes the statement of problem. Section 1.5 highlights the objectives of the 

research. Section 1.6 summarizes the research methodology, section 1.7 summarizes 

the thesis contributions to the existing body of knowledge and section 1.8 sketches the 

layout of the thesis. 

1.2 Introduction  

In most recent couple of years, there have been significant improvements in IoT, 

and computing advances bring about immensely expanding number of connected IoT 

gadgets. To connect huge number of physical items and accumulate information from 

different applications, IoT is the best decision. IoT is spatially dispersed free sensors to 

screen natural or physical conditions. These conditions may incorporate weight, 

temperature and sound and so on to send the collected data through the framework to 

the primary area [1].  

The concept of Internet of Things (IoT), supported by computational 

intelligence has revolutionized in almost all domains of life. Basic infrastructure for 

such environment comprises of things (computing devices) which have computing, 

communicating and storing capabilities. Based on current trends, it is expected that by 

2025 such smart environments will incorporate over 1 trillion IoT devices with 50% 

increased demand for latency sensitive applications [2]. With every passing day, many 

new applications and domains in IoT and computational intelligence are emerging to 

help mankind in one way or the other. On the other hand, providing such applications 

to general public has opened new horizons of business as well. In IoT, such businesses 
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and applications mostly rely on the sensory data that has to be gathered for effective 

decision making. For fusion or manipulating big data, (that may be some streaming data 

or in shape of batches) there are some requirements such as distributed processing 

capability, effective communication and uncompromised network so that decision 

making process may yield better accuracy. Cloud being service provider tend to solve 

these problems.  

In early 2000s, Cloud computing (CC) emerges as a new paradigm offering 

infrastructure services, platforms and software over the internet [3]. In CC, computing 

resources are managed by datacenters and these datacenters are operated by centralized 

systems. These centralized systems ensure the on-demand access of CC resources to 

users. CC is a service-oriented paradigm and possess significant benefits such as: 

location independence, high resource availability, assured services to users and 

scalability. However, due to these offered benefits, CC is widely adopted in various 

domains including education, industry, research and healthcare. In past couple of years, 

many extensions of CC have been developed. There has been an abrupt increase in the 

number of smart phone users during 2008-2012. This significant proliferation cause 

increase in the number of applications, service requirements of users and the practice 

of IoT technologies. However, cloud services are merged with sensor and traditional 

cellular networks to handle the foresaid situation. As a result of this mergence, the 

concept of Cloud Radio Access Network (C-RAN), Mobile Cloud computing (MCC) 

and Fog computing are evolved [4, 5].  

Among the different extensions of the CC, FC offers more services to IoT 

applications [6]. As FC is extensively distributed in vast geographical areas, providing 

the computational resources near to the users. This near to the edge distribution reduces 

the service delivery time and network congestion for IoT applications. FC architecture 

is a three-layered execution paradigm to provide services between IoT and cloud 

datacenters through data processing within the communication channels. The 

deployment of Fog nodes at multiple networking levels is highly scalable and 

convenient to enhance device-to-device interaction. Hence, it is broadly accepted that 

FC not only endorses the basic functionalities of CC but also complements the IoT. FC 

is a framework [3] where vast number of heterogeneous IoT gadgets work together with 

one another to perform different networking tasks within the same domain, without the 

interference of other devices and vice versa. The main goal of FC is to decrease the 
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cloud participation by cleaning and pre-processing data generated by the increasing 

amount of IoT and other sensor devices linked to the FC environment.  

Cloud datacenters contain data and services to provide users the storage and 

computing facilities [3]. These datacenters are located far from the end users and IoT 

devices. Hence, the communication and data transfer require more time to be executed. 

This increases the service delivery time. Huge amount of data generation from large 

number of IoT devices increase network use and cause computational overhead on 

cloud data centers [8]. To address the foresaid issues of CC, an extension of CC named 

FC is introduced in 2012 [8, 9]. FC refers to a hierarchically distributed computing 

paradigm that bridges cloud data centers and IoT devices. The fog environment offers 

both infrastructure and a platform to run diversified software services. At different 

hierarchical levels of the fog environment, the physical devices are commonly called 

fog nodes. This technology overcomes the limitations of cloud computation by enabling 

data acquisition, processing, and storage at decentralized and locally available fog 

nodes [12].  

FC architecture incorporates a layer between IoT devices/users and cloud 

datacenters [12]. This fog layer contains computing components such as: gateways, 

PCs, micro datacenters and nano servers. These computing components are known as 

fog nodes.  Hence, FC resists the transfer of huge amount of data from end users to 

cloud data centers to reduce the service delay [12]. Moreover, it also reduces the 

network use as a result of conservation of network bandwidth. Furthermore, the burden 

of data is transferred from cloud data centers to network edge. Fog nodes lowers the 

operational cost as they are less expensive [14]. These foresaid significant features 

make FC a promising paradigm to provide application service requirements to users for 

better QoS provisioning. However, ensuring rich user experience QoS is the main 

concern to be addressed specially for time-sensitive applications such as health care IoT 

[15], web-based gaming [16] and video streaming applications [17]. Hence, a system is 

required for mitigating resource limitations & ensuring QoS for edge devices. 

Therefore, the increased number of requests for accessing server’s nodes and 

provisioning of services results longer response time. Which is a main hurdle in 

provisioning of QoS. 
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1.3 Motivation 

The standard technique of transferring all the information from the system edge 

to the cloud adds a great deal of latency and the measure of information, produced from 

endless gadgets, consume large amount of transfer speed increasing network use and 

service time. Most of the recently referenced issues, while partner edge devices to the 

cloud, are additionally featured by the fog computing [17]. Million devices are 

connected to the cloud producing data at an exponentially growing rate which will be 

the challenge for the network regarding congestion and network performance. Cloud 

solution is not feasible for some utilization cases due to high latency and network use. 

Fog Computing (FC) is a framework [6] where vast number of heterogeneous gadgets 

work together with one another to perform different networking tasks within the same 

domain, without the interference of other devices and vice versa. The main goal of FC 

is to decrease the cloud participation by cleaning and pre-processing data generated by 

the increasing amount of IoT and other sensor devices linked to the FC environment. 

The motivation behind conducting this research is to develop a lightweight framework 

that can provide better QoS to users by reducing latency, network use and service time.  

The main goal of this research is to provide a QoS provisioning lightweight 

framework which can be adopted in FC environment. This study aims to develop a 

novel and lightweight framework to provide QoS to users. This framework maintains 

less network use, service time and reduces latency and compared with other state-of-

the-art frameworks. The framework designed in this research has been verified and 

tested in simulation environment.  

1.4 Statement of Problem 

IoT present a novel way of data streaming of sources through which data is 

gathered from various sensors over a short period of time. In this modern era where 

everyone wants fast streaming and downloading, it is difficult to provide better QoS to 

users in cloud computing paradigm because of its high latency and network use [19]. A 

number of frameworks are proposed for mitigating resource limitations & ensuring QoS 

for edge devices. Moreover, data is outsourced to cloud servers which is provided on 

demand. Therefore, the increased number of requests for accessing server’s nodes and 

provisioning of services result longer response time. Moreover, state-of-the-art 

frameworks [20, 21] lack to address service provisioning through: 
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 Location Awareness 

 User Management 

 Requested data type 

 Network condition.  

As a result, the existing frameworks employ heavy weight procedures to   access 

fog servers, which reduces QoS. Hence, a lightweight framework is required for 

leveraging remote fog servers and ensuring QoS for mitigating the resource constraints 

of IoT devices. 

1.5 Scope of the study 

The basic goal of lightweight Location Aware Fog Framework (LAFF) is to 

reduce latency, network use and service time for the end users to provide QoS. By 

achieving these targets, numerous problems are addressed, the most important of which 

are the resource provisioning through location management by analyzing requested data 

type. This study offers the LAFF to provide uninterrupted services to users. As 

discussed earlier, user can get live streaming without any delay with minimum network 

use. 

1.6 Research Objectives 

In time critical systems, numerous IoT devices, applications and Fog nodes 

continuously interact with each other. These interactions are mostly driven by the 

service exceptions of the users. In most cases user’s location is needed to provide 

services near to the edge. The objective of this thesis is to improve QoS by providing 

an algorithm to access the exact location of the users and reroute the user’s request in 

case fog node is hard to reach. To reduce the burden of Fog head node, user’s 

registration is done with location management. A lightweight framework is designed to 

attain the following objectives: 

 To review state-of-the-art frameworks for accessing fog server’s nodes for IoT 

devices. 

 To identify and analyze the heavy weight aspects of the state-of-the-art 

frameworks for accessing fog server’s nodes for IoT devices. 
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 To propose a framework which employs lightweight procedures and improve 

QoS for accessing fog server’s nodes for IoT devices. 

 To develop a location aware algorithm that enables latency reduction, service 

time reduction and minimal usage of network resources. 

 To reduce resources utilization (RAM and CPU) to make the framework 

lightweight. 

 To validate the significance of the proposed framework by comparing with 

state-of-the-art frameworks. 

1.7 Methodology & Approach 

The procedure of this research work is divided into three steps. 

The initial step is gathering data about existing approaches in the fields of CC, 

FC, and the IoT in combination with QoS provisioning, location management, 

offloading, load balancing, and user management [22, 23]. After this exercise of 

gathering detailed information, extraction and keen analysis is performed to develop a 

theoretical background to design the framework. The data extraction is finished by 

searching for predefined points referenced in 1.2. Further, an investigation of practical 

and non-practical necessities is performed. 

The proposed framework is developed by using CloudSim [24] and iFogSim 

[25] simulator on eclipse. iFogSim is an extension of CloudSim. CloudSim and 

iFogSim are responsible for the simulation and events handling at Cloud and Fog 

devices respectively. The outcome of the system is reviewed repetitively. After the 

implementation is done, an extensive evaluation of the framework must be completed 

to demonstrate the advantages of the applied framework. 
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Figure 1.1: Block diagram of Methodology and Approaches 

1.8 Thesis Contribution  

This thesis advances the state-of-the-art by making the following contributions:  

1. A comprehensive literature review on QoS, Location Awareness, Load 

balancing and resource management approaches in Fog computing environment 

is presented. 

2. A location-aware algorithm is designed over distributed Fog nodes.  

3. A location-aware framework is developed that minimizes the service time, 

network use and latency to provide QoS. 

4. An analytical model is presented that enables the system to verify the 

framework.  

1.9 Thesis Layout  

This thesis includes six chapters, which are organized as follows. 

Chapter 2 comprises of two sections. First section includes the technical background of 

the research. An overview of cloud computing is presented and its limitations are also 

identified. Fog computing is defined in next step and it is also explained that how it 
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addresses the limitations of cloud computing. The characteristics, features and 

architecture of the fog computing is described in detail. The second section presents the 

literature review of the related work. The challenges in FC frameworks in term of load 

balancing and resource management are also identified. 

Chapter 3 proposes a lightweight fog framework, LAFF. It explains the architecture of 

the proposed framework and distinct modules; user management, location management, 

load balancing, service management, cloud agent offloading management. Research 

design and algorithms for LAFF are stated in this chapter. 

Chapter 4 is Evaluation. It reports different implemented configurations to evaluate the 

proposed framework. This section also explains the tools used for testing the proposed 

framework, data set characteristics of data centers and devices. 

Chapter 5 includes Results and Discussion. This chapter elaborates the efficacy of the 

proposed framework by analyzing the experimental results. Results of this work are 

presented and discussed in detail.   

Chapter 6 concludes the whole thesis.  The chapter explains the findings of the research 

work, significance of the proposed solution and suggestions for future research work. 

Table 1.1 depicts the organization of the thesis.  
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Table 1.1: Thesis organization 
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CHAPTER 2 : BACKGROUND AND LITERATURE  

 

BACKGROUND AND LITERATURE REVIEW 

 

2.1 Overview 

This chapter includes the technical background of the study. First, cloud 

computing is discussed in detail and its limitations are highlighted. Fog computing is 

defined in next step and it is also explained how it addresses the limitations of cloud 

computing. The characteristics, features and architecture of the fog computing is also 

explained. The second section of this chapter presents the literature review of the related 

work. This section classifies current fog frameworks on the basis of load balancing and 

resource provisioning. The challenges in FC frameworks in terms of load balancing and 

resource management are identified. The most significant work of related area is 

exhibited and examined in this part. After the related work is presented, a table is 

included which outlined the related work in a brief manner. The significant aspects of 

the diverse research papers are compared at the end of the chapter. 

2.2 Cloud Computing 

CC is an Internet based framework that gives shared resources and data to PCs 

and various devices. It is a model to enable general access to a shared pool of 

configurable resources (e.g., PC 3 frameworks, servers, and applications). Distributed 

computing gives limited resources to customers and various capacities to store and 

process their data in outside server that may be arranged far from the client extending 

from over a city to over the world [26]. Figure 2.1 shows the Cloud Computing 

Paradigm. 
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Figure 2.1: Block diagram of Methodology and Approaches 

CC services give more benefits as compared to a conventional computing 

paradigm. These benefits include reliability, manageability and most importantly low 

cost. It is easier for users to access their data from anywhere by using CC irrespective 

to the location and devices as data is located in cloud data centers [24, 25]. The main 

purpose that all cloud service provider seeks to offer the finest cloud computing services 

against time to make it better by every passing day. CC includes vast number of 

powerful processing nodes linked with one another and to the remainder of the internet 

with high bandwidth networks. However, cloud data centers store cloud resources and 

usually located far from the end users, they are serving. The latency between an end 

user and the nearest accessible cloud server is typically ranged from 20-40 ms over 

wired systems, and up to 150 ms over 4G portable systems [29]. In spite of the fact that 

this is entirely adequate for an extensive range of applications, various latency sensitive 

applications such as augmented reality-based games expect end-to-end latency 

including processing delay and network under 10-20 ms [27, 28]. These restraints make 



12 

 

it difficult to host such latency sensitive applications in the cloud. In another use case, 

the developing number of IoT gadgets create an enormous volume of sensory 

information consistently [32]. Sending all the gathered information to the center, cloud 

utilizes long distance Wide Area Networks (WAN) [33]. An undeniable answer to 

address these issues is to put cloud server nodes extremely near to the users, inside the 

network hops. In FC, computational hubs/nodes are extensively distributed in large 

number of geographical areas so computation capacity is consistently accessible in 

immediate proximity of any end user. 

A hybrid cloud gives access to both people in general and private. A community 

cloud setup is deployed by a community to achieve their objectives. Cloud provides 

services in three fundamental categories: Infrastructure as a Service (IaaS), Platform as 

a Service (PaaS) and Software as a Service (SaaS). Cloud Services Model are shown 

below in Figure 2.2. 

 

Figure 2.2: Cloud services models with respect to layers and resources 

IaaS is a model which co-partners two parties: customer and cloud provider. It 

plans at virtual delivery for cloud resources at the client’s doorstep. Customers can 

control the resources as per their need. The cloud provider extends benefits for 

customers such as storage space, processing, and networks. PaaS enables clients to use 

operating system as a service [28]. The same provision operating system is rented to 

numerous clients. Through SaaS, client can use software on rent/service. 
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2.2.1 Cloud Computing Deployment Model 

The above-mentioned service models are hosted in several different deployment 

models listed below [34]. 

2.2.1.1 Private Cloud 

The private cloud [34] is a technique in which an association/organization uses 

a cloud domain devoted to that association/organization. The organization controls the 

ownership, management and activity of cloud resources independently, by another 

outsider association, or by a blend of these two. The advantage of this model is that the 

information is sent to the private cloud for that specific association/organization, which 

means that the sensitive information is not granted to some other association identified 

within the same environment. The failure of a particular private cloud to secure data 

would be the single reason for the failure of cloud security. Figure 2.3 elaborates the 

concept of private cloud.  

2.2.1.2 Community Cloud 

The community cloud [34] works on a similar thought as the private cloud, 

however, the cloud environment is dedicated to the utilization inside a particular 

community. The ownership, operation and management are the responsibilities of the 

community or organization forming the community cloud. Figure 2.3 elaborates the 

concept of community cloud. 

2.2.1.3 Public Cloud 

In public cloud [34], the cloud environment is not devoted to a specific 

association or organization. It tends to be used by the general populace. The 

proprietorship, set-up and the management, can be dealt with either by the 

administration, government, some other affiliation, or a blend of them. The benefit of 

the public cloud is the open availability to everyone without any limitations to specific 

association/organization. The drawback of this openness is information and 

administration security. Figure 2.3 elaborates the concept of public cloud. 

2.2.1.4 Hybrid Cloud 

The hybrid cloud [34] is a blend of private and public cloud. Some cloud 

resources are operated in private cloud such as management and ownership, while 

others are used through public cloud. For instance, secret information is stored in private 
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cloud and non-critical information is kept in the open cloud. Figure 2.3 elaborates the 

concept of hybrid cloud. 

 

Figure 2.3: Cloud computing deployment models 

2.2.2 Mobile Cloud Computing (MCC) 

MCC has risen up out of the well-explored technologies. Basic idea behind MCC is CC 

environment merged with smart mobile devices. Processing power of the latest mobile 

devices is increasing, but the battery life and capacity of data storage is still not as per 

the requirement. Heavy tasks such as natural [32, 33] language processing and image 

processing need to be processed in cloud. Mobile devices processor waste power by 

neglecting their huge amount of processing power consumption especially at night. The 

theme of MCC is to offload heavy tasks, save storage space and reduce energy 

consumption by forwarding the data to the cloud, powerful IoT devices [34, 35] and 

mobile cloud. Application scenarios of MCC incorporate mobile healthcare 

(maintenance) and mobile commerce. In mobile healthcare services, mobile devices 

gather data and play a vital role to process lifesaving information that needs to be 

handled quickly. In mobile commerce, the new communication patterns and outcomes 

are the most significant prospects [35]. MCC paradigm is elaborated in Figure 2.4. 
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Figure 2.4: Mobile Cloud Computing paradigm 

2.2.3 Limitations of Cloud Computing 

The significant features of CC such as storage capacity, flexibility, and 

scalability have made it a very popular computing paradigm. However, CC does not 

come without its limitations. CC possess powerful data centers connected with high-

speed network. These datacenters are deployed far from the users increasing the service 

delivery time. Following are the issues that limit the performance of some applications 

deployed in the CC environment: 

a) The latency sensitive applications such as augmented reality and video game 

streaming need a maximum end-to-end latency of 20 ms (including network and 

processing delays) [39]. Conversely, in wired networks the latency between end 

users and their closest data centers ranges from 20 to 40 ms and 40 to150 ms in 

4G mobile networks [40, 41]. Such delays minimize the better and efficient 

service provisioning in cloud environment [42].  

b) Every day a large amount of data is generated from enormous number of IoT 

devices [43]. This data is processed and analyzed in cloud data centers. The 

transmission of this vast data in cloud data centers over long distance consumes 

large amount of unnecessary network, energy and resources [44] causing service 

delay.  
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2.3 Fog Computing 

Because of the increased data generating IoT gadgets such as cell phones, 

sensors and wearable, future application are expected to send a huge amount of data 

over the network. The data processing and transmission from the sensors/gadgets to 

reasonable DCs gets challenging. A new paradigm is required to transfer and process 

the upcoming abundant data gathered from geographically dispersed sensors/gadgets. 

FC is the best evolving paradigm to tackle stated issues. FC provides the centralized 

data centers by storing, filtering, preprocessing and caching data at the edge of the 

network. 

FC provides low latency between the end users and their applications by 

reducing the utilization of long-distance network. FC can be used for some other 

purposes too including: content caching [45], computational offloading [46], privacy 

and security [47], service monitoring [48] and service management [49]. FC structure, 

on a very basic level is not quite the same as conventional cloud design: to keep up 

closeness with countless clients, fog resources must be scattered over a huge geological 

region, for example, a city, an area or even a whole country. Different emerging 

applications are presented every year through a hype cycle to analyze the significant 

patterns of these emerging and declining trends throughout the year.  

  The Gartner Hype Cycle [50] is a predictive diagram that demonstrates present 

trending exploration themes and their genuine stage in the research. The yearly hype 

cycle report exhibits a major trend examination [51] indicating the significant patterns 

of the year. In this examination, a decline can be seen in cloud and mobile information, 

however innovations, for example, the mobile Data Centers (DCs), digital working 

conditions and IoT are arranged around the pinnacle of the extended desires. 

Subsequently, FC and mobile data technologies have recently been well-examined and 

have gotten significant place in the market. The declaration coming about in view of 

this super trend examination is that these advancements are right now at the pinnacle of 

desires, where a rational assessment of the complete extent of the theme is challenging. 

This peak is then trailed by a presentation of related difficulties and recent issues to be 

taken care of until first appropriate arrangements are adequately looked into [52]. The 

emerging trends are shown through Gartner Hype Cycle [50] in Figure 2.5. 
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Figure 2.5: Gartner Hype Cycle for emerging technologies 

2.3.1 Fog Computing Architecture 

A distributed fog computing architecture proposed by CISCO is presented 

below. The FC architecture consists of three layers: 

1. User/IoT Layer: The bottommost layer is user/IoT layer, closest to the 

end users and their physical environment. This layer contains IoT 

devices, street cameras, smart vehicles and mobile phones. The data 

collected from these devices is send to the upper layer, the fog layer, for 

further processing and storage. The devices of this layer also receive 

commands from the fog layer as a result to actuate their environment, 

depending upon the applications. These devices generally use available 

access network (i.e. WiFi, LoRa and cellular network) to connect to the 

upper layers.  

2. Fog Layer: The middle layer between users/IoT devices and the cloud 

is the fog layer. A fog infrastructure aims to bring computational, storage 

and networking resources in the immediate proximity of its end users. 

This layer is composed of geographically distributed small groups of 
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servers known as fog nodes. These fog nodes are placed in strategic 

locations such as shopping malls, bus stations, streets, stadiums across a 

potentially large geographical area. Each fog node contains a small 

number of devices such as single-board computers [53], drones [54], 

vehicles [55] with limited computing and storage capacity. These 

devices can be either static or mobile [56, 57]. Fog applications that need 

computing, storage and network resources close to the end users are 

deployed in this layer.  

3. Cloud layer: The top most layer is the cloud layer. This layer contains 

powerful datacenters connected to each other and to the rest of the 

internet with high-speed networks. It contains powerful computing and 

storage capacity to support applications which need extensive 

computational analysis and back-end storage, and deployed far from the 

end users. The basic FC architecture is shown below in Figure 2.6. 

 

Figure 2.6:A distributed Fog Computing architecture 
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2.3.2 Characteristics of Fog Computing 

The main attributes of FC paradigm, facilitating IoT to use its potential, are mentioned 

below: 

2.3.2.1 Real-time Interactions 

FC applications provide the real-time processing instead of batch processing. 

The real time processing means, provide fast services to user/edge devices near to the 

end devices. 

2.3.2.2 Low Latency 

In FC environment, task execution is done at fog cells (fog nodes) near to the 

edge of the network to reduce latency [62, 63]. The Fog play a dynamic role to gather 

and process the data near to the source. 

2.3.2.3 Geographical Distribution 

In FC, services and applications require a widely spread geographical 

distribution. FC plays a major role to provide the high-quality services to mobile 

vehicles through geographically distributed fog nodes by accessing their location at the 

highways/motorways and railways [62, 63]. 

2.3.2.4 Location Awareness 

Due to location awareness of fog nodes services, fog devices store location 

coordinates. These services enable the features of filtering, preprocess and cache 

requested content to reduce the latency and service time of the process [62, 63]. 

2.3.2.5 Mobility 

Along with the high distribution of IoT devices, it is important to consider the 

mobility of the participating end devices.  Moving devices request dynamic 

transformation of the network topology. This can be possible via dynamic hierarchical 

fog architecture that allows to rebuild the topology. Going for a high mobility support, 

the FC architecture enables wireless communication with mobile devices [63]. 
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2.3.2.6 Scalability 

FC is elastic in nature due to its scalability. In FC devices, nodes or clusters can 

be added or removed as per the requirement of the system. The functionality of the FC 

can also be changed on the real time requirement, resources demand, load balancing 

requirement or network condition [62, 63]. 

2.3.2.7 Large-Scale Sensor Networks 

Large-scale sensor networks communicating with fog nodes, is a significant 

scenario of the FC paradigm. These sensors can send task request to fog nodes. In case 

of availability of fog cell resources, the fog process data, otherwise this request is 

forwarded to other nodes for processing [62]. 

2.3.2.8 Device Heterogeneity 

Different types of IoT devices [62] communicate with the network with no 

standardized functionality of communication between different types of IoT devices, 

network and deployment type. In fog architecture many types of requests of the IoT 

devices are handled in fog layer. Fog enables the communication between different 

types of IoT devices and resource virtualization.  

2.3.3 Applications of Fog with the IoT   

FC plays important role in various IoT applications. Below are some IoT 

applications that can benefit from FC.  

2.3.3.1 Smart Traffic Lights  

FC permits traffic signs to open streets by detecting flash lights. It measures the 

speed and the distance of nearby vehicles from the foot-travelers and cyclists. Sensor 

lights turn on when any movement is detected [64]. Smart traffic lights are considered 

as synchronized fog nodes to send alert messages to nearby vehicles. The roadside units, 

smart traffic 3G and WiFi improve connection between fog, vehicles and access points 

[65]. 

2.3.3.2 Healthcare 

FC plays an imperative job in medicinal services. It gives real-time processing 

and responds to critical events in healthcare. [66]. Moreover, a reliable connection is 
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required in healthcare IoTs to store, process and retrieve medical data from cloud. This 

reliable connection is not available in foresaid scenario. Fog also handles network 

connectivity issues and flow of traffic [67].  

2.3.3.3 Smart Home 

The IoT has numerous sensors and gadgets connected in home. However, these 

gadgets have different software and vendors, making it hard to get them cooperate and 

work together. Sometime they need more storage and higher computation. FC well 

tackled these issues. It incorporates every unique type of software and gadgets 

excellently in home applications with adaptable resources [68]. FC has numerous 

advantages for home security applications. It gives unified interface to coordinate with 

all gadgets. Likewise, it gives elastic resources to gadgets to enable real time 

processing, storage, and low latency [68, 69]. 

2.3.3.4 Connected Car 

As indicated by Cisco, autonomous vehicles are considered as a new 

development for vehicles [64]. There are numerous advantageous features which rely 

upon the fog and internet connectivity that can be added to cars, for example, self-

parking, hands free and automatic steering [64]. The prediction for next few years is 

that cars will have the ability to communicate with other cars through internet. FC will 

be the most effective answer to all Internet-associated vehicles, since it gives an 

elevated level of constant collaboration. In addition, it will permit vehicles, access 

points and traffic lights to collaborate with one another to convey a decent help to users 

[65]. With the utilization of the fog rather than the cloud, different mishaps and 

accidents can be avoided as latency is not an issue in FC as compared to CC [70]. 

2.3.3.5 IoT and Cyber–Physical Systems  

The integration of the IoT with fog and cyber–physical systems (CPSs) is 

getting conceivable. The IoT network is able to interconnect devices from all over the 

world through the internet and telecommunication [6]. 

2.3.3.6 Wireless Sensor and Actuator Networks 

Wireless sensors possess the ability to work on low power. Actuators are the 

modules of sensors to check the behavior/environment change. In FC actuators can be 
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used as fog nodes to perform different actions to manage the end devices [8]. Wireless 

sensors consume low processing power, less energy and less bandwidth. 

2.3.3.7 Augmented Reality (AR) 

AR is a new system used to add virtual data to the real world [71]. AR is a 

significant application as computing devices become quicker, more ubiquitous and 

smaller. AR is a latency sensitive application, as a minor delay in the response time can 

affect the user requirement [72]. FC is the major player in the AR domain. It enables 

fog and cloud servers to provide services to real time applications. 

2.3.4 Fog Node 

In FC environment, fog node is the main component. Fog nodes are either virtual 

components or physical components (switches, gateways, servers and routers) that are 

connected to smart end devices and provide resources to these devices. Each fog node 

knows its logical location and geographical distribution in the cluster. In FC 

architecture, fog nodes provide services of data management between the end layer and 

the cloud layer. In FC paradigm, fog nodes act as server or a bridge. This scalability 

may be horizontal with hidden geolocation or mirroring mechanism [73]. 

2.3.4.1 Attributes of Fog Node 

The essential characteristics of fog nodes that facilitate the deployment of FC 

capabilities are mentioned below: 

 Manageability 

Fog nodes are managed and composed by complex systems that can perform 

their operations automatically.  

 Programmability 

  Fog nodes can be programmed at multiple levels by different 

stakeholders. These stakeholders include end users, domain experts, network operators 

and equipment providers.  
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 Heterogeneity 

Fog nodes come in different form factors, and can be deployed in a wide variety 

of environments.   

 Autonomy 

Fog nodes are independent in making local decisions, at the node or cluster-of-

nodes level.  

 Hierarchical clustering 

Fog nodes support hierarchical structures, with different layers providing 

different subsets of service functions while working together as a continuum [73].    

2.4 Fog Computing VS Cloud Computing 

The major differences between FC and CC are:  

1. FC provides services near to the end users. In FC, services are available on the 

edge of the network for example base stations, switches, end user devices and 

access points. FC being at the edge of the network resolve the latency issue of 

the cloud. The characteristics list of FC is discussed in [74-76]. 

2. Fog paradigm is dependent on cloud paradigm and vice versa. Both paradigms 

depend on each other, their deployment and pros/cons are so different [9]. Fog 

paradigm is decentralized and cloud is centralized. 

3. FC deployment is ad-hoc which requires less cost and planning since cloud 

deployment cost is quite higher.  

4. CC latency is much higher than fog.  

5. Maintenance cost of fog is less than cloud maintenance cost.  

6. Each paradigm supports variety of applications; however, fog is more efficient 

for time sensitivity application. Figure 2.7 shows the architectures of both 

paradigms. 
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Figure 2.7: Fog computing vs Cloud Computing architectures 

7. Fog’s geographical coverage and resource management is local but in cloud it 

is global.  

A clear bird view of comparison between cloud and fog is presented in the Table 2.1. 

Table 2.1: Fog Computing vs Cloud Computing 

Domain Cloud Computing Fog Computing 

Network requirement High-speed bandwidth, 

High-speed servers. 

Do not need high speed, any 

device can act as a Fog 

Applications Require special type of 

application and these 

applications mainly suffer 

high latency. 

It can be used in critical 

applications because of very low 

latency. 

Operations/management Require a special team to 

manage and operate in a fully 

controlled environment. 

Operate according to user’s 

requirement in their environment. 

It can be managed by any type of 

company. 

Deployment Require special planning for 

deployment. 

Do not need special planning  

Size High cloud needs a large size 

of network at least thousands 

of servers. 

Size of the network depends on 

user need and even every fog 

node can be a single server. 

Network model Centralized Distributed and scattered in the 

geographical area. 

Location/space Small Scattered in geo-graphical area. 

Scalability Scalable at center Scalable of both center and fog  
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Table 2.2 shows the features of CC and FC. 

Table 2.2: Feature’s comparison matrix of Cloud and Fog Computing 

Features Cloud Computing Fog Computing 

Latency High  Low 

Connectivity Dedicated line Wireless  

Service location In the internet Edge of the network 

Hops between server and 

client 

Multiple One  

attacks on en-route data Higher probability Very low probability  

Location awareness No Yes 

Mobility Limited Fully supported 

Interaction for real-time Supported Very Supported 

Distance between server 

and client 

Numerous Hops One hop 

Service Core architecture provide 

services 

Edge of the network provide the 

services 

Security Undefined Can be defined 

2.5 Quality of Service (QoS) 

QoS improves real-time reactions in time-sensitive tasks. To provide efficient 

services any issues regarding QoS should be handled. The FC paradigm was 

implemented to enhance QoS. QoS provisioning is the ultimate goal in general 

information systems, cloud services and in networking. QoS is defined in several ways 

depending on the perspective. In networking, QoS refers to: “any technology that 

manages data traffic to reduce packet loss, latency and jitter on the network” [9]. In 

general information systems: “QoS is the capacity to prioritize distinct applications, 

customers or information flows or to ensure a certain level of information stream 

efficiency”. In CC, QoS is defined as: “non-functional properties of cloud services, 

which describe how well a service is performed, such as compliance, availability, 

reliability and responsiveness, price, security, latency [77]. The major parameters that 

define QoS include throughput, network use, transit delay, latency, availability, service 

time, priority, energy consumption and jitter. Considering the different definitions 

mentioned above according to multiple perspective, it is concluded that satisfactory 

QoS provisioning is the basic requirement to promote improved services [78]. 
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2.5.1 QoS in Fog Computing 

The main focus of FC is providing satisfactory QoS [79]. It is difficult to 

implement cloud computing QoS in FC paradigm due to some features of FC such as: 

distribution, heterogeneity and mobility. The main reason behind designing FC is to 

serve time critical applications with enhanced QoS. FC environment considers various 

QoS factors to design a successful system. Literature provides us with the following 

QoS factors: throughput, latency, service time, resource utilization, cost, execution 

time, energy consumption, network use, availability, scalability, and security [79-84]: 

• Throughput: The maximum requested service rate that can be processed in 

the system. 

• Latency: The term latency refers to any of several kinds of delays typically 

incurred in the processing of network data. 

• Service time: The duration between the user's request and receiving the 

response. 

• Resource utilization: The maximal utilization of available resources of a 

system. 

• Cost: The amount of cost which a service applicant pays for computation, 

communications, or data storage in a specified period of time. 

• Execution time: The duration in which a program is performed entirely. 

• Energy consumption: The amount of energy consumed by a resource to 

perform a requested service. 

• Network use: The amount of network bandwidth consumed to complete the 

requested task. 

• Availability: The capability of a system to ensure that the requested resources 

with the expected performance are available. 

• Scalability: The proficiency of a system to ensure the performance 

maintenance when system receives increased number of service requests. 

• Security: This feature protects and secure the available data related to FC/CC 

environment.  
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In this research work, the proposed framework considers three factors of QoS 

for efficient service provisioning to the end users. These factors involve: latency, 

network use and service time.  

2.5.1.1 Latency 

 The term latency refers to any of several kinds of delays typically incurred in 

the processing of network data. A low-latency network connection experiences small 

delay times, while a high-latency connection experiences long delay. Besides 

propagation delays, latency may also involve transmission delays (properties of the 

physical medium) and processing delays (such as passing through proxy servers or 

making network hops on the internet) [85]. 

In CC as the data centers are deployed far from the users, it may take large 

amount of time to execute any request. In time sensitive application, CC fails to make 

rapid responses. On the other hand, in FC environment the resources are deployed near 

to the edge of the network facilitating users with efficient services.  

2.5.1.2 Network use 

 The second factor considered in this research for QoS provisioning is network 

use. Network use is referred as the amount of network consumed during processing a 

request. The larger distance between users and end devices increases the number of 

routers/hops which results in higher network use. Hence, real time provisioning of 

services is obstructed and QoS is decreased while leveraging remote fog nodes for the 

out sourced applications. Through the proposed framework the issue of network use is 

tried to resolve to provide satisfactory services.  

2.5.1.3 Service Time 

 The third factor of QoS considered in this work is service time. Service time 

is the duration between user’s request and the response time. By deploying fog head 

node in the fog layer in the proposed LAFF architecture, the framework become able 

to reduce the service time as all the fog nodes are controlled by fog head node. Most 

importantly the proposed LAFF algorithm registers users on fog head and the algorithm 

are fully aware of the user’s exact location. Hence, these significant features of LAFF 

algorithm helps to reduce latency, network use and service time to provide efficient 

and satisfactory QoS to the end uses.  

https://www.lifewire.com/introduction-to-proxy-servers-computer-networking-816448
https://www.lifewire.com/what-are-hops-hop-counts-2625905
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2.6 Literature Review 

In a simplified structure, FC is characterized by a geographically distributed 

computing design, prepared with heterogeneous devices connected at the edge of the 

network. Authors in [86, 87] highlight the advantages gained from FC. An algorithm 

is developed and implemented in [88] which is based on local computing. Through this 

algorithm, workload of cloud and fog processing is reduced. However, the proposed 

algorithm only works with star topology. The authors talk about the terminology and 

current meanings of FC in [68], giving an increasingly conceivable definition of this 

idea. In a simplified structure, FC is characterized as a geographically distributed 

computing design, prepared with heterogeneous connected devices at the edge of the 

network. The advantages gained from FC are highlighted in [86, 87, 89, 90]. A 

lightweight fog-based framework is designed in [91] which highlights high 

productivity and constant strange data separating calculations. The Fog approach is 

suggested as an appropriate structure for IoT applications in [92] and proposes+ a 

Distributed Data Flow Programming Model as an explanation behind Fog based IoT 

applications. They analyze the middle requirements that Fog-based IoT applications 

need to meet and recognize different issues with existing approaches to manage Fog 

based application development. The limitation of this work is that they only focused 

on the fog stratum and addressed offloading and load redistribution. Two load 

balancing algorithms (task distributing and task grasping) are developed in [93-99] for 

large scale FC. Through this structure, load balancing overhead is reduced when the 

scale of fog is increased to get benefits of centralized and decentralized computing. IoT 

are scattered on geographical locations. The geographical positions of the sensor nodes 

may lead unbalanced loading of the fog. Load balancing is also a serious concern of 

fog because load disturbs services efficiency and latency. To resolve this issue, the 

proposed framework enables the load balancing feature among the fog nodes through 

a fog head concept, which increase the energy efficiency of the fog and reduce the 

latency.  

The work done in [94] propose another Fog-2-Fog (F2F) coordinated effort 

model that presents offloading approach among fog nodes, as per their load and 

handling capacities, through a new load balancing known as (FRMS) Fog Resource 

Management Scheme. However, throughput and delay has not been evaluated. The 

idea of resource allocation in a fog environment is proposed in [95]. Authors present 
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three tier architecture including, the user, cloud and fog layer that distribute the load 

between the cloud and fog nodes. Researchers also check whether required processing 

is available on the fog node, to allocate some tasks for execution or to postpone these 

tasks for time being. This work handles the challenges of heterogeneity but neither 

association nor scalability challenges are addressed. An integration of fog to cloud 

approach for job placement and movement is suggested in [96]. Although this work is 

promising but authors ignore the need for required memory for storing states when 

considering cloud-edge infrastructure even being a constraint of the devices. Authors 

in [97] solve the problem of load balancing in fog network through distributed 

technique by assigning IoT devices to appropriate fog nodes to reduce latency of all 

data flow. In this technique fog nodes broadcast periodically the computing and traffic 

load. The drawback of this research is that it introduces excessive exchange of control 

messages and computational load in the network A framework is designed in [98] for 

adding FC in medical field, with addition to scheme for resource management, jointly 

considering fog association, placement of VM and task distribution. 

Authors purpose in [99] an algorithm for workload placement in tier edge cloud 

network to improve the response time of all tasks. The algorithm allots computing 

resources between different tiers of fog nodes for completing assigned task.  The work 

done in [100] presents the idea of distributing workload of a fog server receiving a high 

traffic coming from IoT. Load balancing is implemented in fog layer through 

virtualization technique. Proposed IoT based Fog-To-Cloud and Data-in-Motion with 

load balancing (IoT-F2CDM-LB) architecture, for traffic distribution between virtual 

servers. However, authors divide the QoS level and use protocol as per QoS level 

requirement and this process increase the burden on system. To propose an ideal 

workload distribution framework in [101], a queuing theory is used to decrease delay 

and energy consumption. The proposed solution of this work divides a problem into 

three sub problems hence increasing the burden on the system. Authors propose a Real 

Time Efficient Scheduling (RTES) algorithm for load balancing in FC environment in 

[102]. The RTES’s objective is to balance the load through available bandwidth, to 

execute tasks before deadline and reply the user with minimum time using by the fog 

layer dividing the data into multiple layers. These multiple copies of the data are a 

burden on network/memory. 
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A QoS based optimized load balancing algorithm for task scheduling is 

proposed in [103]. The tasks priority is evaluated on the basis of completion time and 

then the tasks are scheduled onto a resource. These resources complete tasks according 

to their priority. A novel optimized load balancing approach is introduced in [104]. This 

approach uses Particle Swarm Optimization method to transfer tasks from an over 

loaded VM to less loaded VM to balance the system load. However, the priority 

algorithm consumes more energy of the system. The work done in [105] focuses on the 

shortcomings of the existing cloud-based load balancing methods. These methods lack 

in terms of load prediction and system hierarchy hence cannot be implemented to P2P 

and dynamic approaches of FC. The dynamic FC load balancing optimization approach 

distributes tasks among the VMs according to the resource requirements. The resource 

requirements of the tasks are done through clustering and graph partitioning.  

The Software Defined Cloud/Fog Networking (SDCFN) framework is designed 

for the Internet of Vehicles (IoV) in [106]. The framework helps to gather information 

for load balancing by allowing central control for communication between vehicles. To 

reduce latency and QoS provisioning the study [107] implemented Particle Swarm 

Optimization Constrained Optimization (PSOCO) for load balancing. This work 

provides less scalability. CooLoad approach presented in [108] is a cooperative load 

balancing approach for fog data centers reduce service delay time. A buffer is allotted 

to each fog data center to receive client’s requests. A certain threshold is set for each 

buffer when the received requests reach above this threshold, the requests are 

transferred to the adjacent fog data centers for load balancing. This system is based on 

the assumption that for better load balancing the data centers are connected to a high-

speed bandwidth. A dynamic load balancing algorithm for edge data centers is 

developed in [109] by using authentication method. By adopting authentication method, 

the load balancing algorithm finds authenticated data centers. Through Breadth First 

Search (BFS) technique, tasks are assigned to less loaded data centers. Data centers and 

their maximum capacity is estimated by the current load on the data centers. Finding 

the less loaded fog node is also a burden of the system. IoT resource provisioning issue 

is discussed in [72] and a solution is proposed to overcome this problem. The model 

aims to boost Fog resources and the minimization of system delay. The work in [72] is 

extended in [95] where QoS measurements and the deadlines for the provisioning of 

each kind of resources is considered. Other researches [110, 111] proposed that a task 
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will execute either on fog layer or cloud layer. To reduce the over usage of fog 

resources, the history of previous arrival of requests is considered [110]. A FC 

framework collaborated with M2M communication protocol is proposed in [112]. The 

framework ensures QoS provisioning by transferring data with low latency and network 

use. In [113] authors proposed an algorithm with theoretical foundations for cost aware 

dynamic service provisioning and storage on clouds. However, this work does not 

consider the QoS and latency issues.  Due to the limited resources, it is very difficult 

for cloud providers to provide all the requested resources from the cloud provider’s 

perspectives cloud resources must be allocated in a fair and efficient manner.  To 

guarantee QoS, resource management is used. In this study resource management is not 

the main theme but used to facilitate registered/unregistered users. 

Fog model presented in [114] enables the resource and cloud to be used as edge 

resources. Fog Model brings the computing resources closer [67, 115] to the sensors 

and users. In [116] authors purpose an architecture based on Kubernetes for resource 

management to reduce latency. In [72] Fog-based framework is developed. The 

methodology used in this work concentrated on actualizing a Software Defined 

Resource Management layer at the Fog layer to serve IoT demands. Moreover, a 

resource provisioning module is incorporated which is in charge of serving choices 

dependent on measurements collected by a checking module. In [117], IoT resource 

provisioning issue has been discussed and proposed a solution to overcome this 

problem. The model measured the boost of Fog resources and the minimization of 

general system delay.  

A resource scheduling method dependent on demand forecasts is presented in 

[118]. The theme of this work is to assign resources dependent on clients' interest 

changes by utilizing cost capacities, various kinds of services and valuing models for 

new and existing clients. The model accomplishes a reasonable exhibition by 

reallocating resources dependent on client conduct and prediction of utilization. In 

[119] a streamlining definition for the service arrangement of IoT applications in Fog 

environment is proposed and actualized as a model called Fog-Torch. Their work 

concentrated on hardware and software requests as well as on QoS requirement, such 

as bandwidth and network latency. Authors propose a latency aware application module 

for FC that fulfill the requirements of service delivery latency in [120]. It also considers 

the amount of data signals that are processed in per unit time for different applications. 
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The aim of this work is to ensure QoS provisioning to meet service delivery deadline 

by optimizing resources.  

An algorithm for task management in fog infrastructure is designed in [121]. 

Their aim is to focus on task scheduling at the Fog layer while minimizing response 

time dependent on resource requested by these assignments. However, explicit QoS 

prerequisites are not considered in their methodology. In [122], service provisioning 

approach for integrated fog cloud designs has been planned. Their model highlights the 

minimization of network latency while ensuring legitimate service activity. A structure 

for WSANs applications is suggested in [123]. According to the proposed structure, 

gateways work as fog nodes. IoT layer consist of user’s/IoT devices. In proposed 

structure, fog layer comprises of two layers. First layer is called master layer and the 

second layer is known as slave layer. Slave layer has micro servers and traditional 

gateways which work as fog nodes. Data flow and resource management are the 

responsibilities of the modules of this layer. The master layer has smarter and power 

full gateways acting as fog nodes. This layer incorporates with the modules to control 

functionalities. For the cloud layer, the authors did not elaborate the modules it includes. 

The work done in [124] discusses the issue of compute resource sharing among 

the fog nodes to execute computational requests, while they especially focus around 

fog-enabled little cells in cellular systems. The authors target the shaping clusters of 

small cells, where each cluster represents a collection of little cells that offer resources 

for offloading mobile devices from their remaining workload. The goal of all this 

mechanism is to reduce cost of the power consumption. With that in mind, they plan 

their problems as an optimization issue. The aim of this work is to reduce latency for 

each user through clusters shaping, allocation communication and computational 

resources. By validating their work with other author’s methodologies, the author 

demonstrate that their work can fulfil a higher level of client requests. Authors in [125] 

handles a similar issue focusing on mobile fog framework. They target CPU 

enhancement, data transfer capacity, and capacity sharing to process requests. Because 

of the heterogeneity of these resources, they map them into time resources to evaluate 

them in a similar unit. They independently study the two issues: Maximizing the total 

and expanding the result of utility capacities. They tackle their issues by utilizing 

convex optimization. The assessment of their methodology over three hubs with 
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genuine estimations demonstrates that it permits lessening administration dormancy 

and prompts high-vitality proficiency to provide heterogeneity and the QoS. 

Authors in [126] propose an architecture compromises of four layers. These 

layers include cloud and the IoT/user layers. Authors proposed forth layer for the 

IoT/user in the architecture. The fourth Layer has many sensor devices, the aim of these 

sensor devices is to forward the sensed raw data to the fog layer. Authors proposed 

second and third layer as fog layers in which many high performance and low power 

edge nodes are the part of the fog layer. Sensor nodes group act as an edge node. The 

components of this layer are responsible to perform analysis on the data within a time 

frame. A large number of intermediate computing nodes represent as a second layer. 

Every node of the second layer is connected to a group of edge nodes in third layer. The 

components included in this layer make quick response to control the infrastructure if 

any dangerous event is deducted. Second and third layer analyze data and send report 

to the cloud layer. First layer represents the cloud layer. Prediction and natural disaster 

detection are very high computing task which are performed at first layer. Performance 

results and real time interaction compared with cloud along with the proposed 

prototype. Power consumption and transmission bandwidth is reduced 0.02% during 

data transfer on the cloud.  

A system named “DRAM” is proposed in [127] for resource allocation in FC to 

avoid both too low and too high loads. To achieve load balance, a fog resource 

allocation method is adopted to allocate resources dynamically. A fog-based resource 

framework is designed in [128]. This approach gives rights to users to select the 

resources independently and also consider cost and time to complete the tasks. In [129], 

a framework named FOGPLAN for QoS-aware Dynamic Fog Service Provisioning 

(QDFSP) is introduced. In order to meet low latency and QoS requirements of 

applications, QDFSP dynamically deploys application services on fog nodes, or the 

release of application services that have previously been deployed on fog nodes. 

However, different characteristics of wireless and wired fog nodes are not considered. 

Also, the framework is neither location aware nor fulfil the real-time requirements of 

IoT tasks. Authors in [130] designed a fog-based lightweight system to develop cloud 

gaming with high QoS. This system uses a three-layer model, including cloud, fog, and 

devices (e.g., desktops/smartphone players). A set of super nodes is considered, which 
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is near to end users and is connected to the cloud.  The QoS requirements are achieved 

through reducing latency and bandwidth consumption.  

A service management technique is introduced in [131] as iHome for smart 

homes in the cloud. The work proposed a Service Oriented Architecture (SOA) to 

monitor home applications with real time responses. The performance of services in 

terms of CPU and RAM in iHome is evaluated.  The results show that the real time 

responses can be returned under heavy burden of loading. The proposed system is 

tested under a limited number of physical appliances in a modular approach. However, 

many other important influential factors like cost, and energy consumption are not 

addressed. Also, the system does not consider the user management and network 

conditions. The proposed framework FATEH in [132] uses a three-layered architecture 

to improve QoS parameters. The first layer contains IoT devices and an agent node to 

collect data, the gathered data is then submitted to the next layer. The third layer 

consists of fog manager to efficiently process the request on smart fog nodes. The 

processing and storage of sensitive data is done at the third layer. The data coming 

from the fog manager is also processed at third layer. The drawback of this system is 

that, it does not take into account the network conditions and user management.  

An algorithm for task management in fog infrastructure is proposed in [133] 

aiming to focus on task scheduling at the fog layer while minimizing response time 

dependent on resources requested by these tasks. In any case, explicit QoS 

prerequisites are considered in their methodology. In [134], authors target the shaping 

clusters of small cells, where each cluster represents a collection of little cells that offer 

resources for offloading mobile devices from their remaining workload. The aim of 

this work is to reduce latency for each user through clusters shaping, bandwidth 

allocation and computational resources.  

Location based services (LBS) [135] become increasingly popular in recent years due 

to recent advancements in mobile computing. LBS refers to service provisioning 

through location-based information of users such as the geographic position. An 

analytical framework to balance latency and reliability by using optimal location of the 

virtual controller is proposed in [136]. In [137] authors propose a fog based ERDMS, a 

delay aware accident management system. The idea behind this system is to reduce the 

response and rescue time. To detect an accident, built-in sensors of the smartphones are 
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used. The use of built-in sensors also reduces the overall cost of the system. The 

information about the location of the accident is collected through GPS and sent to 

nearest fog nodes to find a nearby hospital to provide immediate assistance to the 

victims.  In [138] authors propose a solution to provide the facility to choose and 

instantiate the services. The proposal does not consider the node location and localized 

demands. In [91], authors propose a new layer, the Fog layer (computing) of resources 

which is closer to the edge of the network to provide location awareness.  

In [139], web site performance optimization is automated by fogging at the 

edge servers. This idea explains the significance of edge location by giving dynamic 

and customizable optimization dependent on local network and the conditions of user’s 

devices. WiCloud [140] is developed as mobile edge computing platform with 

OpenStack to improve location-awareness and to manage inter mobile-edge 

communication and data acquisition for an innovative service. Providing an acceptable 

level of QoS is an important issue in FC [141]. To design an efficient Fog-based 

system, various QoS factors are considered. Extracting from literature, eleven factors 

of QoS are defined i.e., latency, security, service time, availability, cost, energy 

consumption, resource utilization, reliability, execution time, deadline and scalability 

[142]. Moreover, latency is investigated as one of the important factors of QoS. A 

framework is required to ensure QoS provisioning without burdening a single resource 

and provide services near to the edge focusing above mentioned performance metrics. 

This framework needs to be more useful to reduce latency, service time and network 

use through user and location management by considering the network conditions. A 

lightweight LAFF is devised through this study to solve the foresaid issue. 

LAFF has taken into account various IoT data requirements (Multi Media Data, 

Textual Data). Major emphases of the proposed framework is given to location 

awareness and knows the exact location of the users/ actuators. LAFF registers users 

on fog heads and employs K* heuristic algorithm [143, 144] to find the shortest path 

between users and fog nodes. Moreover, the algorithm also takes decision about fog 

head selection considering the requested data type.  

The proposed work is compared with IFAM (Intelligent FC Analytical Model) [20] 

and TPFC (Task Placement on FC) [21]. In [20] an analytical model and reinforcement 

learning algorithm in an FC environment is introduced. This model aims to reduce 
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latency among healthcare IoT, cloud servers and end-users. This study proposes a 

novel multitier fog processing system that provides IoT services. However, in this work 

the author did not consider user’s location, and network condition. The other drawback 

of this research is that user’s request for normal data is transferred to cloud to respond. 

The LAFF is better in terms that it considers user’s location and network conditions. 

The framework also transfers both type of data, MMD and TD to fog to fulfill user’s 

request. In [21] a context aware information-based approach ideally uses virtual 

resources accessible on the system edges to improve the presentation of IoT benefits 

in terms of response time, cost and energy decrease. The approach utilizes context-

aware information including network conditions, location of IoT devices and service 

type to provide resources to IoT applications. However, the increase in the number of 

fog nodes and services cause exponential increase in time for problem solving. 

Relevant significant research work comparison is given below in Table 2.3. 

Table 2.3: Comparison of the related work. 
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on of 
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discussed. 

 IoT in 

FC 

2.7 Summary 

In this section the analysis of the literature review is presented. Firstly, the 

related literature is reviewed regarding IoT, Load balancing, resource allocation, 

latency, network use and QoS. IoT is still in its evolution phase, and correspondingly 

several architectures are addressed in the literature. By reviewing the available related 

work, it is found that, to improve the QoS for users in terms of reduced latency, network 

use and service time, there is a need to develop a lightweight fog-based framework. In 

second part of literature, load balancing of fog is explored and concluded that load 

balancing optimizes the use of resources available, maximize throughput, minimize 

response time, and avoid overload of any single resource. Instead of using a single 

component, load balancing takes advantage of multiple resources. From the third part 

of the literature, it is concluded that QoS can be improved through the efficient 

management of the resources. The gaps identified through the literature are: resources 

management does not consider location of the user and requested data type, the second 

gap is, if any service providing node become hard to reach due to any abnormality, the 

service delay would increase.  

It is the need of hour to design and develop lightweight framework in fog 

environment to provide QoS through location management. The literature review, here, 

provides us the ground for planning further research to explore QoS provisioning 

methodologies.  
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CHAPTER 3 : LIGHTWEIGHT LOCATION AWARE 

FOG FRAMEWORK (LAFF) 

LIGHTWEIGHT LOCATION AWARE FOG 

FRAMEWORK (LAFF) 

 

3.1 Overview 

In this chapter the lightweight LAFF is explained that empowers the capabilities 

of FC. Required features, physical topology of the simulation, architecture of the 

framework, physical and logical components are described in detail. The architecture 

of proposed Lightweight LAFF is elaborated. Characteristics, components and features 

of the framework are also discussed. The working of the proposed framework is 

described stepwise. The analytical model of the lightweight LAFF is discussed with 

mathematical equations. The proposed algorithm and its flow diagram are also 

presented.  

3.2 Location Aware Fog Framework (LAFF) 

The main focus of this research is to develop a lightweight fog-based framework 

which aims to provide better QoS to users in terms of reduced latency, network use and 

service time. The proposed framework’s goals can be achieved through the user and 

location management. LAFF provides reliability, availability and extensibility. The 

traditional fog architecture is used in this framework by modifying the architecture 

through adding some modules according to the requirement of proposed LAFF. A fog 

head is added to the fog layer along with a dynamic algorithm for user registration and 

location management. 

3.2.1 Characteristics of Lightweight LAFF 

The lightweight LAFF possess the following characteristics: 

 The framework employs the concept of fog head node that keeps track of other 

fog nodes in terms of user registration.  



43 

 

 The fog head node responds to the users by considering the requested data type 

MMD or TD. Fog head node assigns a dedicated fog node to the user to 

accomplish the request   

 The framework is location aware with addition of load balancing, cloud agent, 

service management, offloading management and K* algorithm modules.  

 Fog head helps to reduce service time to fulfil user’s request by communicating 

to the fog nodes.  

 The proposed lightweight LAFF persistently satisfies QoS by providing an 

accurate location aware algorithm.  

 A comparative analysis is also presented to analyse network usage, service time, 

latency, RAM and CPU utilization to prove that LAFF is a lightweight 

framework. 

3.3 Architecture of LAFF 

The traditional three-layered fog architecture is the base to develop the 

lightweight LAFF.  The top layer of lightweight LAFF is CC layer which coordinates 

with lower layers for data collection and storage for future use. Cloud layer can be used 

for data processing and storage for a large amount of the data for longer duration. In 

terms of failure of the fog head, cloud provide services to end devices or users.  

The intermediate layer of the framework is fog layer. FC is ultimately the addition or 

extension of CC in terms of architecture. It covers the certain issues like high latency, 

network usage, resource management and centralization issues of cloud. A fog head is 

added in the fog layer to make the system lightweight. When a central fog node (fog 

head node) receives a request from the user, the fog head takes decision on the basis of 

data type and services module of the fog as defined in LAFF algorithm. In the 

lightweight LAFF framework fog nodes communicate with each other through central 

fog node (Fog head). Fog heads are spread over the globe and managed by the proxy 

server (Location management).  The LAFF architecture is presented in Figure 3.1. 
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Figure 3.1: Architecture of LAFF 

3.3.1 Components of LAFF Architecture 

The following section explains the components of the architecture of 

lightweight LAFF framework: 

3.3.1.1 Cloud Layer 

The top layer of lightweight LAFF is cloud layer which coordinates with lower 

layers for data collection and storage for future use. Cloud layer is used to process and 

store large amount of the data for longer duration. If the fog head fails to provide 

services to the users, then cloud facilitates the users. Cloud layer component is: 

Cloud: Cloud is placed at higher layer of the lightweight LAFF. Cloud facilitates the 

fog layer in terms of storing data for later use and higher processing when needed. Cloud 

layer plays a supervisory role to handle communication, processing and storing large 

amount of the data for longer duration. Cloud servers are independent units act as the 
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centralized hosts and possess all necessary software they need to run. Cloud storage has 

many distributed resources acting as one unit. This distribution of data makes the cloud 

very fault tolerant. In this work cloud is connected to the fog head to communicate with 

all fog nodes through cloud agent. 

3.3.1.2 Fog Layer 

Fog layer is the middle layer of the lightweight LAFF which aims to provide the 

processing facility of the data near to the edge. The following sections explain the 

modules of the fog layer: 

Fog head: Fog heads are fixed and predetermined physically with respect to 

geographical region and have lager hardware resources. Fog head is deployed between 

the fog nodes and the cloud and is responsible to communicate with cloud and all fog 

nodes. Fog head works according to the devised algorithm to access user’s location 

and to identify requested data type. Users are registered at fog head. Fog head knows 

the exact location of all fog nodes. Tasks are assigned to the nodes considering 

requested data type. Fog head is also responsible to manage and maintain the 

information on hardware level. Fog head nodes have the following helping modules 

and the proposed algorithm calls these modules as per their requirement.  

User Management Module: Registration or management of users and storing their 

details for future use is the responsibility of the user management module.  The 

registered users are stored in Hashmap against specific identifiers for fast-track 

communication. The advantage of using Hashmap is that it is not synchronized, hence, 

saves additional usage of network and service time. The user management module 

communicates with the location management module to update/get user’s location to 

provide services. 

Location Management Module: Location management module manages the location 

of the users. The location is configured with coordinates. The x and y are range 

coordinate variables that are used for finding the shortest path in K* search [143]. The 

coordinates from 10 to 50 identify the location of existing users while other coordinates 

(coord1, coord2) contain new users and n represents the coordinate value range. The 

mathematical representation of Geo function is described below in equation (3.1): 

 

∀ 𝑥 ∪ 𝑦∃ 𝐺𝑒𝑜(𝑐𝑜𝑜𝑟𝑑1, 𝑐𝑜𝑜𝑟𝑑2) ∆ 𝑐𝑜𝑜𝑟𝑑𝜃 < 𝑛 ∩  𝑐𝑜𝑜𝑟𝑑𝜃 > 𝑛  (3.1)     

𝒘𝒉𝒆𝒓𝒆 10 ≤ 𝑛 ≤ 50                                    
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On each request of the user, the location management module is accessed to 

match/update the location management table. 

Service Management Module: Service Management Module (SMM) provides 

services to the fog layer. SMM registers services and coordinates with fog nodes to 

provide services to users. It manages the fog nodes services delivery assurance. SMM 

monitors all the resources of the nodes and fog head. 

Offloading Management Module: Offloading management module offloads the task 

from a fog node and assign to other nodes to provide dedicated services to assure QoS. 

Through this module, the framework enables to offload the task from a fog node and 

dedicate to the user. 

Cloud Agent Module: Cloud agent module facilitates the fog head and cloud to 

communicate with each other for storing and updating data on the cloud. Cloud agent 

module works as a broker between the fog layer and the cloud layer. 

Fog Nodes: Fog nodes work as a server of the geographic area in which the fog node 

is deployed. Fog nodes process data near to the edge to reduce the burden of the cloud. 

Through the fog nodes, the lightweight LAFF provides better QoS by reducing latency 

and service time to accomplish the request.  

K* Algorithm Module: Through the proposed algorithm user’s location is accessed 

and nearest fog node is assigned to the user to fulfill the request. If this nearest fog 

node is hard to reach due to any abnormality, the LAFF algorithm uses a heuristic 

search algorithm k* [120], which is used to find shortest path between users and fog 

node. The vertices in this case, are added between registered and un-registered users. 

The advantage of using K* algorithm is that it only uses executed portion of the graph. 

It reduces the network usage by only working on a required portion instead of 

communicating to whole weighted graph. The complexity of K* algorithm is O (nlogn 

+ ru + uu) where n is the number of vertices.  In [143] the author used the same k* 

algorithm to find shortest path between source and destination.  

3.3.1.3 User/IoT Layer 

The bottom layer of the lightweight LAFF is user layer in which all sensor nodes 

and users exist. Users interact with the upper layers to get response for their request. 

Sensor/IoT nodes also communicate with the upper layers for reducing the latency and 

increasing the life of the sensor’s nodes. All the data is generated at this layer from an 

enormous number of IoT devices and transferred to the upper layers for further 
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processing and storage. The simulation has fractional selectivity model adds mobility 

of the IoT nodes and make themselves dynamic on IoT layer. 

3.3.2 Physical Topology 

The physical topology shows the pattern of nodes and devices in the network. 

Physical entities are created, and their competence, capability, and configurations are 

specified. These entities include sensors, actuators and gateways. The links between 

these entities and their configurations are also established. Physical network topology 

is important to understand the pattern of the network, how various network devices are 

organized, and how they communicate with each other. These configurations and 

capacity determine the load a network can tolerate and the amount of data it can transfer. 

In Figure 3.2 the physical topology of the setup is described.  

 

Figure 3.2: Physical topology of simulation setup 
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Components of the proposed system are as follow: 

3.3.3 Physical Components 

Physical components of the lightweight LAFF include Cloud /Fog devices (Fog 

nodes). The Fog devices coordinate in hierarchical order. The bottom level fog nodes 

are directly linked with associated actuators or sensors. Fog devices offer networks, 

computational resources and memory in CC, and play the role of datacenters. The 

sensors in iFogSim generates tuples that are referred as tasks in CC. 

3.3.3.1 Cloud Server 

Cloud servers are the centralized hosts while fog devices are the geographically 

distributed hosts. Cloud servers have all the required software to run and can act as 

independent units. Cloud server plays a supervisory role to handle communication and 

data storage. Cloud storage have many scattered resources functioning as one unit. This 

distribution of data makes the cloud very fault tolerant. In this work cloud connects to 

fog head to communicate with all fog nodes.  

3.3.3.2 Fog Devices/Nodes 

Fog nodes are mini cloud, situated at the edge of the network. These fog nodes 

are implemented through a variety of edge devices, interconnected by a variety, mostly 

wireless communication technologies. Thus, a fog node is an infrastructure 

implementing the said mini-cloud. As latency is minimized with location management 

so that the hosts must be distributed geographically over the globe near the sensor 

devices or users.  

3.3.3.3 Sensors 

Sensors are charged coupled devices and paired metal-oxide semiconductor 

imagers, used for light data transmission. The sensors used for heavy (video) data 

transfer, include passive infrared, ultrasonic and microwave sensor. 

3.3.3.4 Actuators 

An actuator is a device that transforms an electrical signal to a physical output. 

Actuators are used as displays the output. These can be the screens or areas where 

sensors are attached. 
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3.3.3.5 Gateways 

Gateways are those devices in the network that connect sensors with nearest 

hosts/Fog nodes. These gateways are sits between IoT devices, sensors, Fog Nodes and 

Cloud. Gateways performs several critical functions from translating protocols to 

encrypting, processing, managing and filtering data. 

3.3.3.6 Physical Links 

The physical links contain the data speed for up and down transfer between IoT 

devices, sensors, fog nodes and cloud. The links are the connection between the 

communications devices to transfer the data.  

3.3.4 Logical Components  

The logical components of the system are responsible for the state of the art 

simulation. The described gears are module driven components. There are two logical 

components of iFogSim; Application modules (AppModules) and Application edges 

(AppEdges). List of logical components is given below: 

3.3.4.1 Fog Controller 

Fog controller class is a storage device that automatically transfer data from one 

premises storage to fog storage. Fog controller class control the all activities during the 

data transfer to fog storage. 

3.3.4.2 Cloud Controller 

A cloud controller class refers to a storage appliance that automatically moves 

data from one premises storage to cloud storage. Cloud controller class control the all 

activities during the data transfer to cloud storage. 

3.3.4.3 Module Placements 

Module placement class is a strategy or a program consists of interconnected 

modules. These modules run on fog data centers close to the devices to reduce the 

response time. It also helps to prevent excessive and, in some scenarios, unnecessary 

data transfers to the cloud.  
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3.3.4.4 Module Allocation Policy 

Module Allocation policy class aims to ensure applications QoS to satisfy 

service delivery deadline and improve resource usage in fog environment. Through this 

class it is ensured for the deadline to meet for provisioning of QoS to the users. 

3.3.4.5 Topology Creator 

Topology creator class is the graphical/coding feature of iFogSim for creating 

the topology simulation. Through this class all topology in the simulations is created 

and managed in iFogSim. 

3.3.4.6 App Module 

App Module classes are a collection of inter-dependent AppModules and 

support the idea of distributed application. These types of classes are coordinate each 

other to run the functionality of the classes.  

3.3.4.7 IoT-Cloud 

IoT-Cloud class plays a supervisory role to manage the Fog and lower layer. 

IoT Cloud provides the facility of a data center to fog head/Fog nodes. The fog 

node/head communicate the IoT-Cloud layer for data storage permanently.  

3.3.4.8 Fog Broker 

Fog broker is a unit that manages the performance, delivery of fog services, use 

and relationship between fog providers and fog consumers. Fog broker class work as a 

bridge between the fog providers and fog consumers to ensure the performance and 

delivery of all type of services. 

3.3.4.9 Datacenter 

Fog provides the facility to store and process the data between the Cloud and 

the data producer. This facility is provided through the datacenter class. This class exist 

in the middle layer of the framework. 
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3.3.4.10 Network Topology 

Network topology class provide the facility to manage the topology in the 

simulation environment by providing the connection and all other configurations. These 

classes can be found in Project files. 

3.4 Working of LAFF 

In the proposed LAFF, location awareness under fog computing umbrella, is 

introduced to reduce latency, service time and network usage along with minimal 

resources utilization. LAFF employs a location-aware algorithm that has ability to 

trace user’s exact location through Fog head. Fog head is the controller of data centers 

of all fog nodes. The idea of Fog head is used in Fog computing technology [156]. The 

Fog head node is not only limited to search for current nodes but also for new nodes 

(Fhead → FMMD + FTD
 + Fothers). Fhead represents fog head node, FMMD refers to Fog 

Multi- Media-Data node, FTD is fog Textual-Data node and Fothers are nth new fog 

nodes. The search radius of Fog head (Fhead) is extended to nth new nodes as the 

framework is developed by keeping the idea of scalability as well. After accessing the 

user’s exact location fog head dedicates a nearest fog node in response to the user’s 

request considering requested data type. If any nearest fog node is hard to reach then 

the k* algorithm is used to find the shortest path from user/actuator to fog node by 

estimating the coordinates [143, 144]. This dedicated node serves the user without any 

interruption. This framework also registers users (user management) and determines 

the requested data type. TD requests include text-based information or images etc (fog-

TD servers handle these data types). MMD requests include videos and movies etc 

(fog-MMD servers handle these data types). The lightweight LAFF reduces latency 

Lld, service time ƒ and network use únw. 

3.5 Features of LAFF 

To minimize the service delay, fog head communicates to fog nodes and 

queries are processed on a short distance in this way service latency is minimized. 

If queries are not communicated through fog nodes and transferred to the upper 

layer like fog head and cloud, then the service delays are at a larger value. The 

latency Lld is calculated by dividing available time Tavailable with total time Ttotal 
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under product of 100.The equation (3.2) represents the formula for calculating 

latency.  

Lld= Tavailable  / Ttotal * 100 (milliseconds)                                     (3.2)    

 

IoT service delay-minimizing policy: Policy adopted in this regard is to 

implement a minimum delay tolerance system. The values are considered to be very 

low as compared to other systems' latency.  Latency, network use and service time 

is reduced by using equation (3.1).  

If a fog node is hard to reach, the LAFF uses k* algorithm to find shortest path 

between users and the IoT devices. The path is selected from a pool of fog nodes 

(F1—Fn) to have idle space for processing in order to provide better QoS.  The list 

of fog nodes F= {F1, F2, F3... Fn} and users U= {U1, U2, U3... Un} having tasks T for 

updating the Cloud C is represented by the equation (3.3).  

𝑈𝑛 ∏ (𝐹𝑛, 𝑇)  →  𝐶               (3.3) 

Equation (3) represents the n array product from completion of task to update the 

Cloud. 

The remaining components of the proposed paradigm are mathematically 

defined in analytical model. In the Analytical Model, the mapping between the 

components of different layers is discussed. In the simulation, the analytical model is 

implemented in iFogSim. 

3.6 Analytical Model 

A set (S) Tiot for all sensors S {S1, S2, S3...Sn} and actuators A {A1, A2, A3... An} 

under a tuples load α with transmission time Ľ is defined. Events E {E1, E2, E3… En} 

happen at sensors {S} where n is the nth mapped sensor to an event E. Equation (3.4) 

and equation (3.5) represents the events that happened at fog ℉  and cloud ℃ through 

sensors. 

℉: 𝑻𝒊𝒐𝒕{𝑺𝒏, 𝑬𝒏} ∗ 𝜶 → 𝑨𝒏               (3.4) 

℃ ⊮ 𝑮: 𝑻𝒊𝒐𝒕{𝑺𝒏, 𝑬𝒏} ∗ 𝜶 → 𝑨𝒏              (3.5) 

 
The increase in the number of hops increase the latency, network usage and 

service time. The mapping of a sensor to a fog node is described in equation (3.6) that 
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expresses the relationship between transmissions. Here 𝒊 is IoT device number, 𝒋 

represents the column of devices where IoT device are mapped and M is mapping. L 

is load (MMD or TD load), S is sensors and F is fog node.  

𝑴(𝒊, 𝟏): ∑𝒏
𝒊=𝟏  𝒋 = 𝟏 Ľ ∗ 𝑺𝒊 → ℉                 (3.6)                                

 

The latency Ltd is computed using equation (3.2). 

The service time ƒ is expressed in terms of time taken by a service provider SP 

{SP1, SP2, SP3 ... SPn} by providing a service Ť to a user(s) ú {U1, U2, U3... Un}. The 

mapping relation is explained in equation (3.7).  

ƒ ∶  𝑺𝑷 →  ú ∏ Ľ ∗  Ť                 (3.7) 

To calculate the service time ƒ in simulation environment, equation (3.8) is used. 

ƒ =  𝐶𝑖𝑛𝑠(𝑇𝑚𝑠) – 𝑇𝑘(𝑇𝑡) (𝑚𝑠)              (3.8) 

 
Where Cins(Tms) represents the time in milliseconds fetched by calendar 

instance and Tk( St) is the simulation time stored by Timekeeper class.  The simulation 

time is the amount of time spent in processing the K* search, allocating nodes, 

processing requests of users and updating cloud related to processing. In order to 

calculate network usage únw the Tuples Tud captured by network usage monitor Mnu 

are added to the total bandwidth used Bu in transmission and then divided by maximum 

simulation time STmax. Equation (3.9) is used for calculation: 

únw = Mnu (Tud) + (Bu /STmax )  (Kbps)                                     (3.9) 
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3.6.1 Proposed Algorithm 
The algorithm and flow diagram are described below: 

 

Algorithm 1: LAFF 

 

Inputs: Tasks T, Start services S, User u, Geo (coord1, coord2) Gets integer based coordinates. 

Output: Assign Nearest Fog-MMD or Fog-TD to the user. 

start; 
 
submit tasks; 
 
place operators; 
 
start services; 
 
while allusers do   

getlocation; 
 

if coord>10 And coord<50 then   
existing reg user; 

 
else   

reg as new user; 
 

end 
 

if reguser then 
 

if multimedia data then   
if clocation==plocation then   

if hard to find then   
start K* search; 

 
calculate tasks on nodes (Fn * Tn); 

 
offload data from nearest fognode (F*T-1/T); 

 
allocate fog-MMD; 

 
F(u, T);  

else   
find nearest fog node; 

 
Search(F1–>Fn); 

 
end 

 
else   

register location; 
 

Geo(coord1,coord2); 
 

end 
 

else   
transfer to fog-TD; 

 
Fl(uu,T);  

end 
 

else   
unreg user; 

 
end 

 
find idle fog node; 

 
uu(F1–>Fn); 

 
send to cloud; 

 
uu(C,T); 

 
repeat; 

end 
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Figure 3.3: Flow diagram of proposed algorithm 
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3.7 Use Case Scenario   

Important use case scenario of the lightweight LAFF is presented in this section. 

3.7.1 Use Case 

To prove the significance of the proposed algorithm a use case is described.  

3.7.1.1 Actors  

Jeena, Theif, Users (Police Vans) 

3.7.1.2 Pre-Conditions 

Registered user with known location and requested MMD. 

3.7.1.3 Post-Conditions 

A user is able to request Fog framework to access CCTV cameras to get live 

streaming. 

3.7.1.4 Scenario 

Jeena is walking through a street, a thief snatched her bag and ran away. Jeena 

called the police and complained about the thief. The police man asked Jeena’s location 

where she is now and to which direction the thief has gone. Jeena provides police 

officer his desired information. The police officer started tracking the thief through 

CCTV cameras to get live-streaming of the thief and also informed the police vans of 

the area where the thief is traced. The police vans caught the thief through accessing 

the exact location of the thief.  

 

Figure 3.4: Flow of the scenario activities  
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However, live-streaming is a heavy task to run and requires lot of 

computational power which require a framework with low latency, service time and 

network use to assure QoS. In this case a nearest fog node will be assigned to the police 

vans so that they can trace the thief without any data loss and interruption. 

3.8 Summary 

A lightweight fog framework is proposed to reduce latency, network use and service 

time to provide QoS to the end user. The research gap identified by reviewing the 

literature that resource provisioning does not consider location management of users, is 

addressed by designing lightweight LAFF. QoS is provided to the users by location 

management and analyzing the requested data type. K* algorithm helps finding the 

nearest fog node in case any other fog node is hard to reach. 
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CHAPTER 4 : EVALUATION 

EVALUATION 

 

4.1 Overview 

The following chapter outlines the experimental setup and describes the 

approach applied in this research. Further, a section is devoted to present the 

characteristics of used hardware, and software libraries applied to conduct the 

simulation. 

4.2 Experimental Setup 

This lightweight LAFF is developed by using CloudSim [24] and iFogSim 

simulator [25] on eclipse. CloudSim is responsible for the simulation and events 

handling at Cloud. iFogSim is responsible for events handling at Fog devices. The 

addition of a layer of fog devices ensure the data security [157] and low latency. It also 

minimizes the delays as hosts become near to edge of devices [116]. Multiple libraries 

are used for different purposes. Libraries like Javascript object notation (Json) data 

saver, jfreechart and common-math are used. Priority Scheduling is used for task and 

resource allocation. Huge amount of data is generated from the IoT devices. Excel and 

CSV sheets are created to store this massive data. Below are the important parameters 

and steps required to set in order to execute simulation  

4.2.1 Step 1 

The calendar is initialized to keep the record to conclude at the end when the 

simulation is started. In the end, simulation variable is initialized by tracing flag to 

“false” so that the details log which are not relevant to the simulation are not shown.  

4.2.2 Step 2  

Fog broker initialization is based on data center broker considering the 

requirements of the clients related to QoS. The data center broker class coordinates 

between users and cloud service. A fog broker helps users to create tuples on the fog. 

Tuples are extended from cloudlets class to model tasks in CloudSim and iFogSim.  
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4.2.3 Step 3 

The cloud and fog data centers have their own characteristics. In real case, the 

characteristics of fog device are less powerful and have less storage than cloud data 

center. The capacity function of Cloud ∁(𝑙 + 𝑑)𝑛 and Fog 𝐹(𝑙)𝑛  for load l and new 

expected data d is represented in equation (4.1) and equation (4.2). 

           ∁(𝑙 + 𝑑)𝑛 = ∑ (𝑛
𝑘

)𝑢𝑘𝑑𝑛−𝑘
𝑛

𝑘=0
                                                    (4.1) 

 

                                  𝐹(𝑙)𝑛 = ∑ (𝑛
𝑘

)𝑢𝑘𝑙𝑛−𝑘
𝑛

𝑘=0
                                                    (4.2) 

Where n is number of total requests and k represents the capacity of responses 

that are sent against the requests n. The response k is always sent against request n. 

The ∁(𝑙 + 𝑑)𝑛  function equation (4.1) shows that the Cloud has more storage than 

Fog devices (equation 4.2). 

Below are the tables for devices and their characteristics: 

4.2.4 Cloud Data Centers 

Cloud Data Centers (CDCs) are the centralized hosts and play a supervisory 

role to handle communication and data storage. Cloud storage has many distributed 

resources acting as one unit. Characteristics of Cloud Data Center are described in 

Table 4.1.  

Table 4.1: Characteristics of Cloud Data Center 

Name of Device Cloud-DC 

Million instructions per second 44480 

Ram 20GB 

Uploading Bandwidth 100 Mbits 

Downloading Bandwidth 10 Gbits 

Level 0 (Top) 

4.2.5 Fog Data Centers 

Fog data centers store data for further processing and communication with 

users. Fog data centers work in distributed manner. Characteristics of Fog Data Center 

are given below in Table 4.2. 
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Table 4.2: Characteristics of Fog Data Center 

Name of Device Fog-DC 

Million instructions per second  20000 

Ram 10GB 

Uploading Bandwidth 10 Gbits 

Downloading Bandwidth 10 Gbits 

Level 1 (Cloud Child) 

4.2.6 Location Manager Data Centers 

Location management data centers store information regarding user’s location. 

The location manager data center stores the previous location and also checks current 

locations of the users. Characteristics of location manager Data Center are presented 

below in Table 4.3. 

Table 4.3: Characteristics of location manager Data Center 

Name of Device Location-manager 

Million instructions per second  2000 

Ram 1GB 

Uploading Bandwidth 10 Gbits 

Downloading Bandwidth 10 Gbits 

Level 1  

4.2.7 Fog Head 

  Fog head knows the location of all fog nodes and communicates between the 

cloud and all nodes. Fog head is also responsible for managing and maintaining the 

information on the hardware level. Fog head characteristics are given below in Table 

4.4. 

Table 4.4: Characteristics of fog head 

Name of Device Fog-Head 

Million instructions per second  20000 

Ram 8GB 

Uploading Bandwidth 10 Gbits 

Downloading Bandwidth 10 Gbits 

Level 2  

 

Fog-TD refers to the textual data: audio, pictures and texts. Characteristics 

of fog-TD are as described in Table 4.5. 
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Table 4.5: Characteristics of Fog-TD 

Name of Device  Fog-TD 

Million instructions per second  20000 

Ram 2 GB 

Uploading Bandwidth 10 Gbits 

Downloading Bandwidth 10 Gbits 

Level 3 (Fog head child) 

Fog-MMD is refers to multi-media data which includes videos and live streaming. 

Characteristics of fog-MMD are presented in Table 4.6.  

Table 4.6: Characteristics of Fog-MMD 

Name of Device Fog-MMD 

Million instructions per second  20000 

Ram 4GB 

Uploading Bandwidth 10 Gbits 

Downloading Bandwidth 10 Gbits 

Level 3 (Fog head child) 

4.2.8 Gateway Devices 

These gateway devices are part of the fog layer and responsible for communication 

between proxy server and cloud devices. Here are the characteristics of gateway devices 

in Table 4.7. 

Table 4.7: Characteristics of gateway devices 

Name of Device Gateway Devices 

Million instructions per second 1000 Mips 

Ram 1GB 

Uploading Bandwidth 10 Gbits 

Downloading Bandwidth 10 Gbits 

Level 4  

4.2.9 Sensor Devices 

Sensor devices are created for the present scenario which produce the data with 

following characteristics. Sensor devices characteristics are presented in Table 4.8. 

Table 4.8: Characteristics of sensor devices 

Name of Device Sensor Devices 

Million instructions per second  1000 Mips 

Ram 1GB 

Uploading Bandwidth 10 Gbits 

Downloading Bandwidth 256 Mbits 

Level 1  
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4.2.10 Sensors and Actuators 

 As the actual device model is based on sensor devices, generating a huge 

amount of data that needs to be processed, each device involves a sensor and an 

actuator attached to it. The purpose of the sensor is to ‘sense’ the data which is 

identified by the selector module of the server.  

4.2.10.1 Module to module interaction 

Tuples are sent from one module to the other in order to interact with each 

other. The tuples which are sent up to the fog or cloud for processing, are identified as 

TuplesUp and tuples that are sent downward from one module to the other are 

TupleDown. Also, tuples are mapped to modules using the tuple mapping techniques 

defined in iFogSim. The network usage is calculated on the basis of tuples flow. The 

network usage µn is defined in terms of µfog (fog network length) and µcloud (cloud 

network length) by dividing a tuple size TL with simulation total time st as presented 

in equation (4.3).              

                                 µn → µfog  + µcloud ∏ TL / st                                   (4.3) 

Windows builder plugin is used for creating attractive graphical user interface. 

The Gui is compromised on the standards of Human Computer Interaction (HCI). The 

app screenshot can be seen below in Figure 4.1. 

 

Figure 4.5: Front end of the system 

Lightweight LAFF for QoS Provisioning   

Choose Application Format 

Choose Application Format 

View Comparison Report 

Manage Modeling Section 

Exit This Window 
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Topology 

The topology of the lightweight LAFF is shown in Figure 4.2: 

 

Figure 4.6: Topology of the lightweight LAFF 

4.2.11.1 Explanation 

Initially the normal flow of the system is as: 

  User->UserIdentifier->ServiceHandler-> FogHead ->proxyServer->Fog(MMD or 

TD ) ->Cloud-server 

The fog head handles user’s requests. Through location management module, user’s 

location is traced and a fog head is deployed there to respond. If the location manager 

is not idle, then the proxy server can be formed. Fog head asks user identifier to identify 

the type of requested data. Requests may be for MMD or TD. After the Fog head 

determines the type of the requested data, it allocates the required fog nodes to the 

users. The specific fog node facilitates the user accordingly. The fog-MMD node is 

loaded with very powerful processing capability whereas a low spec is configured on 

fog-TD node. Table 4.5 and Table 4.6 represents the specifications of both fog-TD 

and fog-MMD. The proposed algorithm makes this work unique and distinguishing. 
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The flow after initial one is given below. 

User->UserIdentifier->ServiceHandler->FogHead->Fog(MMD or TD ) ->User 

 

Figure 4.7: Flow of the LAFF in case when fog head fails to fulfil user’s request. 

If Fog head fails to identify the relative fog service provider, the request is then 

transferred to the Cloud-server to facilitate the user as represented in Figure 4.3. The 

lightweight LAFF is a fault-tolerant framework due to the cloud’s availability in case 

fog head fails to fulfill the request.  

4.3 Data Configuration 

A data set with tuples size 3000 bytes, bandwidth 1000 KB and network length 

500 gigabytes is implemented in below mentioned configurations. The tuple in 

iFogSim, represents the term data row where there is sequence of bytes in such data 

rows. 

Simulation runs on iFogSim for different configurations. The configurations are 

presented in Table 4.9. 
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Table 4.9: Data configuration 

Configuration No of fog nodes No of Users 

    1     2      10 

2 3 16 

3 4 20 

4 5 24 

5 6 28 

6 7 36 

7 8 48 

8 9 52 

9 12 60 

10 15 90 

 

The results of the above-mentioned configurations are shown in the next chapter. 

4.4 Summary 

The experimental setups for the lightweight LAFF are presented in this chapter.  It is 

concluded that lightweight LAFF is fault tolerant framework because in case of failure 

to provide services by fog head, cloud is there to facilitate users.
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CHAPTER 5 : RESULTS AND DISCUSSION 

 

RESULTS AND DISCUSSION 

 

5.1 Overview 

Proficiency of the proposed framework is surveyed. Different parameters, such 

as latency, network usage and service time in fog architecture are considered and 

compared. The lightweight LAFF under the state-of-the-art simulation is performed and 

results are also compared with other fog-based frameworks: TPFC and IFAM. The 

results are mentioned in this chapter.  

5.2 Architecture Comparison 

The lightweight LAFF is compared with two other fog-based frameworks: 

IFAM (Intelligent FC Analytical Model) and TPFC (Task Placement on Fog 

Computing) [20, 21]. The primary motivation behind this evaluation is to confirm the 

adequacy of the LAFF in terms of reducing latency, service time and network use to 

facilitate users by providing better QoS. A use case is also presented at the end of the 

chapter. Both frameworks IFAM and TPFC are described below: 

5.2.1 Intelligent FC Analytical Model (IFAM) 

  In IFAM [20] an analytical model and reinforcement learning algorithm in an 

FC environment is introduced. This model aims to reduce latency among healthcare 

IoT, cloud servers and end-users. This research proposes a novel multitier fog 

processing system that provides IoT services. However, in this work the author did not 

consider user’s location, and network conditions. The other drawback of this research 

is that user’s request for normal data is transferred to cloud to respond [175]. The LAFF 

is better in terms that it considers user’s location and network conditions. The 

framework (LAFF) also transfers both type of data, MMD and TD to fog to fulfill user’s 

request. 

 

  



67 

 

5.2.2 Task Placement on Fog Computing (TPFC) 

In TPFC [21] a context aware information-based approach is described which 

ideally uses virtual resources accessible on the system edges to improve the 

presentation of IoT benefits in terms of response time, cost and energy decrease. The 

approach utilizes context-aware information including network conditions, location of 

IoT devices and service type to provide resources to IoT applications. However, the 

increase in the number of fog nodes and services cause exponential increase in time for 

problem solving [175]. Architectural comparison among the most relevant frameworks 

is described in Table 5.1. 

Table 5.1:Architectural comparison among the most relevant Frameworks 

LAFF [175] IFAM [20] TPFC [21] FogPlan [128] 

LAFF taken into 

account various IoT 

data requirements 

(Multimedia Data, 

Textual Data) 

Transfer light 

data type to cloud 

[175]. 

TPFC taken into 

account various 

IoT data 

requirements. 

FogPlan does not consider 

multiple IoT data 

requirements.[176] 

LAFF is location 

Aware Framework, 

knows the exact 

location of the users 

Unable to access 

user’s exact 

location [175]. 

TPFC is a 

location aware 

framework. 

Does not know the exact 

location of users [176] 

The algorithm use K* 

heuristic algorithm to 

find the shortest path 

between user and fog 

node, if the fog node is 

hard to reach 

Does not have 

such backup. 

Does not have 

such backup 

[175]. 

Does not have such 

backup. 

The algorithm takes 

decision considering 

the requested data 

type. Does not release 

low demand services. 

The IFAM 

algorithm takes 

decision on the 

basis of latency. 

The proposed 

framework takes 

decision on the 

basis of services 

type. 

The algorithm prioritizes 

the deployment of high 

demand services on fog 

nodes and releases low 

demand services.[177] 

LAFF considers three 

parameters to provide 

better QoS; network 

use, latency and 

service time  

Service time is 

not addressed in 

this work. 

Service time is 

not addressed in 

this work. 

FOGPLAN consider one 

parameter delay to provide 

QoS [175] 

LAFF Improves 

computational 

resources (RAM and 

CPU) to prove that 

LAFF is a lightweight 

framework. 

Considers only 

RAM 

Consumption. 

Resource 

utilization is not 

considered. 

FOGPLAN consider cost 

factor to prove that the 

framework is lightweight 

[175]. 

LAFF registers users 

on fog head. 

Does not register 

user. 

Does not register 

users. 

Does not register users 

[175]. 

LAFF Consider 

network condition 

Network 

condition is not 

considered in this 

work [175]. 

The framework 

considers 

network 

condition. 

Does not Consider 

network condition. 
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The results of the comparison are presented in section 6.4. 

5.3 Procedure to get results from App 

Step1: User run the java Application (jar or from Eclipse) 

Step2: User view Simulation of Service Option Figure 5.1. 

Step3: User click on the options given below 

 

Figure 5.1: GUI of the results section 

5.4 Simulation Results   

The results gained through the simulation for LAFF are described below. The 

results are compared with other fog-based frameworks to prove the proficiency of the 

lightweight LAFF. Various parameters such as latency, network usage and service time 

are recorded and compared. Ten configurations are employed with varying number of 

devices and nodes so that a consistent pattern is extracted.  

5.4.1 Latency  

Security applications are very time-sensitive. Results cannot be delayed. For 

instance, if we come to know that a terrorist is going to blast a bomb somewhere, finding 

terrorist’s locations on time is a crucial and time-sensitive task. Delay cannot be 
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afforded as it can lead to negative consequences. This delay is calculated by 

implementing a control loop. Latency is calculated by using a module-to-module 

latency and then average of them is taken, latency is much higher when IFAM and 

TPFC modules are executed as depicted in Figure 5.2. This comparison is done in 

established scenario for the LAFF. The results show that the lightweight LAFF reduced 

average latency by 11.01 percent when compared to both frameworks.  The agenda not 

only stops at reducing the latency but also reduces the network usage and service time 

in order to provide better QoS and consistent data. 

  

Figure 5.2: Latency Comparison 

5.4.2 Network Usage 

This parameter is characterized by the utilization of system resources in terms of 

data sent and received from the network interfaces. The network usage should be kept 

at minimum for better performance. LAFF reduced network traffic and consumption 

in terms of resource utilization. The results depict that the network utilization of the 

LAFF is reduced by average 7.51 percent as compared to IFAM and TPFC as shown 

in Figure 5.3.  The comparison of the LAFF with TPFC and IFAM showed that the 

LAFF provides better QoS. 
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Figure 5.3: Network Usage Comparison 

5.4.3 Service Time 

Service time is the most important parameter in terms of QoS. Service time is the 

amount of time spent to provide services to a user by a service provider. The service 

providers are the small hosts integrated with fog nodes and cloud in order to use storage 

and transmissions.  The service time comparison is shown in Figure 5.4. It shows that 

the average amount of time is 14.8 percent lesser than the TPFC and IFAM. 

 

Figure 5.4: Service Time Comparison 
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5.5 LAFF as a Lightweight Framework 

LAFF is a lightweight framework as it consumes less computational resources. 

RAM consumption and CPU utilization of a framework can increase the burden on 

resources. Since most of the Fog nodes are not abundant in resources, execution of 

heavyweight software systems can cause significant computing overhead on them. 

Therefore, it is required to deploy lightweight frameworks in Fog computing 

environments. The framework that consumes less RAM and CPU, is considered lighter 

than the other frameworks [158]. Ten configurations are employed with varying 

numbers of devices and nodes so that consistent patterns could be extracted. 

5.5.1 Ram Consumption 

RAM is one of the most important components of the fog node. If the framework 

consumes more ram, the ram system will crash and become unresponsive. To prove 

that the proposed framework is lightweight, RAM consumption of the framework is 

compared with TPFC and IFAM. The Figure 5.5 shows the RAM consumption for the 

data transmission and processing in fog nodes. The results showed that the proposed 

framework’s RAM consumption is average 8.41 percent less than the both compared 

frameworks. 

 

Figure 5.5: Ram Consumption 
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5.5.2 CPU Utilization 

CPU utilization is the amount of work handled by a CPU of the fog node. The time 

taken between the start and the completion of a given task executed on a fog node is 

referred as CPU utilization and measured in milliseconds. The time taken for 

separating and combining tasks before and after their scheduling is not included in the 

study. A task is composed of a set of instructions. It is assumed that each instruction 

requires one clock cycle to be executed.  In the proposed framework offloading module 

helps to minimize the CPU utilization, therefore, increasing the fog node performance. 

The results showed in Figure 5.6 that the proposed framework’s CPU utilization is 

average 16.23 percent less than the both compared frameworks. 

  

Figure 5.6: CPU Utilization 

5.6 Comparison with related works 

Comparative analysis of the proposed work and related works is done in which all 

parameters are consider. Below is the Table 5.2 providing the best picture of the 

comparison of parameters of related work and proposed framework.  

In the lightweight LAFF, QoS is achieved by reducing latency, network use and service 

time. As data processing and filtration is done near to the edge due to the fog layer 

that’s why it uses less bandwidth to execute requests. To manage the load of the fog 

nodes, fog head distribute the load on other fog nodes for better utilization of the 

resources. The lightweight LAFF provide mobility, as users are mobile. This 
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framework is heterogeneous because it allows different types of sensors and user 

devices to connect with each other. Fog head and fog nodes can be added or removed 

in the proposed framework that’s how it provides scalability. It also provides better 

management due to easy access to fog layer as other modules can be incorporated in 

this system. Reduced latency, network use, service time is achieved through this 

framework as discussed in this chapter above. Table 5.2 presents the clear view that 

the lightweight LAFF have significant features from other frameworks. 

Table 5.2: The parameter comparison 
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Figure 5.7 shows contributions of the existing literature redarding related parameters. 

 

Figure 5.7: Existing literature contribution of related parameters 

5.7 Summary 

Lightweight LAFF employs lightweight procedures to provide better services to users. 

It is examined that the lightweight framework lessens latency by 11.01 percent, network 

usage by 7.5 percent and service time 14.8 percent as compared to TPFC and IFAM. 

The framework provides better QoS, by reducing latency, network use, and service 

time. This framework is scalable, heterogeneous, and provide mobility. The framework 

is lightweight as it consumes resources RAM 8.41 percent and CPU 16.23 percent less 

than the compared frameworks.  
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CHAPTER 6 : CONCLUSION AND FUTURE DIRECTION 

CONCLUSION AND FUTURE DIRECTION 

 

The research aims to open up the door towards new ways of computing. This 

research has gone through different experiments to conclude the results. Thousands of 

lines of codes are written to perform this simulation. The results are drawn from 

simulation of the framework. 

This research aims to provide better quality of service in terms of reduced 

latency, network use and service time. The objectives proposed in section 1.6 are 

achieved as follows: Latest literature of the same domain is reviewed and research gaps 

are identified. These research gaps help to established new research objectives. The 

State of the arts frameworks did not consider distance between IoT nodes and fog 

server, resulting in increased latency. This large distance also increases the number of 

hops and nodes between the end devices and the fog servers which increase the network 

use. Due to this increase in latency and network use rise the service time. Hence, the 

need to design a lightweight framework emerged to provide QoS to users. Therefore, 

by utilizing the traditional three tier fog architecture, a lightweight framework is 

designed to enhance QoS.  In this lightweight framework, the fog layer is updated with 

user management module, location management module, offloading module, load 

balancing module. The K* algorithm module is added to find the shortest path between 

the source and destination if any fog node is hard to reach. Users demand uninterrupted 

services in time sensitive applications, during live streaming and web gaming. To 

provide better QoS to these users, an algorithm is developed which enables the 

proposed framework to access user’s exact location. Users are registered on fog head 

node. This user registration reduces service time. This framework minimizes latency, 

network use and service time, ultimately improving the QoS. The proposed framework 

is claimed as “lightweight”, to prove the argument, the RAM and CPU utilization is 

reduced and compared with two other fog-based frameworks. The comparison shows 

that the proposed framework utilizes minimum resources. The proposed framework is 

implemented in simulation environment by using iFogSim. 

The access to data and content is more smother and faster when accelerated with 

location awareness. Responsiveness and consistency are increased if latency is 
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minimized and bottleneck issues are catered. Therefore, LAFF is designed as a location 

aware algorithm which ensures rich user experiences and provides better QoS by 

reducing network utilization, service time and latency. Fog layer performs fast, reliable 

and efficient data communication [166] and transfer. It helps in localized analysis for 

different types of decision just like in present scenario locally requested data is analyzed 

[6]. Some users need dedicated service and some need general service. 

By providing consistent dedicated service to users, people can be attracted to 

purchase services. This can only be done when a lightweight framework exists in fog 

environment. The previously proposed frameworks are performing one specific task or 

two such as load balancing, resource management etc. However, the framework 

proposed through this research is performing multiple tasks at a time such as resource 

management, load balancing, cloud management and also reduce latency, network use 

and service time.  The previously proposed frameworks are implemented in a system 

as a module because they are performing one or two specific tasks. But this lightweight 

LAFF will be implemented as a whole system because it is performing all required tasks 

by itself that the previously implemented frameworks are doing such as resource 

management, load balancing, cloudlet management, resource provisioning etc. The 

concept of Fog head is used in this research. Fog head manages fog nodes, as the load 

balancing of fog node is done in fog head not in the cloud. Therefore, fog head helps in 

reducing time by communicating to the cloud. Fog head also register users by accessing 

their location. Fog head updates user’s nearest fog node to fulfil user’s request more 

competently. 

It is examined that the LAFF lessens, average latency, network use and service 

time by 11.01 percent, 7.51 percent and 14.8 percent respectively as compared to IFAM 

and TPFC. Similarly, resource utilization in terms of RAM and CPU is reduced by 

average 8.41 percent and 16.23 percent as compared to TPFC and IFAM making LAFF 

comparatively a lightweight framework. Location aware feature is significant in 

defense and intelligence areas. Hence, the proposed LAFF improves QoS while 

accessing remote computational servers for the outsourced applications in fog 

computing.  The limitation of the proposed framework is that fog nodes are assumed as 

static (not moveable). 
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It is suggested that the future work will include the utilization of the proposed 

lightweight framework with various experimentation of machine learning techniques to 

determine the optimal distribution and configuration of fog nodes while taking into 

consideration the requested data type by using time module and data type of previously 

sent requests. Moreover, in case of system failure machine learning technique will 

provide backup. In addition, optimization mechanisms will be added to determine the 

optimal distribution and configuration of fog nodes while taking into consideration the 

computational resources.  
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