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ABSTRACT 

We have designed pattern based fingerprint security system. For this, we are using Optical fingerprint module as a scanner. This module has in-built ROM, DSP and RAM. In this, we can store the fingerprints of up to 100 users. This module can operate in 2modes i.e., Master mode and User mode. We will be using Master mode to register the fingerprints which will be stored in the ROM present on the scanner with a unique id.
Thus, the fingerprint module scans the image and sends it to the microcontroller. The microcontroller reads the image, compares the image with the already stored images in the database. This solution will be mostly used in organizations, banks, personal vaults,  etc. The persons who are the employees of that particular organization will be asked to scan their images for the first time they enter into the organization. After that, whenever the employee tries to enter into the organization, he has to scan his pattern based finger to prove that he is an authorized person to the organization.
In our prototype if the scanned image matches the stored image pattern .The Blue LED will be turned on which is fixed with it. If it is not matched, indication is given by the turning on the Red LED. Hence by this project we developed an access control system using pattern based finger print technology and demonstrated the use of biometrics systems to improve security.
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[bookmark: _Toc483390311]EXECTIVE SUMMARY

We want to be the best manufacturer of the innovative and fortified access control solution & equipment. We structured our services flexibly, innovatively and responsively around the needs of customers. We aim to develop unique methods of access control to introduce it to fields such as defense, banks and to general public.

Pattern based fingerprint security system will provide premium services along with economy services. Features that make us unique from others:

Our services applicable:

· General Service
· Banks
· Defense sector
· Shopping malls
· Private Lockers

We have designed a hardware solution to let you get added-security for your business
organization to help you secure your products in a better way. Initially, we have design a pattern-based fingerprint security system which will require you to scan the required fingerprint in a specific pattern to unlock the device or to access something private
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We are providing services as a security. On different places different type of security is needed.
And now days every place, sector, bank, defense, general public places need a security system. In this world of technology there is also better security system  

If we talk about fingerprint security system, then we can say it is an authentic security system. Every person have different God gifted fingerprints. Which cannot match with others. Fingerprint locks are also available in android and other upgrade mobiles phones. But nowadays there is no difficulty to copy a fingerprint. Fingerprint can copied and easily can be used anywhere. For this type of problem we have made a fingerprint security system. In which fingerprints are giver in a specific pattern 
[bookmark: _Toc326448149][bookmark: _Toc483390315]Introduction of Concepts:

The main concepts involved in the development of pattern based fingerprint security system are following:
[bookmark: _Toc465887277][bookmark: _Toc465887588]
Reliable Security

This will be reliable security in future which cannot be achieved by a thief even expert in Information Technology.

Reduce Security Risk

Fingerprint Security Pattern application is a great solution because of its accurate functionality. This is a new achievement of IT which is invented for the present clever and unsecure situations. Like many hackers and crackers hack and crack the pre-existing security systems. It cannot be Hacked or Cracked. 

Use of technology

You can secure anything which you think that is necessary to keep secure form any unauthorized access, like Banks, Govt. Securities (high level secretes) your own Home, Schools, Offices, your Cabins, your Lockers, even though everything which you think that should be secure.
     Goals and Objectives

· [bookmark: _Toc326448150]Strive to do what is right and do what we say we will do.
· Meeting our challenges and opportunities as one teams focus on common goals.
· Treating our colleagues, customers, suppliers, and vendors with respect and dignity.
· Striving for excellence and working to improve every day.
· Holding ourselves accountable in repairing results and always doing the right thing.
· Offering our customers the best services experience by exceeding their expectations
· Serve and improve the communities in which we live.
[bookmark: _Toc483390316]Tools

During the development of this system, we plan to use the following technologies:

· Visual Studio 2012 Microsoft Visual Studio is an integrated development
environment (IDE) from Microsoft. It is used to develop computer programs for
Microsoft Windows, as well as web sites, web applications and web services.

· ASP.Net for the development of dynamic pages, .Net Framework.

· SQL Server 2012 will be used to store and retrieved the data.

· Corel Draw/Adobe Photoshop Corel Draw/Adobe Photoshop use for user
display just like images, posters, logos etc.

· Arduino software   Arduino software used to compile your program and then upload it on micro controller. It also have some built-in libraries to use for performing function. It also have serial monitor to show the functionality of your coding.   

· Fingerprint sensor There are many types of Fingerprint Sensor Types, but most commonly used are Optical Fingerprint sensors and Capacitive fingerprint sensors.

· Micro Controller The Arduino Uno is a microcontroller board based on the ATmega328 (datasheet). It has 14 digital input/output pins (of which 6 can be used as PWM outputs), 6 analog inputs, a 16 MHz crystal oscillator, a USB connection, a power jack, an ICSP header, and a reset button.




 ASP.NET is an open source web framework for building modern web applications and
services. With ASP.NET you can quickly create web sites based on HTML, CSS and
JavaScript, scale them to millions of users and easily add more complex capabilities like
Web APIs, forms over data or real time communications.

 The .NET Framework is a technology that supports building and running the next
generation of applications and XML Web services. The .NET Framework is designed to
fulfill the following objectives: 

· To provide a consistent object-oriented programming environment whether object
code is stored and executed locally, executed locally but Internet-distributed, or
executed remotely.

· To provide a code-execution environment that minimizes software deployment
and versioning conflicts.

· To provide a code-execution environment that promotes safe execution of code, 
including code created by an unknown or semi-trusted third party.

· To provide a code-execution environment that eliminates the performance
problems of scripted or interpreted environments.

· To make the developer experience consistent across widely varying types of
applications, such as Windows-based applications and Web-based applications.

· To build all communication on industry standards to ensure that code based on the
.NET Framework can integrate with any other code.

CorelDraw (styled Corel DRAW) is a vector graphics editor developed and marketed
by Corel Corporation of Ottawa, Canada. It is also the name of Corel's Graphics Suite,
which bundles CorelDraw with bitmap-image editor Corel Photo-Paint as well as other
graphics-related programs. The latest version is designated X8 (equivalent to version 18),
and was released in March 2016. Corel Draw is designed to edit two-dimensional images
such as logos and posters.

Adobe Photoshop is a raster graphics editor developed and published by Adobe
Systems for macOS and Windows.

Photoshop was created in 1988 by Thomas and John Knoll. Since then, it has become
the de facto industry standard in raster graphics editing, such that the word "photoshop"
has become a verb as in "to Photoshop an image," "photoshopping" and "photoshop
contest", though Adobe discourages such use. It can edit and compose raster images in
multiple layers and supports masks, alpha compositing and several color
models including RGB, CMYK etc 

Arduino software  The open-source Arduino Software (IDE) makes is easy to write code and upload it to the board. It runs on Windows, Mac OS X and Linux. The environment is written in java and based on processing and other open-source software. This software can be used with any Arduino board. Refer to the getting started page for installation instruction.






Types of Fingerprint Sensor 

There are different types of fingerprint sensor used for biometric system for the  purpose of security or others. This is an overview of some of the more commonly used fingerprint sensor technologies.

1. Capacitive sensors
2. Optical sensors


1. Capacitive sensors
Capacitive sensors use an array? Capacitor plates to image the fingerprint. Skin is conductive  enough to provide a capacitive coupling with an individual capacitive element on the array.
Ridges, being closer to the detector, have a higher capacitance and valleys have a lower capacitance.
Capacitive sensors can be sensitive to electrostatic discharge (shock) but they are insensitive to ambient lighting and are more resist contamination issues than some optical designs.
                                               Figure 1: SCANNER[image: ]
Capacitive sensors use a difference between skin-sensor and air-sensor contact in terms of capacitive values.
When a finger is placed on the sensor, an array of pixels measures the variation in capacity between the valleys and the ridges in the fingerprint.
   Capacitive
· Greater miniaturization
· Newer technology
· Can be embedded into small devices
· Prone to dirt etc since finger touches silicon
· Relatively cheap
2. Optical Sensors
Optical sensors use arrays of photodiode or phototransistor detectors to convert the energy in light incident on the detector into electrical charge.
The sensor package usually includes a light-emitting-diode (LED) to illuminate the finger.
                                                  
 Figure 2: OPTICAL SCANNER  [image: ]

With optical sensors, the finger is placed on a plate and illuminated by LED light sources. Through a prism and a system of lenses, the image is projected on a CMOS image sensor. Using frame grabber techniques, the image is stored and ready for analysis.
 

Optical Sensors
· Larger sensing area since manufacturing large pure silicon chips is expensive
· More robust. Longer life
· More expensive
· Better image quality and higher resolution








We are using this type of fingerprint sensor for our solution. 
Main Properties

	
	[image: ]

	Sensor Type
	Optical

	Sensor Surface
	No special treatments or maintenance required

	Overall Durability
	Scratch-proof, unbreakable glass platen made of material as hard as quartz. Resistant to shock, ESD, and weather

	Imaging Area, Resolution, and Size
	Large imaging area (0.5 inch x 0.6 inch)High resolution (500 dpi)
Large image size (78,000 pixels)

	Cost-Effectiveness
	Low manufacturing cost, long life, no maintenance required







 Micro controller Arduino is an open source, computer hardware and software company, project, and user community that designs and manufactures microcontroller kits for building digital devices and interactive objects that can sense and control objects in the physical world. The project's products are distributed as open-source hardware and software,
Arduino board designs use a variety of microprocessors and controllers. The boards are equipped with sets of digital and analog input/output (I/O) pins that may be interfaced to various expansion boards (shields) and other circuits. The boards feature serial communications interfaces, including Universal Serial Bus (USB) on some models, which are also used for loading programs from personal computers. The microcontrollers are typically programmed using a dialect of features from the programming languages C and C++. 
The Arduino project started in 2003 as a program for student. The name Arduino comes from a bar in Ivrea, Italy, where some of the founders of the project used to meet. 

[bookmark: _Toc483390317]Relevance to Subject Modules


· Introduction to Programming

Throughout the project development one way or the other all the team members have
groomed their programming skills which we have taught from the very first semester.
In each and every component of project the basic concepts of Introduction to
Programming are involved.

· Data Structure

Data Structures are used all the way through the development of client side as well
server side programming. We, all the team members used the Data Structure
Concepts in order to achieve the functionality properly.

· Object Oriented Programming

Object Oriented Programming is the core of RPM system. JSP has its strong point
dealing with the OOP concepts with reusability of code, class constructs and built-in
libraries functionalities. OOP programming helped a lot while programming the main
parts of the system.

· Database Concepts

Database: the base of the system was developed on the basis of strong concept of
Atomicity of values, Normalization, Data Integrity, Anomalies Issues and other
physical and logical troubles might be occurring with the proper data storage.
All the physical design of the system is simply based on the Database Concepts.

· Web Engineering

Web Engineering Course Module helped in understanding the concepts of designing
an efficient and robust web solution for a dynamic use of web contents. It make the
team members clear in understanding the core of the web portal as service in the era
of user friendliness using Style Sheeting, Dynamic Data Handling and Cascading.

· Enterprise Application Development

An enterprise application is a business application, obviously. Corporate
environment, enterprise applications are complex, scalable, distributed, component based, and mission-critical. They may be deployed on a variety of platforms across
corporate networks, intranets, or the Internet. They are data-centric, user-friendly, and
must meet stringent requirements for security, administration, and maintenance. In
short, they are highly complex systems.

· Software Engineering I and II

Software Engineering was also very helpful understanding the Life Cycle issues of
Software Development. Throughout the phases of development the whole team
focused on the pace development with agility as well as the risk management
strategies. Also Software Engineering helped while completing the project report and
documentation of RPM System.

· Technopreneurship

Technopreneurship helps us in how to convert our idea into reality. The merger of
technological skills and entrepreneur skills teach us how to create your creative idea
into money making machine. So we use this course in developing this product in
creative and innovative way so it can help us in real life implementation.
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[bookmark: _Toc483390321]Problem statement

The security systems are needed by almost all the people around the world whether they want to keep their precious belongings safe or to protect something from unauthorized access. Security is becoming one of the most-needed thing in the life of a human.

No doubt Fingerprint security system is authenticated. But nowadays its easy to copy a fingerprint and use as we want. Fingerprints can be stolen from a number of places including from the things you tough you’re your hands and even photos where you hands and fingers are visible can be used to steal your fingerprints. Regular fingerprint sensors can be bypassed by anyone who has gained accessed to your fingerprints meaning the person doesn’t need you anymore if, he has access to your fingerprint.




[bookmark: _Toc483390322][image: ]The Solution

   
We have designed a fingerprint sensor-based security system which will require the user to enter a specific pattern of finger(s) to unlock something like a door or access the contents of a vault. The user can only access the items or unlock the door of room/vault etc when the correct pattern is entered while the wrong pattern despite having all required fingerprints won’t let you access anything. 

A unique security access control system which will let you add more security to your fingerprint systems by adding a pattern to them. Even the people who have gained access to your fingerprint, won’t be able to bypass the protection as they will still need a pattern to unlock.

[bookmark: _Toc483390323] Industry Analysis
 
We will follow the traditional word-of-mouth marketing strategy where we will implement this technology on small cases to some companies or banks and if, successful, we will implement it on large scales.


[bookmark: _Toc483390324]The following marketing techniques will be used:

1. Word-of-mouth
2. Online marketing through social media and advertisements
3. Physically visiting the places like banks and other security agencies
4. Brochures

Service will provide

· General Service
· Security
· Reliability
· Trust
· Accuracy 

[bookmark: _Toc483390325]Web Application

· Client Registration 
· Client Connection Authentication
· Normal Feedback and suggestions
· Maintenance of database for storing information

[bookmark: _Toc483390326]Opportunities


We are aware about competitor weaknesses that will help it capitalizes on emerging opportunities. We don’t have any competitors. These opportunities include, but are not limited to:


· Due to pattern of different fingerprints it cannot guess easily
· If anybody try to use your pattern then he/she cannot
· If he gives first right finger and gives second wrong finger then its first finger will be remove for verification 
· Fast growing population in Local areas
· No other company providing  services in our targeted market
· Open market
· Opportunity of launching business at large scale
· Wide range of services



[bookmark: _Toc483390327]Strengths

Here the strengths of our project:

· Clear vision of the market needs, we know the customer’s needs.
· Pick and deliver facility.
· Quality services.
· Reasonable Rates.
· Attractive packages.
· Market strategies.
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[bookmark: _Toc483390331]Functional Requirements of web application

These requirements include the features that are to be covered web application

· The main role of web application is to keep the information of each and every
registered client
· The System shall be received orders from customer/user
· The System shall maintain accounts records
· This system shall provide secure accounts to the admin
· Administrator will have complete information about all users of the system.
· The system shall communicate with users indirectly

It will keep also information about returning customer or new customers separately and also maintain records of monthly subscribers.

[bookmark: _Toc483390332]Non-functional Requirements

· Accessibility
· Availability (see service level agreement, Rates etc.)
· Configuration management
· Efficiency (resource consumption for given load)
· Effectiveness (resulting performance in relation to effort)
· Maintainability
· Modifiability
· Performance / response time (performance engineering)
· Portability
· Reporting
· Resource constraints (processor speed, memory, disk space, network bandwidth, etc.)
· Response time
· Scalability
· Security
· Compatibility

[bookmark: _Toc483390333]Industry and Market Analysis
[bookmark: _Toc483390334]Portal’s Five Forces Model
Introduction:

It’s a structure that guides us to understand the competition with existing and upcoming
competitors, threats of substitute services, and increase the bargaining powers with buyers and
suppliers. This structure helps us to make strategy to overcome these threats.
                                                             
Bargaining Power of Buyers:

When market competitors increase in this sector, it will increase the power of customer options.
It will also help customers to negotiate the price of services/products. So we have flexible to
compete on price which customer wants and we convince them on our quality services.

Bargaining Power of Supplier:

If the entrance of new competitors the supplier’s power will increase because their option of
choices become higher. They will demand high price against their services. So we make good
long te	rm relation with our suppliers that will help us to decrease the threat of breakups.
Competition with Existing Competitors:

There is no existing competitor right now that providing fingerprint based security system services. But there are many local service providers in the market who provide single fingerprint security services to customers. We compete them with quality services and home delivery facility.
Threats of New Arrivals:

Threats of new arrivals are very high because there is no one in the marketing who provides
fingerprint based security system services. 90% chances of new competitors we overcome this problem with giving same promotions to customers on that days when new company start their business.

Substitute of Services:

No substitute currently available in the market against these services but in the future if modern
technology will introduce fast services system then we will also avail that opportunity.



[bookmark: _Toc483390335]Unique Value of Preposition:

Points which separate us from others are following:

1. Quality services
2. The first one of its kind
3. Adding extra layer of security
4. Impossible to imitate 
5. Scalable for every field
6. Cost effective
7. Easy access
8. Handle large no of customers
9. Quick response
10. Use modern technology
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[bookmark: _Toc483390339]Software Development Lifecycle

The Development Cycle adopted for this project is Water Fall Method. The waterfall development model originates in the manufacturing and construction industries: highly
structured physical environments in which after-the-fact changes are prohibitively costly, if not
impossible.

The first formal description of the waterfall model is often cited as a 1970 article by Winston W.
Royce, though Royce did not use the term "waterfall" in this article. Royce presented this model
as an example of a flawed, non-working model. This, in fact, is how the term is generally used in
writing about software development—to describe a critical view of a commonly used software
practice.

In Royce's original waterfall model, the following phases are followed in order:

1. Requirements specification
2. Design
3. Construction (AKA implementation or coding)
4. Integration
5. Testing and debugging (AKA Validation)
6. Installation And Maintenance

Thus the waterfall model maintains that one should move to a phase only when it’s proceeding phase is completed and perfected. However, there are various modified waterfall models (including Royce's final model) that may include slight or major variations on this process.



[bookmark: _Toc483390340]Price, Packages and Promotions

In future module our web application will show on user interface all the packages details, new promotions all the price lists.

The main features are mentioned as:

· Uploading of packages
· Uploading of Deals
· Update Different Offers
[bookmark: _Toc483390341]Accounts

In this module system will generate receipts of bills and also maintain accounts record.
The main features are mentioned as:

· Half payment receipt on order 
· Whole deal’s payment Performa
· Income statement
[bookmark: _Toc483390342]Help and Feedback

In this module through system application can reply to customer for his questions. It will also
inform customers to about delivery notification and order placement notification. It will show the
links of all social media link details.

The main features are mentioned as:

· Instant Messaging (Chatting)
· Email Sending
· Social sites links
· Video links
[bookmark: _Toc481111858][bookmark: _Toc483390343]Customers Notified About Process

In this module customers will be notified about the working process. When their security system is ready for delivery they can receive message and when their order placed and business
representative collect dirty laundry they will also receive message.

The main features are mentioned as:

· Order placed Notification
· Ready Notification
· Delivery Notification






[bookmark: _Toc483390344]Chapter 5   Design

[bookmark: _Toc483390345]5.1   System Design 

In order to start any project, once must come up with a set of design requirements that are necessary to complete the project. In pattern based security system this involves how the pattern will attract our customers, the network and software algorithm of the systemour group spend a lot of time brain storming on this topic and break down the design requirement into following diagram. 
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)
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Figure 6: SYSTEM Diagram
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[bookmark: _Toc326448195]In past people were facing lots of problems due to security issues. But now time has changed! Our System will provide application to the people in order to keep their precious goods, business area, offices, homes, banks, hand gadgets like smart phones, laptops, tabs etc.I our era security systems providing agencies available in the market have to face a lot of competition; however, we hold market advantage by providing unique and innovative security system. Fingerprint Pattern Based Security System will differentiate amongst all by not only offering innovation, but also providing quality services and products.

The main features of the security systems are:

· 100 % Security Ensured
· Access Reliability
· Efficiency
· User Friendly
· Lowest or zero security Risk
· Controlling un-authorized access 
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[bookmark: _Toc483390353]7.1    Future Work

As this is the era of innovation and competition; there may be loops for improvements in our system. We highly appreciate customer’s feedback and with the passage of time we will make our products and services more efficient and reliable.
[bookmark: _Toc483390354]7.0.1 Generating Bill Receipt

In future bills generated on website that will help customers to check out their budget and place orders accordingly.

[bookmark: _Toc483390355]7.0.2 Mobile Application

Mobile application is very compulsory for placing order more quickly and efficiently so it will
also be added in this regard.



























Chapter 8   Testing

•	Test case specification
1.	First, we took input from a single fingerprint and used it to unlock devices
2.	Then, took input from two different finger print and matched them to unlock the device
3.	Then, used 3 fingerprints for taking input and then tested the pattern using fingerprints. 
        a.         We entered two same fingerprints and then entered the third wrong finger and it was taking input and when the third, correct, one was entered in 4th attempt to scan, the access was granted.
        b.	       We adjusted the code and entered 3 different fingerprints (in the correct pattern) again and it unlocked the device if the correct fingerprint pattern was entered. And, fixed the flaws found in first phase of testing.

•	White box testing

We tested the fingerprint pattern systems internally to make sure that the device unlocks and use the correct sequence to give access. Different fingerprints were tested and different scenarios were tested for pattern scanning.
•	Black box testing

We tested the fingerprint pattern scanner with a friend who doesn’t know about the algorithm and he saved the pattern and then entered it again to get access. Wrong pattern didn’t give access to him.






















[bookmark: _Toc483390356]References:

				
https://www.visualstudio.com/
https://www.codecademy.com/learn/learn-sql
http://stackoverflow.com/questions/tagged/sql
https://www.microsoft.com/en-us/sql-server/sql-server-2012
http://www.codeproject.com/
https://github.com/aspnet

	21
	[PATTERN BASED FINGERPRINT SECURITY SYSTEM]



image3.jpeg




image4.png




image5.png




image1.png




image2.jpeg




