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Chapter no. 1

Design in Networks

Introduction

Design in networks is a core data network which has three departments. These departments
are situated at different locations. These locations are Lahore, Karachi & Faisalabad. The
department of Lahore is core data center or Domain controller for other departments because
these departments controlled from this department. Lahore department is connected with
acting as domain and it is using different services like active directory, DHCP, DNS, IIS,
WDS, TMG and FTP are running on this core data center. Karachi & Faisalabad are locally
connected with internet .If any department Karachi or Faisalabad want to use any of the
services of domain controller that are installed on domain controller Lahore .For connectivity
with Lahore these two departments use WAN connectivity by dialing the VPN .This WAN
connectivity can be accessed through routers by using RIP protocol.

Design In Networks
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Chapter no. 2

Domain Controller (DC)

Active Directory

Active Directory (AD) is a directory services created by Microsoft for Windows domain
networks. It is included in most Windows Server operating systems.

Active Directory provides the means to manage the identities and relationships that make up
your organization’s network. Integrated with Windows Server, Active Directory gives you
out of the box functionality needs to centrally configure and administer system, user, and
application settings. Active Directory provides a central location for network administration
and security. Server computer that run Active Directory are called Domain Controller.

The Windows Active Directory provides central authentication and authorization services for
Windows based computers. It also enables Network Administrators to assign policies, deploy
software, and apply critical updates to an organization. Active Directory was designed to
support hundreds of computers simultaneously.

When a users attempts to log on to a Windows computer that is on a Windows Domain,
Windows automatically attempts to verify the user’s password with the Active Directory
(which typically resides on a separate central computer).

How To Configure Active Directory Domain Services
» From the Windows Start menu, open Administrative Tools > Server Manager.
» In the Server Summary section of the Server Manager window, click View Network
Connections.

=
File Action View Help
e == E |
:?_-a Server Manager (WIN-J9US52FH6 il Server Manager (WIN-J9US52FHG614)
5 Rales s
-i Disgnostics Get an overview of the status of this server, perform top management tasks, and add or remove server
» & 3 S roles and features.
Hiit Configuration
3 storage =
~ Server Summary E Server Summary Help I~
2] Computer Information 1% Change System Properties
&P view " i
Full Computer WIN-13US52FH5 14, superior.edu.c | = Yiew Nrtwork Connections
Name: om ¥ Configor'e Remote Desktop |
Domain: superior.edu.com
Local Area 192.168.3.1, IPv6 enabled
Connection:
Remate Desktop: Disabled
Product ID: 92573-082-2500115-76107
I™' Do not show me this console at logon
~) Security Information i Go to Windows Firewal
Vindows Firewal:  On & Configure Updates
+2 Check for New Roles
S SR -’ [
a LI %@ Last Refresh; 9/20/2015 7:25:24 AM  Configure refresh

» In the Network Connections window, right-click the private adapter and select Properties
and on appearing screen click on TCP/IPV4.



[= Eait WiEw 1 ools Advanced Help
@ Local Area Connection Properties XI

Metwaoring I

Connect using:

I & Int=l{R) PROA1000 MT Metwork Connection

Configure. .. I

This connection uses the following items:

% Client for Microsoft Metworks

@GDS FPacket Scheduler

@ File and Printer Sharing for Microsoft Metwarcs
Imtemeat Protocol Wersion & {TCPA1PwE)

Link-Layer Topology Discowvery Mapper |70 Driver
Link-Layer Topology Discovery Responder

LY

e
B Intemet Protocol YWersion 4 {TCPATPwA)
.
.

Install ... I I mstall I FProperies I

— Description

Transmission Control ProtocolSIntemet Protocaol. The default
wide area network protocol that provides communication
acrass diverse interconnected netwaorks.

DK [\E I Cancel I

> Copy the IP address that is displayed in the IP address box and paste it into the Preferred
DNS and Click ok.

Adding up the Active Directory Domain Services Role:-
> In the Server Manager window, open the Rolesdirectory and in the Roles
Summary section, click Add Roles.

File Action V¥iew Help

e=|m A

—_—
ERSERRoles -
[ ﬁ Features {
3] ? Diagnostics View the health of the roles installed on your server and add or remove roles and features,
@ 7} Configuration 4
# &5 Storage

~' Roles Summary E Roles Summary Help

~! Roles: 1 of 17 installed G Add ROIﬁs
3 S T Remov les

» On the Select Server Roles page, select the Active Directory Domain Services check box,
and then click Next button.

Hdd Roles YWizard

ﬁ Saelect Server Roles

Before vou Begin

Seleck one or more roles to inskeall on this 2
Serwver Role= PRoles:

Schive Direckory Domain Serwices I | &wckive Oireckory Certificace

—onfirmation

Click next and when Role added successfully click Close.
Active Directory Domain Services
If Remote registry is not enable it can be enable by using the steps below



» open the Server Manager window if it is not already open.

> In the Properties area of the Local Servers page, click Remote Management.
> Select the Enable remote management of this server from other computers check box.
Configuring Active Directory Domain Services
> open the Server Manager window and Select Roles > Active Directory
Domain Services. In the Summary section, click Run the Active Directory Domain Services
Installation Wizard .

o e Vo (21

= & Rokes T
‘ff Active Direckory Domain Services
t?j Web Server (115)

| Features

m Diagnastics

jﬁ Configuration

&) Storage

4
'“\,""ll' Stares directory data and manages communication between users and domains, inchuding user
logon processes, authentication, and directory searches,

A Summary

I|I This server is nok yet running &5 & domain contraller, Bun the dckive Direckory,Domain

Services Installation Wizard (depromo.exe). 4%
> On the Welcome page of the Active Directory Domain Services Installation Wizard,
ensure that the Use advanced mode installation check box is cleared, and then click Next.
button
> On the Operating System Capability page, click Next button.
> On the Choose a Deployment Configuration page, select Create a new domain in a
new forest and then click Next.

@! Active Directory Domain Services Installation Wizard x|
Choose a Deployment Configuration =3 ;
You can create a domain controller for an existing forest or for a new forest. =3 =1
—rh

(" Existing forest

€ Add a domain conticller o an existing domain

o Create a new domair I an existing forest
=)

This server will become the first domain contraller i the new domain

{*" Create a new domain in a new forest

More about possible deployment configurations

< Back I MNext > I Cancel I

» Now for installing domain services just click onActive Directory Domain Services.
» On the Name the Forest Root Domain page, enter the domain name that you choose
during preparation steps. Then, click next
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Aadd Roles Wizard

=
! Installation Results

Eefore You Begin

The Following roles, role services, or Features were installsd successfully:
Server Roles

. - y y ‘2 1 warning, 1 informational messages below
Active Directory Domain Services

Confirmation 3. wwindows automatic updating is not enabled. To ensure that vour newly-installed role or Feature is
N automatically updated, kurn on \Wwindows Update in Control Panel.

Progress

~ RO e Direckory Domain Gervices | @ Installation succeedad

The Followina role services were installed:

@ Active Directory Domain Services Installation Wizard

Mame the Forest Root Domain B B

The first domain in the forest is the forest root domain. [ts name is also the name of
the forest. &

FRQDM of the forest root dornain:
Iinternal.example.cnn’l

Exarmple: corp.contoso,. com

< Back I Mext = I Cancel I

» After the installation verifies the NetBIOS name, on the Set Forest Functional Level page,
select Windows Server 2008 R2 in the Forest level list. Then, click Next button.

2l Active Directbory Donain Servwices Installation Wizard

Set Forest Functional Lewel

= ale—F e Feor= = F Froaae— R = e

I"imdowvs S erver Z2o0o= R2

R e T [ AT B HRN]
i doras S aeresser 0033
i doas S aeressr 00598

=« B ack I Pl ek = I “arnc=l I

» On the Additional Domain Controller Options page, ensure that the DNS server check
box is selected, and then click next.

» When clicks next it should appear a dialogue box you want to continue or not click Next.

» On the Location for Database, Log Files, and SYSVOL page, accept the default values
and then click Next.

o Active Directory Domain Services Installation Wizard

Location Ffor Database. Log Files. and SYSWOL
Specify the Folders that will contain the Active Directory domain controller

databaze. loq files. and SYw'SWwOL
D atabase= Folder:

Browse.
Log file= Folder:
II::‘»WinclowshNTDS Erowse.
SYw'sSWOL folder:
IC:‘\WindDwskS“(’SVDL Erowse.
=< EE=c:l= I bd == = = =l I

-
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» On the Directory Services Restore Mode Administrator Password page, enter the domain
administrator password that you chose during the preparation steps.

Pazzword: I----------

Lonfirm paszsword: I----------|

< Back l Fde=mlk = I I Cance=| I
Lah

» On the Summary page, review your selections and then click Next. To continue
installation process.
» Now the wizard appears click the finish button .

Completing the Active Directory
Domain Services Installation
e O wWizard

S EEE ctive Dlirectary Domain Services iz now installed on this -

ormputer for the domain 'domaini ame. local*'.

= Black I Firm=h % Carmze=l I

CREATE USER:

One of the first things to do in a new network is to create Users, also called User Objects. As
long as you know the information about the user you need to create, the process will take no
time at all.

» This is a task we want to do from a Domain Controller, and you should have the
Administrative Tools in your Start menu next to the Control Panel link. We’ll choose
the Active Directory Users and Computers snap-in.

g& 'Y Terminal Services
- Server Manager 3 e
g |S Active Directory Domains and Trusts
2% Y s
Command Prompt - | Active Directory Sites and Services

| | A(hveRVeﬂmy Users and Computers

m Aduinistrator |2 ADSI§vana computers, security gn ject

P | M 5 ters, ty groups and other objects
;J‘ Windows Update | %. ¢ n Active Directory Domain Services.

Doamens & Computer Management

@ Internet Explorer ol

= < e ;a Data Sources (ODBC)
od J Notepad 1@ oHee

= Network |2 ons
w‘@» Ease of Access Center : 18] Eventviewer

= Control Panel . Group Policy Management

§5 Internet Information Services (IIS) Manager
Administrative Tools »
o &, iSCSI Initiator

Heb At Sooort ; 3 Local Security Policy
|(2¢] Memory Diagnostics Tool
Run... |@ Relabisty and Performance Monitor
 Seaurity Configuration Wizard
|35 Server Manager
| 24 services
‘5_;_ Share and Storage Management
|# storage Explorer
|E} System Configuraton
e B 0| @ [r]|® reskshesse
!@P Windows Firewall with Advanced Security
|¥p Windows Server Backup
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» Once we’re inside the Active Directory Users and Computers snap-in, we’ll need to
expand the domain in which we want to create the user, and right-click on
the Users folder. We’ll then select New User.

=lojx|
‘ Fée Acton View Help
e ZnoBDc: HR R RS TER
) Active Directory Users and Comput | Name [ Type Im ]
@ [Z] saved Queries J Buitin builtnDomain
© I o Tontaner Default container for upgr...
Find... Prganizational ...  Default container for dom...
Change Domain. .. Eov:a«e Default container for secu...
Change Domain Controer. . Fontainer Default container for upgr...
Raise domain functional level...
Operations Masters...
T e
Al Tasks »|  Contact
Group
_Vew ™ Inetorgerson
Export List... MSMQ Queue Alias
Organizational Unit
fep Printer
iﬁpi
[ Folder
K — JLi|
[Create a new object... [
I'stm| | % m ]l | Active Directory User... D@y 11:51aM

» The New Object — User box will pop up and require you to put in the user’s name and
create the user logon. You’ll need to use a standard method of creating user logon names,
as this will cause much less confusion in the future. If you have a small network, you may
want to just stick to using the first initial and last name because it’s shorter. If you
anticipate that your network will grow quite large, the standard advice is to use the full
first and last name separated by a period..

active Directory Users and Computers =10 x|
e obiect-ser x
4
— ‘E) Create in:  suparior.mit com,’ 5 ]
E
E . - bntainer for upgr...
fiiags: TR pritainer for dom. ..
Last name: I pritainer for secu...
ptainer for upgr...
Ful name: iz
Userlogon name:
Imm I@suo-srarmﬂ com ﬂ
User logon name {pre-Windows 2000):
[SUPERIOR\ |~1|r\
< Back I Mext = I Cancel
Kl — I

Oistart| | 3 m |[ = Active Directory user... D Ty 1:52am
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» Next we’ll give the user an initial password, and make sure to have them change it as
soon as they first logon.

zl

f
4
= & Create in:  superior.mit.com/ |
h
E
E i r
Password: |oo.o.tno ::I:::ﬂ
Confirm password: quouu bitainer for secu. ..
bntainer for upgr...

™ User must change password at next logon
¥ User cannot change password
" s reve e

™ Account is disabled

< Back Next > Cancel

o | =

|
EIE S o

[ |
N ey 11:53 AM

» When we’re finished, we’ll get a nice summary of our work.

clon =10] x|
x4

& Create in:  superor.mit.com/ E 1

o Al

When you click Finish, the following object will be created: prtainer for upgr...
prtainer for dom...
pntainer for secu...

Lsar e e brtainer for upgr...

The user cannot changs the password.
The password never expines.

Full name: mian =l

| | |
Drseat| | 2 M |[ = Active Directory User... N (@ ey 11:53 AM




» When we go back to the Users folder in the domain, we can see our newly created user.

B Active Directory Users and Computers A].n]l(_]
Fle Acton View Help

e rmi0RXDc = BHm(A TR

_ Active Directory Users and Comput | Name [ Type | Description 1
@ [Z] Saved Queries =] Buitin buitinDoman
® 5 -] Computers Container Default container for upgr...
31 Domain Cont... Organizational ... Defauit container for dom...
7| ForeignSecur... Container Default container for secu...
mian User
[ users Container Defauilt container for upgr...

o] s— L]

Jactive Directory Users and Computers| [ |

Lrstart| | 5 mR || 2 Active pirectory user.. D@y 1:54aM

Domain Join

System Properties

Computer Name Changes

‘You can change the name and the wp of this
«computer. Changes may affect access to network resources.

+4 start *s Network Connections

9% 12:01PM

Click on the change button, from here you can change your Computers Name to a more
friendly name.



System Properties

Computer Name Changes

‘You can change the name and the bership of this

computer. Changes may affect access to network resources.

!:otmumname:

Full computer name:
faisal

. Network Connections

12:00 PM

15

Now type in the name of your domain, our Domain is superior.mit.com but yours will be

whatever you made it when you set up Active Directory.

System Properties

Computer Name Changes

‘You can change the name and the f this
‘computer. Chmnmd!edumxlonelwuklms.

X !:ompumnune:

faisal

Full computer name:
faisal

*s, Network Connections

Y, % 12:01 PM

At the end your domain is joined when you click ok and your client is need to be

restarted.
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System Properties
Computer Name Changes

‘You can change the name and the membership of this
computer.

. Changes may affect access to network resources.

| ! start s Network Connections

Add Policies:
> If you want to deploy some policies on the user you have created in active directory
domain controller. Just right click on the user that is created and go to its properties.

Fle  Acton View Help l
= 2m & 0[RC]ols [ Een| R &ty %
- | v - t I

s and Compul I 1

L i |
[Opens the proper ties dialog Box for the current selection. I T
Lrseart| | G mm | Active Directory User-.. @Y 11:55am

Monday through Wednesday from 1:00 AM to 7:00 PM

“ ehaot T Sondmy . November 22 2015 =17

oK | cance | P | Help.

I
Zrswan] | o mm JT=S Active Diractory User— e @ s e am

» Now on next wizard screen click on account button and apply the login hour in a week
you want to permit for this user.



17

Chapter no. 3

Dynamic Host Configuration Protocol
(DHCP)

IP Assigning:
We can assign IP addresses to the computer by two They are ways

Manual IP Configuration (Static IP)

Automatic IP Configuration (Dynamic IP)

DHCP gives flexibility of administration to the system administrator. In Manual IP
configuration we will click on the properties of the network adapter and give IP address
manually which is called Static IP address. If you have 5-10 computers then it is easy to
manually assign IP addresses to them.

But if you have a large environment having 1000 of computers thenit is quite difficult to
assign IP addresses manually. There must be an easy way to perform this task and the easy
way is to use DHCP server. In DHCP or Automatic IP Configuration the IP addresses are
automatically assigned to the client computers which are called Dynamic IP addresses.

DORA (Discovery, Offer, Request, Acknowledgment

Client Broadcast DHCP Discover Packet

The client broadcasts messages on the network subnet using the destination address
255.255.255.255 or the specific subnet broadcast address. A DHCP client may also
request its last-known IP address. If the client remains connected to the same network, the
server may grant the request. Otherwise, it depends whether the server is set up as
authoritative or not. An authoritative server denies the request, causing the client to issue
a new request. A non-authoritative server simply ignores the request, leading to an
implementation-dependent timeout for the client to expire the request and ask for a new
IP address.

DHCP Server unicast DHCP Offer Packet to the client

When a DHCP server receives a DHCPDISCOVER message from a client, which is an IP
address lease request, the server reserves an IP address for the client and makes a lease
offer by sending a DHCPOFFER message to the client. This message contains the client's
MAC address, the IP address that the server is offering, the subnet mask, the lease
duration, and the IP address of the DHCP server making the offer.

The server determines the configuration based on the client's hardware address as
specified in the CHADDR (client hardware address) field. Here the server, 192.168.1.1,
specifies the client's IP address in the YIADDR (your IP address) field.

DHCP Client send a DHCP request message to the DHCP server
In response to the DHCP offer, the client replies with a DHCP request, broadcast to the
server, requesting the offered address. A client can receive DHCP offers from multiple
servers, but it will accept only one DHCP offer. Based on required server
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identification option in the request and broadcast messaging, servers are informed whose
offer the client has accepted. When other DHCP servers receive this message, they
withdraw any offers that they might have made to the client and return the offered address
to the pool of available addresses.

DHCP Server send a DHCP Acknowledge message to the DHCP Client

When the DHCP server receives the DHCP REQUEST message from the client, the
configuration process enters its final phase. The acknowledgement phase involves
sending a DHCP ACK packet to the client. This packet includes the lease duration and
any other configuration information that the client might have requested. At this point, the
IP configuration process is completed.

Configuration DHCP Server

Let’s see how we can configure DHCP server in a Windows Server Environment. For the
demo I will be using Windows 2008 R2 Server.
To start first need to log in to the server with administrator privileges. Then start the

“server Manager” by clicking on “Server Manager” icon on task bar. Then go to “Roles”
il

File Action View Help ‘
3| 7=dE |
Ea Server Manager (1N 9USS 74!

& Featires

'j Diagnostics Eﬁ View the health of the roles installed on your server and add or remove roles and features.
5} Configuration | 5

53 storage

~! Roles Summary [ Roles summary Help
) Roles: 2 of 17 installed i Add Roles
~) Active Directory Domain Services 4 200sHep

Stores directory data and manages communication between users and damain, induding user logon
processes, authentication, and diectory searches.

Go to Active Directory Domain

¥ Role Status Services

~) Role Services: 1installed ik Add Role Services
B R Role S
Rale Service [Status_a| =— RemoveRolServices
&y Active Directory Domain Controller Installec
Identity Management for UNIX Not inst

Server for Network Information Services Not inst

Password Synchronization Notinst

Admimice i Tl .|
1 LD =

4 ]| Last Refreshs 9/15/2015 11:46:12.4M Configure refresh

» Then click on “Add Roles” option to open Add roles Wizard.

pdd Roles Wizard X

ﬁ; Select Server Roles

Before You Begin

Select one or more roles to install on this server.,
Roles: Description:

Active Directory Domain Services [ Active Directory Certfcate Services S_g):‘;sor’e's T S
Confirmation cts on the network and makes this

[ Active Directory Federation Services information available to users and
i [] Act:~ Directory Lightweight Directory Services network administrators. AD DS uses
Restlts [[] Act= directory Rights Management Services domain controllers to give network

users access to permitted resources
L] Application Server anywhere on the network through a
Ié g:gz Server single logon process.

erver

[] Fax Server

] File Services

[] Metwork Policy and Access Services
] Print Services

[] Terminal Services

[] uDDI Services

[] web Server (115)

] windows Deployment Services

More about server roles

<previous |[ wext> | sl Cancel
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> Then it will load the Roles Wizard and select the “DHCP Server” From the list and click
next to continue

» Then it will give description about the role. Click next to continue.

Add Roles Wizard x|
=
&E DHCP Server
Before You Begin Introduction to DHCP Server
v Ruies The Dynamic Host Confiauraton Prataca alows servers  sssian, orease, P sddresses t computers and
er devices that are ensbled 2s DHCP dients, Deplaying a DHCP server on the netvork provides computers
= aﬂ'\erTCPﬂPhasad nemm devices m Vol T acresses ang ﬂ'\e addmunal sl e
thes eed, called DHCP options. This alows computers and other netuork

Network Connection Bindings e m s Ben e B e S

IPv4DNS Settings
Things to Note

RS u i You should cnnﬁgure 2t least one static IP address on this computer,
TRTHEErE i Before you install GHCP Server, you should plan your subnets, scopes, and exdusions. Make a record of
DHCPYS Stateless Mode e P e SR
IPv6 DNS Settings Additional Information
DHCP Server Authorization DHCP Server Overview
Frtr Defining DHCP Scopes
Intearating DHCP with DNS
Progress
Resuits.

<Prewuus| Hefs> I Insta Cancel

Next window is asking to use which interface to serve DHCP clients. If server has
multiple NIC with multiple IP you can add them also to serve DHCP clients.

51

=
li Select Network Connection Bindings

Before You Begin

One or more netwark connections having a static IP address were detected. Each network connection can

Server Roles be used to service DHCP diients on a separate subnet.
DHCP Server Select the network connections that this DHCP server will use for servidng dients,
Network Connection Bindings
Network Connections:
IPv4 DNS Settings P Address I Type I
IPv4 WINS Settings 192.168.3.1 Pud
DHCP Scopes
DHCPv6 Stateless Mode
IPv6 DNS Settings
DHCP Server Authorization
Confirmation
Progress
Results
—Details
Mame: Local Area Connection
Network Adapter: Intel(R) PRO/1000 MT Metwork Connection
Physical Address: 08-00-27-€3-30-3A

<F‘rEvmus| Tet> | s Cancel

>  (In next window it will give opportunity to add DNS settings that should apply for DHCP
clients.

» Domain Name System DNS) configuration involves the following configuration tasks for
TCP/IP properties on each computer:

» Set a DNS computer or host name for each computer. For example, in the fully qualified
domain name wkstnl.widgets.tailspintoys.com. The DNS computer name is the left-most
label wkstnl.

» Set a primary DNS suffix for each computer, which is placed after the computer or host

name to form the FQDN. Using the previous example, the primary DNS suffix is
widgets.tailspintoys.com.
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> Set a list of DNS servers for clients to use when resolving DNS names, such as a
preferred DNS server, and any alternate DNS servers to use if the preferred server is not

available.

> Set the DNS suffix search list or search method to be used by a client when it performs
DNS query searches for short, unqualified domain names.

Add Roles Wizard

[ ES:’E Specify IPv4 DNS Server Settings

Before You Begin
Server Roles
DHCP Server
Network Connection Bindings

IPv4DNS Settings
IPv4 WINS Settings
DHCP Scopes

DHCPv6 Stateless Mode
IPv6 DNS Settings
DHCP Server Authorization
Confirmation
Progress

Results

When clients obtain an TP address from the DHCP server, they can be given DHCP options such as the 1P
sddresses of DNS servers and the parent domain name. The settings you provide here will be applied to clients
using 1Pv4,

Specify the name of the parent domain that dients will use for name resolution. This domain will be used for all
scopes you create on this DHCP server,

Parent Domain:

Jsuperior edu.com

Specify the IP addresses of the DS servers that dients will use for name resolution, These DNS servers wil be
used for ll scopes you create on this DHCP server,

Preferred DNS Server IPy4 Address:
J192.168.3.1

validate

Alternate DNS Server IPv4 Address:

More about DNS server settings

> Next window is to define the WINS server details.
» Windows Internet Name Service (WINS) provides a distributed database for registering
and querying dynamic mappings of NetBIOS names for computers and groups used on
your network. WINS maps NetBIOS names to IP addresses and was designed to solve the
problems arising from NetBIOS name resolution in routed environments. WINS is the
best choice for NetBIOS name resolution in routed networks that use NetBIOS over

TCP/IP.

Add Roles Wizard

ESEE Specify IPv4 WINS Server Settings

Before You Begin
Server Roles

DHCP Server

Network Connection Bindings
IPv4 DNS Settings
IPv4 WINS Settings

DHCP Scopes
DHCPV6 Stateless Mode
IPv6 DNS Settings
DHCP Server Authorization

Confirmation

Progress

Results

when dients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
addresses of WINS servers. The settings you provide here will be appliedto clients using IPv4.

@ WINS is not required for applications on this network

" WINS is required for applications on this netwark

More about WINS server settings

<PrEvluus| oyt > I

concel |
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In next window we can add the scope, the Starting IP, End IP of the DHCP range, subnet

mask, default gateway, leased time etc.

A scope is an administrative grouping of IP addresses for computers on a subnet that use
the Dynamic Host Configuration Protocol (DHCP) service. The administrator first creates
a scope for each physical subnet and then uses the scope to define the parameters used by
clients. A scope has the following properties:

A range of IP addresses from which to include or exclude addresses used for DHCP
service lease offerings.

A subnet mask, which determines the subnet for a specific IP address.

A scope name.

Lease duration values, which are assigned to DHCP clients that receive dynamically
allocated IP addresses.

Any DHCP scope options configured for assignment to DHCP clients, such as Domain
Name System (DNS) server, router IP address, and Windows Internet Name Service
(WINS) server address.

Reservations optionally used to ensure that a DHCP client always receives the same IP
address.

j{Add Roles Wizard =]

| ES} Add or Edit DHCP Scopes

Before You Begin

A scope is the range of passile IP addresses for 3 network, The DHCP server cannot distribute [P
addresses to dlients until a scope is created.
Scopes:

|

Server Roles

DHCP Server
Metwork Connection Bindings
IPv4 DNS Settings
IPv4 WINS Settings

DHCPv6 Stateless Mode

A scopeis arange of possible IPaddresses fora network. The DHCP server cannot
distribute IP addresses to clients until ascope is ereated.

Scope Name: |\ab1

IPv6 DNS Settings
DHCP Server Authorization

Confirmation

Progress

Resulis

Starting IP Address:

Ending IP Address:

Subnet Mask:

Default Gateway (optional):

Subnet Type:

¥ Activate this scope

[192.188.3. 100

[192.188.3.252

[255.255.255.0

|192. 188.3.1]

[wired (ezce duration wil be 6 days) x|

[ ] e

< Previous Next = Cancel

> In next Window it can configure to support IPv6 as well.

Egu Configure DHCPv6 Stateless Mode
W

Before You Begin
Server Roles

1Pv4 DNS Settings
IPv4 WINS Settings
DHCP Scopes

€ Disable DHCPVS stateless
After instaling DHCP Server,

TPy addr

pratocol

& DHCP s

1t using this DHCP server,

vou can configure the DHCPvE mode wsing the DHCP Management console

< Pravious e Cancel
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» Then it will give the confirmation window before begin the install. Click on “Install”.

» When 1 first installed a DHCPv6 server on Window Server 2008 R2, my clients (Vista
and Windows 7) were unable to receive IP addresses. Thus, | started goggling to find out
what went wrong. | found quite a few official and unofficial resources with promising
advice. In the end, it turned out that most of those resources were either outdated or
simply provided wrong information. In my last post aboutDHCPV6 server installation, 1
mentioned the wrong advice regarding client settings.

» Once installation finishes DHCP server interface can open from Start > Administrative
Tools > DHCP

e prce S
File Acton View Help
Bl wini2us52Ma 14.superior edu.c F———— e
& win-j8uss2fa 14, superior edu.com
L [ |

Using the DHCP it is possible to even configure multiple Scopes configurations to the
network. In a network there can be different network segments. It is waste to setup different
DHCP servers for each segment. Instead of that it is possible to create different Scopes to
issue DHCP for them.

j| ndd Roles wizard x|

ig:ﬁ Installation Results

Before You Begin

The following roles, role services, or features were installed successfully:
Server Roles
B 1w

' @ message below
DHCP Server T

Network Connection Eindings @9 Windows automatic updating is not enabled. To install the latest updates, use Windows Update in
IPv4 DNS Settings & Control Panel to check for updates. .
[Py4 WINS Settings DHCP Server (@ 1nstallation succeeded
DHCP Scopes
DHCPv Stateless Mode
IPyG DNS Settings
DHCP Server Authorization
Confirmation
Frogress

Print, ¢-mail, or save the installation report



http://4sysops.com/archives/how-to-install-a-dhcp-server-for-ipv6-dhcpv6-on-windows-server-2008-r2/
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Chapter no. 4

Web Server IIS

I1S (Internet Information Server) is a group of Internet servers (including a Web or
Hypertext Transfer Protocol server and a File Transfer Protocol server) with additional
capabilities for Microsoft's Windows NT and Windows 2000 Server operating systems.

Stands for "Internet Information Services.” IIS is a web server software package designed for
Windows Server. It is used for hosting websites and other content on the Web.

Microsoft’s Internet Information Services provides a graphical user interface (GUI) for
managing websites and the associated users. It provides a visual means of creating,
configuring, and publishing sites on the web. The IIS Manager tool allows web
administrators to modify website options, such as default pages, error pages, logging settings,
security settings, and performance optimizations.

I1S can serve both standard HTML web pages and dynamic web pages, such as ASP.NET
applications and PHP pages. When a visitor accesses a page on a static website, 1IS simply
sends the HTML and associated images to the user’s browser. When a page on a dynamic is
accessed, IS runs any applications and processes any scripts contained in the page, then
sends the resulting data to the user’s browser.

While 11S includes all the features necessary to host a website, it also supports extensions (or
“modules”) that add extra functionality to the server. For example, the Win Cache Extension
enables PHP scripts to run faster by caching PHP processes. The URL Rewrite module
allows webmasters to publish pages with friendly URLSs that are easier for visitors to type and
remember. A streaming extension can be installed to provide streaming media to website
visitors.

[1S is a popular option for commercial websites, since it offers many advanced features and is
supported by Microsoft. However, it also requires requires a commercial license and the
pricing increases depending on the number of users. Therefore, Apache HTTP Server, which

is open source and free for unlimited users, remains the most popular web server software.

» Launch the Add Roles Wizard using one of these methods:
On a new Windows Server 2008 installation click Add Roles from the Initial
Configuration Task Window

From the Server Manager click Add Roles from the Roles Summary or Roles Manager
» The Add Roles Wizard will begin with some recommendations for the installation; click
the Next button to proceed.


http://techterms.com/definition/web_server
http://techterms.com/definition/website
http://techterms.com/definition/gui
http://techterms.com/definition/html
http://techterms.com/definition/aspnet
http://techterms.com/definition/php
http://techterms.com/definition/staticwebsite
http://techterms.com/definition/web_browser
http://techterms.com/definition/script
http://techterms.com/definition/server
http://techterms.com/definition/cache
http://techterms.com/definition/friendly_url
http://techterms.com/definition/streaming
http://techterms.com/definition/apache
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» You may be prompted to add the Windows Process Activation Service feature, in this

case click the Add Required Features button.

e

Add features required for Web Server (lIS)?

o
"y —

also installed:

= Windows Process Activation Service

Process Model
Configuration APls

You cannot install Web Server (1IS) unless the following features are

Add Required Features I Cancel

(z' Why are these features required?

A

From the Select Server Roles Wizard step check the box labeled Web Server (11S) and

click Next to continue.

Note: If you use the Add Roles Wizard to install IIS, you get the default installation, which
has a minimum set of role services. If you need additional IIS role services, such
as Application Development or Health and Diagnostics, make sure to select the check boxes
associated with those features in the Select Role Services page of the wizard.

Add Roles Wizard

ES}' Select Server Roles

Before You Begin

Select one or more roles to install on this server.

Server Roles

Web Server (II5)
Role Services

Confirmation

Progress

Resuits

[ Fax Server
[] File services

[ Metwork Policy and Access Services
[ Print Services

[ Terminal Services

Deployment Services
erver Update Services

More about server roles

x|

Description:

Web Server (I[5) provides a reliable,
manageable, and scalable Web
applicationinfrastructure.

<previous [ nepe | sl | cancel |

» After reviewing the Web Server Installation introduction, click the Next button to begin

selecting the role services to install.

» Server roles describe the main function or functions performed by a server in your
organization. For example, a domain controller performs the Domain Controller server
role. Server roles must have role-specific services enabled. The Security Configuration
Wizard (SCW) enables services that are necessary for the selected server to perform the

server roles that you select on this page. Unnecessary services are disabled.



Add Roles Wizard

ﬁ:ﬁ Select Role Services

Before You Begin

Server Roles

Web Server (TIS)
R

rvices
Confirmation
Progress

Results

Select the role services to install for Web Server (T15):

Role services:

Description:

O @ web Server

=l [E Common HTTP Features
Static Content
Default Document
Directory Browsing
HTTP Errors

Web Server providessupport for
HTMLWeb sites and optional support
for ASP.NET, ASP, and Web server
extensions. You can use the Web
Server to host an internal or external
‘Web site or to provide an environment
for developers to create Web-based
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applications.
[[] HTTP Redirection ge

B[] Application Development
[ aspneT
[ .NET Extensibiity
[ ase
[ car
[] 154P1 Extensions
[ 15aP1Filters
[ server Side Includes
E @ Health and Diagnostics
HTTP Logging
[ Logging Tools
Request Monitor
] Tracing
D Custom Logging j

] ARDE L mmmien

More about role services

< Previous w Install Cancel

» When the wizard is finished installing the roles, review the installation results and click
the Close button to complete the installation.

Add Roles Wizard x|

ﬁ% Installation Results

Befare You Begin .
The following roles, role services, or features were installed successfully:
Server Roles

1, 1warning message below
Web Server {IIS) - o o

Role Services 0 ‘m \Windows automatic updating is not enabled. To install the latest updates, use Windows Update in
. £ Contral Panel to check for updates,
Confirmation -
4 Web Server (II5) "ﬁ' Installation succeeded
Progress =
The following role services were installed:
Web Server
Common HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors
Health and Diagnostics
HTTP Logging
Request Monitor
Security
Request Filtering
Performance
Static Content Compression
Management Tools
115 Management Console ﬂ

Print, e-mail, or save the installation report

< Frevious Mext > | [ Close I Cancel

Configuration of Web Server IIS

» Let’s go ahead and open IIS Manager by going to Start -> Administrative Tools ->
Internet Information Services (I11S) Manager



26

% Server Manager
Command Promot

#2 Windows Update
il

@ Internet Explorer
é
'_] Notepad
4 Jy Internet Information Services (115)
| Manager

™
\\ | Ease of Access Center

mmmmm

»

3 All Programs

Dostart | G M & | windows Server Ba = ey s:2aM

» Once IIS Manager opens, expand out the web server and then expand the Sites folder.
Right click on sites and then click on Add Web Site

"E Internet Information Services (IIS) Manager

@;’ [Gj b WIN-IXUCB4UMHIE » | &l

Fle View Hebp

[comnections [Actons
@g! WIN-JXUO84UM

L -k |7 |8 Manage Server
HIB Home
2 Restart

IXUOBAUMHB (SUPERIORT | | gy e - P Start
¥ Application Pools

B Stop

&  Addjyebsite... E‘ *-l View Application Poals
G3 Refrech \3;:2 e

fication Compression o
Switch to Content View @ Hep
Online Help

Default Directory
Document  Browsing

2
EmorPages  Handier
Mappings =

Dstat] [ m @[S eermetntormaton... [& D@D st
In the Add Web Site window we have some basic information to fill out for a static site:

Site Name — Name of the site, this will be either domain.com or *.domain.com (Where *

would represent a sub domain name such as www or blog for example)

Physical Path — The location on the local server that will hold the files for the website If you
did not set this up beforehand you can create a folder through this interface

Type — choose either http or https depending on whether your site will use Secure Socket
Layer (SSL) certificate or not

IP Address — From the dropdown you can specify what IP the website should answer on or
use the default switch of All Unassigned

Host Name — If you would like this site to respond to other domain names you can put these

here.



"-E Internet Information Services (IIS) Manager — | EI|5|
6@ MdWebSrte 2 ) @ -
File View Site name: Application poal:
— Content Directory
u'v H l l Physical path: g
aj Start Page
C:Yinetpubwwwrootinabeel.html |
193 WIN-IKUC fe:inetpuo "
3 Aapplic Pass-through authentication
El-l@] Sites Connect as... Test Settings... —
Pools
— Binding
Type: IP address: Paort:
Jhttp =] J192.168.50.10 =l Je0
Host name:
Isupar\ur.mit.cum
Example: www.contoso.com or marketing.contoso.com
¥ start web site immediately
3 I OK I Cancel |
Ready L=
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You have now installed 11S 7 and configured a static website. Just place your html files in the
directory you specified when creating the site and you are good to go

™E Internet Information Services (IIS) Manager =]

@@ [0 ¥ WIN-JXUOS4UMHIE » Sites » mit ¥

FEE Y

File view Help

mit Home _
“a' Hlﬁ |& q L Explore =
-5 Start Page B Edit Permissions. .
=193 WIN-JXUOS4UMHIE (SUPERICR 2L % —n
; Q Application Poals IIs & Edit Site
B8] Sites _ Bindings...
=@ % iﬁ) ﬁj [E] Basic Settings...
Authentication Compression View Applications
View Virtual Directories
ﬁ Manage Web Site ()
[/}
= -
Diefault Directary + Restxk
Document Browsing B Start
N B stop
L : Browse Web Site
Error Pages Handler Erowse superior.mit.com on
Mappings J 192, 168.50.10:80 (http)
. aded i
Advanced Settings...

| | » (2 Content View Configure =
Ready Gi:g

Installation of IIS

» Go to server manager click on Roles.

» Click on add roles and click on next.

» Select Web Server (11S) and click on next.
» Click on next then install and then close.
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Steps for making DNS Zone

Open DNS from administrative tools.

Select forward look up zone.

Right click on it and select new zone.

Select primary zone

Give name to the zone

Inside this newly created zone create a host record by right clicking
Give name www and assigning imp address of your choice.

Steps for making a website

Open note pad and write some html code

<html><body>

This is test website for webhosting.

<body></html>

Make a folder with the name in C drive and save this file with index.html.

VVVYVYVVYVYY

YVVV VY

Steps for Creating site

Open IIS from administrative tools.

Right click on site and select add new site

Give name to the new website

Give a physical path

Give host name

Click ok

Now click on the default document and remove all documents .
Add your own documents index.html to the default document .
Enable it and then click ok.

Stop the web site then start the web site.

Now go the internet explorer and type the URL.

VVVVVVYVYVYVYYVYVYYVYY
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Chapter no.5

Domain Name System (DNS)

A DNS server is a server software program that performs Domain Name Services (DNS).
This involves taking a full host name such as ‘www.vicomsoft.com' or a domain name such as
'vicomsoft.com' and returning the corresponding Internet Protocol (IP) address such as
195.224.81.4.

DNS Queries

There are two types of queries in DNS

Recursive Query

It goes from DNS client to DNS server. Its answer is complete means complete.

Iterative queries

It goes from DNS server to DNS server. Its answer is not complete mean referral. Iterative
query is used to reach from one DNS to another DNS reply for 60 minutes in his cache

DNS Installation

You can install a DNS server from the Control Panel or when promoting a member server to

a domain controller (DC). During the promotion, if a DNS server is not found, you will have
the option of installing it.

@ Active Directory Domain Services Installation Wizard x|

Additional Domain Controller Options

Select additional options for this domain controller.
|V DNS server
S ¥ Giobal catalog

I™  Bead-only domain controller (FORE]

Additional information:

The first domain controller in a forest must be a global catalog server and ;I
cannot be an RO

'We recommend that you install the DNS Server service on the first domain
controller.

More about additional domain controller options

< Back Next > Cancel

To install a DNS server from the Control Panel, follow these steps:

» From the Start menu, select | Control Panel | Administrative Tools | Server Manager.
> Expand and click Roles

> Choose Add Roles and follow the wizard by selecting the DNS role.

> Click Install to install DNS in Windows Server.



» Expand and click Roles

30
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Select DNS role
Add Roles Werard
iS“ Installation Progress
Sefone You Segeny The folowsng rofes, Tohe services, or feane
— f'" — ONS Server
=
- Dvsalzng ratallason. ..
Click finish to end setup wizard

DNS console and configuration

After installing DNS, you can find the DNS console from Start | All Programs |
Administrative Tools | DNS. Windows 2008 provides a wizard to help configure DNS.
When configuring your DNS server, you must be familiar with the following concepts:
Forward lookup zone

Reverse lookup zone

Zone types

A forward lookup zone is simply a way to resolve host names to IP addresses. A reverse
lookup zone allows a DNS server to discover the DNS name of the host. Basically, it is
the exact opposite of a forward lookup zone. A reverse lookup zone is not required, but it
is easy to configure and will allow for your Windows Server 2008 Server to have full
DNS functionality.

When selecting a DNS zone type, you have the following options: Active Directory (AD)
Integrated, Standard Primary, and Standard Secondary. AD Integrated stores the database
information in AD and allows for secure updates to the database file. This option will
appear only if AD is configured. If it is configured and you select this option, AD will
store and replicate your zone files.

A Standard Primary zone stores the database in a text file. This text file can be shared
with other DNS servers that store their information in a text file. Finally, a Standard
Secondary zone simply creates a copy of the existing database from another DNS server.
This is primarily used for load balancing.

To open the DNS server configuration tool:

Select DNS from the Administrative Tools folder to open the DNS console.

Highlight your computer name and choose Action | Configure a DNS Server... to launch
the Configure DNS Server Wizard.

Click Next and choose to configure the following: forward lookup zone, forward and
reverse lookup zone, root hints only Click Next and then click Yes to create a forward
lookup zone

Select the appropriate radio button to install the desired Zone Type

Click Next and type the name of the zone you are creating.

Click Next and then click Yes to create a reverse lookup zone.

Repeat Step 5.

Choose whether you want an IPv4 or IPv6 Reverse Lookup Zone


http://www.techrepublic.com/search/index.php?t=1&s=0&o=0&q=active+directory
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Click Next and enter the information to identify the reverse lookup zone

You can choose to create a new file or use an existing DNS file .

On the Dynamic Update window, specify how DNS accepts secure, nonsecure, or no

dynamic updates.

If you need to apply a DNS forwarder, you can apply it on the Forwarders window.

Click Finish .

ZONE

Database of DNS is called Zone.Or partition of domain name is called zone.when you

click on zone then you will se e two zones one is forward look up zone and second is reverse
look up zone.

Forward Look up Zone

It send name and get ip adress of the computer .

YVV VVYYVY

Configure a DNS Server Wizard B x|
Select Configuration Action 3
You can choose the lookup zone types that are appropriate to your network
size, Advanced administrators can configure root hints. 54

Select the action you would like this wizard to perform:

(' Create a forward lookup zone (recommended for small networks)
This server is authoritative for the DNS names of local resources but forwards all
other queries to an ISP or other DNS servers. The wizard will configure the root
hints but not create a reverse lookup zone,

(" Create forward and reverse lookup zones (recommended for large networks)

This server can be authoritative for forward and reverse lookup zones. It can be
configured to perform recursive resolution, forward queries to other DNS servers,
or both. The wizard will configure the root hints.

(" Configure root hints only (recommended for advanced users only)
The wizard will configure the root hints only. You can later configure forward and
reverse lookup zones and forwarders.

<Bad<|Next>|Camd

Reverse Look up Zone
It send ip adress and get name of computer.

New Zone Wizard N

Xl
Reverse Lookup Zone Name a
A reverse lookup zone translates IP addresses into DNS names. ./(

Choaose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(¢ IPv4Reverse Lookup Zone

(" IPv6 Reversa Lookup Zone

< Back Next > Cancel




X
Reverse Lookup Zone Name &
A reverse lookup zone translates IP addresses into DS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(% Network ID:

|192 168 .1 .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(" Reverse lookup zone name:
I 1.168.192.in-addr.arpa

<Back Next > Cancel

Steps to create a Zone
Here are process to crate the Zones.

YVVVVYYY

ZONE TYPES

Select forward look up zone.

Right click on it and select new zone.
Give name to the zone.

Now right click on newly created zone.
Create new host.

Give name to the host.

Give ip adress to the host.

There are four types of zones.
Primery DNS ZONE
It is standard zone which is writeable.

[new zone waard ]
Zone Type
The DNS server supports various types of zones and storage. -

Select the type of zone you want to create:

% Primary zone
Creates a copy of a zone that can be updated drectly on this server.

(" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance,

" Stub zone
Creates a copy of a zone containing only Name Server (hS), Start of Authority

(S04), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

I~ | Store the zone in Active Drectory (available only if DNS seryer s 2 writezble domain
controfier)

< Back Next > Cancel
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Secondary DNS zone
It is also a standard zone which is read only

Configure a DNS Server Wizard

Completing the Configure a DNS
Server Wizard

You have successfully completed the Configure a DNS Server
WI::rdd.Mmywdd(Fﬁda,Mfolo«ngsem\gswlbe
saved.

Settings:
DNS server to configure: WIN-IBXIWGHHKS ]

Forward lookup zone to create:
NorthAmerica.WatchTower.Jocal

A
Configure the hosts that will use this DNS server to point to
this DNS server for name resolution, and then verify name
resolution using nslookup. If you added a new primary zone,
add resource records to it for the hosts whose names need
to be resolved by this DNS server,

To dose this wizard, dick Finish,

X

<Bad(|Fni|ICmcd

» Complete the configure a DNS server Finish

34
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Chapter no.6

Windows Deployment Services (WDS)

Windows Deployment Services (WDS) ?

Windows Deployment Services is the updated and redesigned version of Remote Installation
Services (RIS). Windows Deployment Services enables you to deploy Windows operating
systems over the network, which means that you do not have to install each operating system
directly from a CD or DVD

Windows Deployment Services is a server technology from Microsoft for network-based
installation of Windows operating systems. It is the successor to Remote Installation
Services.!! WDS is intended to be used for remotely deploying Windows Vista, Windows
7, Windows 8, Windows Server 2008, and Windows Server 2012, but also supports other
operating systems because unlike its predecessor RIS, which was a method of automating the
installation process, WDS usesdisk imaging, in particular the Windows Imaging
Format (WIM). WDS is included as a Server Rolein all 32-bit and 64-bit versions
of Windows Server 2008, and is included as an optionally installable component
with Windows Server 2003 Service Pack 2

Steps Add the WDS role:-

In Server Manager, Highlight and select Windows Deployment Services and click next.

ﬂ

=
! * Select Server Roles

Before You Begin

one or more roles to install on this server.

WDS
Role Services

Confirmation

Progress

Oooo=0] 8 8
e rEEe | B8

Resulfs

ll

< Previous |[(hext> | msel | conca |
Ustart| | %om & O &' t:58am

you will get an information screen which has some info including the following:

Before you begin, you need to configure Windows Deployment Services by running either
the Windows Deployment Services Configuration Wizard or WDSUtil.exe. You will also
need to add at least one boot image and one install image in the image store


javascript:void(0)
https://en.wikipedia.org/wiki/Remote_Installation_Services
https://en.wikipedia.org/wiki/Remote_Installation_Services
https://en.wikipedia.org/wiki/Windows_Deployment_Services#cite_note-1
https://en.wikipedia.org/wiki/Windows_Vista
https://en.wikipedia.org/wiki/Windows_7
https://en.wikipedia.org/wiki/Windows_7
https://en.wikipedia.org/wiki/Windows_8
https://en.wikipedia.org/wiki/Windows_Server_2008
https://en.wikipedia.org/wiki/Windows_Server_2012
https://en.wikipedia.org/wiki/Disk_imaging
https://en.wikipedia.org/wiki/Windows_Imaging_Format
https://en.wikipedia.org/wiki/Windows_Imaging_Format
https://en.wikipedia.org/wiki/Windows_Server_2008
https://en.wikipedia.org/wiki/Windows_Server_2003#Service_Pack_2
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Add Roles Wizard x|

Overview of Windows Deployment Services

Before You Begin Introduction to Windows Deployment Services

Server Rales You can use Windows Deployment Services to install and configure Microsaft Windows operating systems
remately on computers that are PAE-enabled, Window Deployment Services replaces Remote Installation

WS Services (RIS) and assists with the rapid adoption and deployment of Windows Vista, Windows Server 2008,

Winows ¥P and Windows Server 2003, The Windows Deployment Services MMC snap-in allows you to manage

Role Services all aspects of Windaws Deployment Services, Windows Deployment Services alsa provides end-users with an
Confrmation experience that is consistent with Windows Setup,
Progress Things to Note
Results i/ Deployment Server requires that Active Directory Domain Services, DHCP, and DNS services are available

on your netwark, Transport Server does not require any acditonl roles or services, Both of these services
require an NTFS partition for the file store.

Befare you beain, you need to configure Windows Deployment Services by running either the Windows
Deployment Services Configuration Wizard or WDSUtil.exe. You will also need to add at least one boat
image and one install image to the image store.

To install Windows operating systems from a Windows Deployment Services server, either the dient
computers must be PXE-enabled, or you must use the Windows Server 2008 version of Windows
Preinstallation Environment (Windows PE).

Additional Information

Overview of Windows Deployment Services
Confiquring Windows Deployment Services
Managing Windows Deplovment Services

<previous [ wext> | sl | cancel |
Ustart| | 5, M & || 5 server Manager 5 By 1saam

» Click next and notice the two role services listed, Deployment Server and Transport
Server, make sure they are both selected and click next to continue.

Add Roles Wizard

Il ﬁ# Select Role Services

Before You Begin Select the role services to install for Windows Deployment Services:

Server Roles Role services: Description:
s CEpijenrree Deployment Server provides the full

functionality ofWindows Deployment
Services, which you can use to
configure and remotely install
Windows operating systems. With
Prums Windows Deployment Services, yau
can create and customize images and
then use them to reimage computers.
Deployment Serveris dependent on
the core parts of Transport Server.

Transport Server

Confirmation

ResLits

More about role services

[ <orevious [ mexts | el | Cancel |
Lostart| | 5o B @  |[E; Server Manager TR

» View the summary and click install to install the WDS role

Add Roles Wizard

b

THm— =

Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles

(i) 1informational message belaw

wos
Services (@) This server might need to be restarted after the instalation completes.
Confirmation * Windows Deployment Services
Progress. Deployment Server
. Transport Server

Print, e-mail, or save this information

<previous |t [ sl | cancal |
B

Ustart| | 3, m & || 5 server Manager




» After some copying you should see this

Add Roles Wizard x|

ﬁ Installation Results

Before You Begin

The follawing rles, role services, or features were installed successfuly:
Server Roles
1. 1warning message below

WDSs

Role Services Windows automatic updating is ot enabled. To install the latest updates, use Windows Update in

&7 Contral Panel to check for updates.

Confirmation ~
~) Windows Deployment Services Installation succeeded
Progress -
The following role services were installed:
Deployment Server
Transport Server

Print, e-mail, or save the installation report

< Previous Next > | Close I Gance! |
Ustart| | %, M €, || 55 server Manager £ B 12:05rm

» Configure the Windows Deployment Services gui (mmc snap in)
» Click on Start/All Programs/Administrative tools/Windows Deployment Services.
» At this point we can see that WDS is not configured yet, so let's do that now.

=101 x|

File  Action

| Windows Deployment Services

windows Deployment Services is your solution for the rapid deployment of Microsoft Windows
operating systems,

The Windows Deployment Services Management Console is your control panel for managing and
monitaring Windaws Deployment Services servers across your organization. The Manzagement Consale
provides a consistent user experience while configuring server properties, managing pending devices
and creating and managing images.

To add a Windows Deployment Services server, right click the Servers node in the left pane and dick
Add Server.

4l |

Windows Deployment... T () 10:01aM

Lrstan| | 4 B & ]

> Right click on the server name in the left pane and choose Configure Server

-0l x|

W7 \incows Deployment Serices

EER
= jEjl ;r»ars ‘Windows Deployment Services

Remove §ver Windows Deployment Services is your selution for the rapid deployment of Microsoft Windows

operating systems.

Refresh
The Windows Deployment Services Management Cansole is your control panel for managing and
manitaring Windows Deployment Services servers across your organization. The Management Consale
provides a consistent user experience while configuring server properties, managing pending devices
and creating and managing images.

Help

To add a Wi
Add Server,

dows Deployment Services server, right dick the Servers node in the left pane and dick

« |

Configures this server for the first use. [

Lrstart| | o m @& || %" windows Deployment.. T 10:11 AM




» At the welcome page click next

i Windows Deployment Se

ER-Y

Windows Deployment Services Configuration Wizard

Welcome Page

Foft Windows

managing and
Management Console

ping pending devices:

e left pane and cick

Foft Windows

managing and
Management Cansale
bing pending devices

e left pane and click

38
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» we put a checkmark in each of the DHCP options then clicked next
» | then chose to respond to all known and unknown computers (by default it's set to Do not
respond to any)

BEIEY

Fle Acton vew e |

=N |
W yindows Deployment Se ez L
E 88 s a

=1 -
B WINUOSEM  pyE Server Initial Settings = o
n
d7 foumions
Pre-boct execution environment (PXE) client computers may be pre-staged in Active - managing and
Directory Domain Services. Uhen = clert computer s pre staged. £ 2 2o called 2 vanagement Console
known clisnt. Clients which are not pre-staged are callad unknown. Lise this page to bing pending devices

select which client type the Windows Deployment Services server responds to, and
what action is taken when the server responds ta a known or unknown client computer
e left pane and dick
Chonse the appropriats answar policy bslow
¢ Do not respond to any client computar
¢ Respond only to known clisnt computers
& Respond to all fknown and unknown) client computers

™ For unknown clients, notffy administrator and respond after approval

To configure the Windows Deployment Services server, click Finish.
More information sbout PXE server settings

< Back Fifigh Cancel

< | ]

I
Oostart| | 3 Mm@ @& || windows Deployment... £ ) 10:15aM

» clicking on Finish applies these settings when done, you'll be told that the configuration is
complete and that you can now add images to the WDS server,

» click on Finish (again).

» The Windows Deployment Add image wizard will appear, insert your Windows 2008
Server DVD and click Browse, select the sources folder on the Windows 2008 DVD and

then click next.
lolx]

Fle Acton View Help —‘
=]
e CH windows Deployment Services - Add Image Wizard x|
. Image File %O
age =
Select 2 Windows image (WIM) fle that contains the mage(s) to add
File location:
E\sources\install wim Browse.
Back I N% > I C |
|

Ostart| | S5 m @ || windows Deployment... & Tm) w7 am

> You’ll be prompted to create a new image group, lets call it ImageGroupl (the default
name, you can change it later to Windows Server 2008 or Windows Vista Spl or
whatever...)
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1o
File Action View Help
e |z=lc=H |
[ R L) Windows Deployment Services - Add Image Wizard
= B servers
= i) WIN-JXUOB4UME L G
@ [ Install Imags
[ [£] Boot Images
B [ Legacy Imag Image groups are Used to group together smilar imagas.
[ Pending Devi
[ Multcast Tra Erter the image group for the image you want o add
& Select from existing image groups ImageGroup -
" Create a new image group inageGroup?
1 _'||

Dostart] | 3 m @ || windows Deployment... & Oy wiasam

> After a long while, the selected images will be added to the WDS server

[ Windows Deployment Services

Fle acton vew rep

e smlc=

R ST L Vindows Deployment Services - Add Image Wizard

= 53 servers

B o WIN-XuCgauwy oSk Progress

@ (5] Tnstall image
(] Boot Images,
[ Legacy Imag Operation complete
® [ Pending Devi
(3} Multicast Tra

|

The selected images were successfully added to the server.

Mors information about adding imagss

<Beck Finfs Cericel

|

[
(rstart| | 5 M & || %" windows Deployment... & Sey 10:21am

» click finish and review the WDS server as it is now

> In the Install Images pane, we can see the six available images from the Windows 2008

Server DVD, these are based upon the install.wim file on the DVD.
o

File Acton View Help

EEYEEEIEN |
WL Windows Deployment Services Image Name | Architecture | Status | Size | Date |
B A servers 2 Windows ... %85 Online  852.. 4f1L..
B WIN-JXUCB4UMHIB.superior mit.con
) [ Install Inages
E

=] Boot Images

[ Legacy Images

[ Pending Devices

[} Multiczst Transmiss.ons

x86 Cnlne 654, 1L
. %86 Online  654.. 41L.
x86 Onlne  B54.. 41l
. x88 Cnlne 654, 4/1L..
%86 onlne  652...
%86 Onlne 654,
- x86 oOnlne 854,
8 windows ... x86 Online  652...

< | |

I I
Drsant| | 5 m @& L\} ' Windows Deployment... & ey w:z2am
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» you can now PXE boot your client computers to the Windows 2008 WDS server.
troubleshooting note: if you add a new image to WDS and attempt to pxe boot and then
install the image but get an error saying something like 'could not display the list of' then
make sure you have used BOOT.WIM from a Windows Server 2008 DVD or Windows
Vista spl.
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Chapter no. 7

Threat Management Gateway

TMG 2010 has been built on top of the core capabilities delivered in Microsoft Internet
Security and Acceleration (ISA) Server 2004/2006 in order to deliver a comprehensive,
enhanced and integrated network security gateway. TMG provide additional protection
capabilities to help secure the corporate network from external/Internet-based
threats. TMG 2010 prevent abuse of networks from internal and external entity. Forefront
provide more management capabilities in terms security and protection. TMG 2010 is
available in Standard Edition and Enterprise Edition. Standard version does not support
Array/NLB/CARP support and Enterprise Management. For E-mail Protection both
version requires Exchange license.

TMG 2010 provide the following enhanced protection capabilities:

» Malware inspection

URL filtering

HTTP filtering

HTTPS inspection

E-mail protection

Network Inspection Systems (NIS)

Intrusion detection and prevention

Secure routing and VPN

Understanding Network Topology

The following TMG network topologies are available:

Edge firewall—In this topology, TMG is located at the network edge, where it serves
as the organization’s edge firewall, and is connected to two networks: the internal
network and the external network (usually the Internet).

>
>
>
>
>
>
>
>
>
>

Edge Firewall 3
J v
W s
S N
- — =
(( VPN Clients Network
. = ]
A
> External Network
) Y (Internet)
: ?, ‘ | \:// &G
S . ) Local Host
Ny~ -
Internal Network

» 3-Leg perimeter—This topology implements a perimeter (DMZ) network. TMG is
connected to at least three physical networks: the internal network, one or more
perimeter networks and the external network.


http://araihan.files.wordpress.com/2010/04/layoutlargeedge.png
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3-Leg Perimeter

VPN Clients Network
Local Host

Internal Network Perimeter Network

» Back firewall—In this topology, TMG is located at the network’s back-end. Use this
topology when another network element, such as a perimeter network or an edge
security device, is located between TMG and the external network. TMG is connected
to the internal network and to the network element in front of it.

‘.

External Network
(Internet)

Front Firewall

Back Firewall

Internal Network

Front Firewall

€D

External Network
(Internet)

Internal Network

> Single network adapter—This topology enables limited TMG functionality. In this
topology, TMG is connected to one network only, either the internal network or a
perimeter network. Typically, you would use this configuration when TMG is located
in the internal corporate network or in a perimeter network, and another firewall is
located at the edge, protecting corporate resources from the Internet


http://araihan.files.wordpress.com/2010/04/layoutlarge3leg.png
http://araihan.files.wordpress.com/2010/04/layoutlargeback.png
http://araihan.files.wordpress.com/2010/04/layoutlargefront.png
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Single Network Adapter

Local Host

’ / External Network

(Internet)

Internal Network

Functionality of a single network adapter topology
The single network adapter topology enables limited TMG functionality, that
includes:

Forward (CERN) proxy for HTTP, HTTPS, and CERN proxy FTP (download only).
Web caching for HTTP and CERN proxy FTP.

Web publishing. HTTP-based communications, such as Microsoft Office SharePoint
Server, Exchange Outlook Web Access 2007, ActiveSync®, and remote procedure
call (RPC) over HTTP (Outlook Anywhere, Terminal Services Gateway or WSMAN -
based traffic).

Dial-in client virtual private network (VPN) access.

Limitations of a single network adapter topology

The following limitations apply when you use the single network adapter topology:

Server publishing and site-to-site VPN are not supported.

Secure NAT and TMG Client traffic are not supported.

Access rules must be configured with source addresses that use only internal IP
addresses.

Firewall policies must not refer to the external network.

Hardware Requirements

Systems requirements depends on number of users and deployment scenario. TMG is
a vital part in a ICT infrastructure. To achieve best performance, you must add best
processing power and memory in TMG server however the following will give you
an optimum performance.Processor- Intel Xeon (Dual core/Quad-core/i7) or AMD
Option (dual core/quad core). Intel Hyper-Threading Technology enabled in bios if
Intel server board.

RAM-8GB

Disk Space -50GB systems partitions and 150GB logging +60GB-100GB Web
caching in a separate partition. RAID 5 configuration would be highly recommended.
NIC- 2 Gigabit NIC with redundant configuration (number of NICs depends on
deployment scenario)

Important! TMG has been built on 64 architecture.

Operating Systems and features

Windows Server 2008 SP2 64 bit or Windows Server 2008 R2Microsoft .NET
Framework 3.5 SP1Windows Web Services APl Network Policy Server. Routing and
Remote Access Services. Active Directory Lightweight Directory Services Tools.
Network Load Balancing Tools. Windows Power Shell Windows Installer


http://araihan.files.wordpress.com/2010/04/layoutlargesnm.png

45

4.5Important! It’s not recommended to install any application or programmed in
TMG server other then antivirus program. It must be a dedicated server for TMG.
Disable unnecessary services after installing operating systems. Install Machine
Certificate from Enterprise Root CA Authority before installing TMG. TMG server
must be a member of Active Directory Domain.

» Installation of Forefront TMG

> Prepare a 64 bit Windows Server 2008. Insert Forefront TMG DVD into the server.
Run preparation tools.

» Wait for the system to install preparation tools

| Forefront THG Preparation Toeol _gl

Plaase wak whils the F Toal inestally andl e requred feabures.

Corfiguing Windows Fioles and Fastures

Started 14507 AM. unning for 0:00:51

cick | nimts [ Come | wek |

» Now click the finish button to complete the preparations tools wizard.
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|
Preparation Complete

M prerequisie features are installed and configured.

= Wirdoras Rolies and Features instaled successfully]

' Lsunch Forsfront THIG Installation Wizard

Skip the welcome screen by clicking Next. To be able to continue with the installation

you need to accept the EULA, so choose | accept the terms in the license agreement, then
click Next.

HMicrosolt Forvfront THG Installetion Wiss g | |
% The

P (ore Compoacats (Estamated Tma: § misitas)

ol ix

See fdl map

frnect or disconnect

MICROSOFT SOFTWARE LICENSE TERMS ﬂ
T THREAT GATEWAY 2010 ]
'STANDARD EDTTION
THREAT GATEWAY 2010

T
ENTERPRISE EDITION
These license termes are an 1t between Ci (or
based on whvere you lve, ane of its affillates) and you, Flease read thems. They
apply to the Softwawre: named above, wihich indudies the medio an which you

recaived it, if any. The terms aiso apply to any Microsoft = access pont.
-1
& 1do e

Secalso

Infernet Optons <Back | it I Cancel I

Wandows Farensd

On the Setup Scenarios page, you have the option to install the Forefront TMG or install
only the TMG Management console. we’ll select Install Forefront Threat Management
Gateway and click Next.

Forefront TMG Preparation Tool ﬁl

Installation Type
Select the Forefront TMG installation type for the computer,

' Forefront TMG services and Management
Forefront TMG services and features will be installed.
The le will also be installed to Forefront TMG

" Forefront TMG t only
The management console will be installed to remotely manage Forefront TMG computers.

") Enterprise Management Server (EMS) for centralized array management
The computerwill e used for centralized management of Forefront ThG arrays

Click Nextto begin preparing the computer.

< Back Mexd > Cancel Help:
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» On the Customer Information page, enter your User Name and Organization. The Product
Serial Number will be filled in for you. Click Next.

i Microsoft Forefront Threat Management Gateway — allation Wizare x|

Customer Information
Please enter your customer details.

User Name:
| mian

Organization:

I superior

Product Serial Number:
IMDGWQ_] [Fmsy | [s022 |-RPeDF  |-[296ve

< Back | Next > I Cancel |

» Leave the default installation path and click Next.

& Forefront TMG Enterprise Installation Wizard x|

Installation Path
You can change the installation path, or dick Next to accept the default path.

Installation path for Forefront TMG:

<Back [ Next> |  cancel |

» Click the next button appear appears on forefront TMG.

{i Forefront TMG Enterprise Installation Wizard ] x|
Define Internal Network

Specify the address ranges you want incuded in the Forefront TMG Internal
ne

Click Add to specify the network address ranges.

Internal Network Address Ranges (from-to):

< Back Idext = Cancel ‘




» Firstly click on the add adapter button then add adapters in Wizard.

2
These are the IP address ranges induded in this network.
Start Address I End Address I Add Adapter... I
& Edit:, |
move

elect Network Adapters

Select the adapters with the you are configuri

Network adapters:

i# Microsoft Forefront Threat Management Gateway Beta- Install

Services Warning

During installation, some services running locally on this computer may be
restarted or disabled.

Services that will be restarted during installation:
SMNMP Service
115 Admin Service

=) World Wide Web Publishing Service

Microsoft Operations Manager Service

O EBwan

Network adapter details:

e |

Services that will be stopped during installation:
Routing and Remote Access Service

Name: Intel(R) PRO/1000 MT Network Connection #2
1P Addresses: 10.0.0.1
Route Information:

10.0.0.0 - 10.0.0.255

L=l
< Back I Mext I

IP Address Range Properties

48

Specify the range of IF addresses:

Start address:

End address:

See also
Internet Options
Windows Frewal

These are the IP address ranges induded in this network.

Start Address l End Address |

192.168. 1.1 192.168.1.254
192.168.50.10 192.168.50.254

10—

ook | s |

o] & & || T B

» On the Services Warning page, you will be notified that the following services will

be restarted or disabled during installation as seen in the below screen shot,
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» Click Next Ok, we are set for the installation, on the Ready to Install page,
click Install

» click on the OK button so that installation continues, else if you do plan to use the E-
mail policy protection, click on the Cancel button, install Exchange Edge
and then run the Forefront installation again.

Microsoft Forefront Threat Management Gate x|

If you plan to enable E-mail policy protection, you must install

! .~ Exchange Edge before installing Forefront Threat Management
Gateway {TMG). See the Forefront TMG Beta 2 release notes for
details. If you do not want to use E-mail policy protection, dick OK
to continue. E-mail policy protection will be configurable, but will
not function.

> Installation will proceed and wizard will show the following screens by clicking on next
button on wizard.

"3 Microsoft Forefront Threat Management Gateway B a = |0 X
15 £

Installing Microsoft Forefront Threat Management Gateway Beta
The program features you selected are being installed.

Please wait while the Installation Wizard installs Microsoft Forefront Threat
Management Gateway Beta. This may take several minutes,

Status:
Copying new files

]

= Back ekt = | Cancel I

= =l ot

The Installation Wizard is progressing as
follows:

"  Core Components

P Additional Components

System Initialization

» When installation completes, you can invoke TMG Management when the wizard closes
by enabling the checkbox available in the below screenshot. Click on Finis
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&= Microsoft Forefront Threat x|

llation Wizard C leted

The Installation Wizard completed successfully.

[~ Invoke Forefront TMG Management when the wizard doses

Click Finish to exit the wizard.

» An html page will pop up after you click the Finish button, listing few recommendations.
Take a read them.

File Edit View Favorites Tools Help

U7 ZF @ protect the ISA Server Computer Page ~ < Tooks

Protect the Forefront TMG Server

You have successfully installed Microsoft® Forefront Threat Management Gateway
(TMG) on your computer. Note the following security recommendations:
« Turn on Microsoft Update so that you will be notified when the latest
updates are available. When you turn on Autematic Updates, the Microsoft
Update Web site is regularly checked for high-priority updates that can help

protect your computer. These updates can include security updates, critical To view this page again after
updates, and service packs. Depending on the setting you choose, ;L”‘fg‘;‘fn‘; do one of the
Forefront TMG automatically downloads and installs any high-priority updates
that your computer needs, or notifies you as these updates become * Open the Secure.htm
available. We recommended that you configure Automatic Updates to :,‘:i&:g:ﬁg;"sgﬁer
download updates automatically, but to allow you to choose when to install installation directory on
them. For instructions on configuring Automatic Updates, see the Microsoft the Forafront TMG servar.
Update Web site. + Save this file to a shared
+ For more detailed information about securing the computer running miﬁryoonu)’;::‘r:;t::::s
Forefront TMG see "Security and Protection” in Forefront TMG Help. necessary.

Use the Microsoft ISA Server Best Practices Analyzer Tool to determine the
overall health of your Forefront TMG servers and to diagnose current
problems. The tool scans the configuration settings of the local server and
reports issues that do not conform to the recommended best practices.
Download this tool from the Microsoft Download Center.

» To open Forefront TMG Management Console, click on Start > All Programs > Microsoft
Forefront TMG, click on Microsoft Forefront TMG Management.

= Internet Explorer —

= Intermet Explorer (64-bit)

windows Contacts |
windows Update
. Accessories

mian
. Administrative Tools
E
. Extras and Upgrades .
. Maintenance
. Microsoft Forefront TMG - .
om| r
=3 Forefront TMG Management =
=3 Forefront TMG Performance Monitor
MNetwork

| Microsoft SQL Server 2005
. Startup
. windows PowerShell 1.0

Control Panel
Administrative Tools 3
Help and Support

Run...

R Back

[Etart search =3
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» Forefront TMG management console will open, and we will be greeted with the Getting
Started Wizard page opened. This wizard is used to configure or modify basic
deployment settings.

[N Getting Started Wizard x|

Welcome to Forefront TMG!
To get started, follow the three steps below:

Configure network settin
I:> i Define network settings for Forefront TMG, induding IP
‘ settings, routing rules, and network relationships.

! Configure systenm) settings

Define local system settings for Forefrant TiE,

Define deployvinent options
Specity Farefrant TMGE deplayrment sethings such as how Ehis
Farefront TG server receives Mictosoft updates,

Help about the Getting Started Wizard

L

ll Getting Started - Network Setup Wizard x|

T
Select the network template that best fits your network topology.

= Edge frewall | VPN Clients Network
€ =cgperimester
External Network
€ Back firewal
¢~ Single network adapter Local Host
RN
k»i
Internal Network

In this topology, Forefront TMG (Local Host) is deployed at the edge of the Internal network and has two
network . One adapter & connected to the Internal network, sither directly or through a router
or another firewall. Another adapter i to the (the

< Back Next > Cancel |
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> Now select edge firewall radio button on this diagram and click the next button.

Getting Started - Network Setup Wizard |

Local Area Network (LAN) Settings
Define the settings for the network adapter connected to your LAN.

Metwork adapter connected to the LAN:

LAN %

WAN

T
Defintt gateway: —
Spedfy additional network topology routes (optional):
Network Destnaton | Netmask | & | g, |
Edit., I
Hemoe I
< Back Hext > cancal |

» Now drop down the network adapter connected to network in TMG and select the

networks one by one.
£

Local Area Network (LAN) Settings
Define the settings for the network adapter conmected to your LAM.

MNetwaork adapter connected to the LAN:
x|
[P address:
Spedify properties of this network topalogy route:
Submet masgk:
Default gateway  Wetwark D 1 | 92 . 168 . 0 . w
DS server: o . | 255 , 255 . 255 , 255
Spedfy additonz  Gateway: I 192 . 168 . 50 . 1]
Ne—l: Add... I
o« | conce | | e |
Remoe I
< Back I Mext = Cancel

» Now when you have added adapters by click the add button wizard will show network
route properties now define the ip addresses for network destination and default gateway
for both LAN and WAN.
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Define the settings for the network adapter connected to your LAN.

Hetwork Topology Route Properties

255 , 255 . 255 . 255

[ % = o |
’7_

» When you added the ip addresses on both LAN and WAN it would see like that on
screen.

zetting Started - Network Setup Wizard

Local Area Network (LAN) Settings
Define the setings for the network adapter connected to your LAN.
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» After clicking ip address of LAN and WAN click next button on wizard.

Getting Started - Network Setup Wizard

Internet Settings
Set the Internet settings based on information from your Internet Service Provider (ISP).

» When you click the next button wizard would show the message you have already
configure the default gateway for other network click it ok .

adapter, this may result n having two default gateways defined.
Do you want to continue with this option selected?

Click OK to continue, or Cancel to select a dfferent option.
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» Now when you click the next button it will by default show the name of system and also
show the domain name.

» Finish button to complete the setup wizard.
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» For the time being you can ignore this wizard and click on Close. | did this because |
want to show you the left pane multiple new nodes such as Web Access Policy , E-mail

Policy, Intrusion Prevention System , Logs & Reports and Update Center.

Fie Acton View Help

M
= 4@ Forefront TMG (ELMAI-TMGE2)
EF] Monitoring

{4 Firewall Policy
Wb Access Policy
E-Mail Policy

Intrusion Prevention System
123 Remote Access Policy (VPN)
i Networking

[ system

Logs & Reports

¢+ Update Center

- Troubleshooting

[ |

|

S, Microsott
2 Forefront
Threat Management Gateway

Welcome \

Cd

Welcome to Microsoft
Forefront Threat
Management Gateway Beta

Forefront TMG is an extensible frawal solution.
Designed to support multi-network environments,
Forefront TMG provides highly integrated virtual
private networking capabilitis, extensible Lser
authentication models, comprehensive monitoring
and alert notifications, as well as remote
management options.

Read the Product Help

Use the product help to leam about deploying
your Forefrant TMG.

Define Your Forefront TMG Roles

Use the availzble links for deploying your
Forefront TMG.

Visit the Microsoft Forefront Web
site

TasksHelp

Tasks

[E) pisconnect fram Forefront
TMG Management

Related Tasks
@ Open the Mirosoft Forefront

Threat Management Gateway
Beta Online Help

» Now on the left of the screen expand forefront TMG .right click on fire wall policy add

access rule

xI

Welcome to the New Access Rule
Wizard

This wizard helps you create 3 new access e Access
rules define the action that is taken, and the protocols that
may be used. when specified diients from one network
attempt 10 access specfic destinations or content on
another network

Access rule name:




» Click the next button of wizard and check radio button allow on screen.

Hew Access Rule Wizard x|

Rule Action
Select how client requasts for content from the specfied destination are deak with
if the: conditions spechied n the rule are met.

Action o take when rule conditions: are met:
= Allow
" Deny

<Back [ Net> | Cancel |

» Click the next button on wizard select all out bounded traffic from drop down list.
fHew Access Rule wizard x|

Protocols
Select the protocaolz thie nule apples to.

< Back Nest > Cancel |

» Click next button and select enable malware selection for this rule.

1 -
| New Access Rule Wizard ) A.l

Malware Inspection
Select malware inspection settings

" Do not ensble malware inspection for this rue

re For mah nsp 1 to be *‘wm&mwmum
b )| dobaky.

<Back [ Ne> ]| cancel |
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» Now when you click the add button to add internal and external networks.

Access Rule Sources
Thiz ruks will appiy to traffic onginating from the sources speciied in this page.

This nie applies to traffic from these sources:

[T —

New = Edi... Delete

d Computers
& (3 Computer Sets
[ 3 Address Ranges
[ Subnets

A I Close

58

» Now expand network by clicking on networks and add internal and external networks and
local host one by one.

New Acoess Rule Wizard

Access Rule Sources

Thiz rule will apply to tr=ffic onginating from the sources specfied in this page.

This rube Epplies to traffic from these sources:

I —

i Extermnal
<& Intemal
& Local Host

entities:

New = Edit... Dwlsts

(1 = Networks
@ External
=l Internal
=l
== Quarantined VPN Clisnts
=} VPN Clients
3 3 Metwork Sets
[ Computers
[ 3 Computer Sets
[#] (3 Address Ranges
3 Subnets
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> After adding them click the next button to continue wizard of threat management
gateway.

HNew Access Rule Wizard x|
Access Rule Destinations
Thiz rube will apply to traffic zant from the nule sources to the destnations specfied
in this page.

This nie: applies to traffic sent 1o these destinations:

FE—
< Intemal
& Local Host _ e |

<M|MP}J Cancal

» Now on the next screen wizard click all users to add users and click next button.

New Access Rule Wizard x|

User Sets
You can appfy the rule to requests from all users. Or, you can lmi acoess to
specific user sets.

This nule applies to requests from the following user ssts:

(h

< Back Nexdt > Cancel
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» To complete the setup click finish button to complete button to finish button to complete

setup.

ficw access Rute wizard
| Completing the New Access Rule
' Wizard

You have successfully completed the New Access Rule
Wizard. The new Access Rule wil have the folowing

configuration:

Name:
ping
Action
Allow
Traffic:
All outbound traffic

Malware Inspection:
Enabled

H

To close the wizard, chick Finish.

o

<Back [ frsh | Cancel |
LT

» After finishing the button following screen will appear now click apply on the

screen to save and apply the changes.
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el Polcy) 4 Dl el fpv—
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4| | | 4| | # Move selected Rules Up
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» Now power on the client on the server and open internet explorer go to internet
options>connections>LAN settings and assign the ip address of TMG and port 8080 and

click ok.

Intermet Options
Local Area Metwork (LAMN) Settings
Aubcmatic corFegurateon

Autometic Figurakion maw oo smual
L o mnanus] SeLEnOs. skl SO Sl SO D S o

[ suromaricaly cSetect Sertings
[ Use auromestic configuration script

Prooce Serer

dial-up or WPk connections).

s, To ensure the

E=] == & proxy serwer For yvousr LA CThess ssttings will mot sapphr bo

Address: 19=2.165.50.30 |  Pore: | Goso [ Aacvancea
[ 1 e SS——=— |SUS (] S}
[ =1 1 —ancel 1

Local Area fetveork (LAMNE s=thngs

L&AM Setbings do not acedy bo dial-ws connections.
Thoose Setbinags stoee For disl-up =ettings -

LAl sethnegs

Cancel

» Now when you enter web address it will go to TMG and give the internet access

Fle Acton View Help

CEIE G IEEIE R ICICIOF L L P

=3 Mirosoft Forefront Threat Manageme

4]

g Firewall Policy
B R e G < Forefront
Dashboard .
Ente
9 Monitor Threat Management Gateway 2010 rprisc
EencR Py (i) Click heve to learn about the Customer Experience Improvement Program.
Web Access Policy
] E-Mail Poliey
- All Firewall Policy
& Intrusion Frevention System |/ Al Firewall Pobicy \y Taoloox Y Tasks ' Hep
) Remote Access Poicy (VPN) I s I
53 System Action Firewall Policy Tasks
4| Logs &Reports R .
L ) Publsh Exchange 1zh
< Update Center Clent Access
¥ Troubleshoating

5 Publsh Mail Servers

Copy (7}
L] Last C 1w Teaffic 5 Publsh SharePoint Sites
H = Publsh Web Sites
Export Selected i
=) Publsh Hon-Web Server
| protcss
Disable 5 Creats AccessRule
Can TP o Configure VoIP
Configure FTP |5 Configure Client Access
Configure RPC protocol
Policy Editing Tasks
7P Edit Selected Ruie
« | 5

Edit Selected

e R & LW S[T

[
T

» Now for a policy and for new user on TMG right click on ping and go to its properties as

shown above.

Forefront TMG -8 x|
File Acton View Help
e 2r E T 2 - x] |
._F:; trg—::s Fuej:;mrm Manager | ComentTypes |  Maware nspecton | Firewall Policy
Em‘“m"‘ﬁ’ General  ["iAction | Protocols | Fom | Te | Uses
ecbcars Enterprise
Firewal Bolicy 'S ) Ed Program.
7 wieb Access Policy ® ) Meme
L E-Mail Policy
@ Intrusion Prevention Syster o
) Remote Access Pocy (YPH) &'w,‘k'“"”
5 Networking
{33 system
1 &R i3 "
ﬁ ";:ECE:’; Type: Access Rule = il::l\sll::_f::ange web
Evalustion order Fude 10f 2 e
2§ Troubleshoating =) Publch Mail Servers
=) Publsh SharePoint Sites
¥ Enable 15 Fublsh Web Sttes

=) Publsh Non-Web Server
Protocols

5] Create Access Rule

& Configure VoIP
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» Now for the user click on the new button on the right corner of screen.

isix]
Fle Acton  View Help

e - x |

|3 Mirosoft Forefront Threat Manager | Genernl | Agiion | Protocols | Fom | To | uses |
F‘Egcﬁwmﬂ"ﬂﬁdmﬁ) Schedule ContentTypes | Mahware inspecton

) Monitoring Enterprise
4 yoreero ot I e |||
7 Web Access Policy —
i E-Mail Poicy et
W Intrusion Prevention Syster
Remote Access Poicy (VPH)

Firewall Policy

Toolbox Y Tasks

. Networking
(3 system

(] Logs &Reports
& Update Center
¥ Tre

B-2-4-6-8-10-12-2-4-6-g-10-12 | Firewall Policy Tasks

) Publsh Exchange Web
Client Access

= Publsh Mail Servers

=) Publsh SharePoint Sites

=) Publsh Web Sites

=) Publeh Non-Web Server

Protocas
From; Sunday 5] Crestz Access Rule
To: Saturday o

Time: 12 AM - 12 AM o Configure VoIP

2 r & Configure Client Access

0K || Cacel | il || Policy Editing Tasks

O Y

» When you click new it will ask for user enter the user to complete the wizard of user
policy in TMG.
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Chapter no. 8

File Transfer Protocol (FTP)

FTP, also known as File Transfer Protocol, is a protocol for the rapid, simple transmission of
files across a network supporting the TCP/IP protocol. This network is generally the Internet,
or a local network. FTP is a way of accessing files on another computer. FTP uses the Client-
Server architecture, meaning that there is a server that holds the files, and does the
authentication, and a client, or the end-user, who is accessing the files. The server listens on
the network for connection requests from other computers. The client can make a connection
to the FTP server by using FTP client software. Once connected and authenticated (via SFTP)
the client can do things such as uploading files, to the server, downloading files (taking the
server's files and putting them on his own computer) from the server, and renaming, deleting
files on the server, changing file permissions, etc.
> Open Server Manager, go to Roles and click “Add Roles”.

| 4= 7

RS R Oles:

2} @'ﬁ Features ;K
[# 7 Diagnostics i

2] :j]}: Configuration 1!
[# = Storage

View the health of the roles installed on your server and add or remove roles and features.

E Roles Summary Help

! Roles: 1 of 17 installed i\'} Add Rolﬁs
5 S T Remove_bles

~! Roles Summary

In the Add Role Wizard, select Web Server (11S) role to install

Add Roles Wizard x|
E%? Select Server Roles
Before You Begin Select ane or more roles to instal an this server,

Server Roles Rales:

Web Server (IIS)

Description:

Web Server (IIS) provides a reliable,
manageable, and scalable Web
applicationinfrastructure.

l: Active Directory Certificate Services

Role Services

[] Active Directory Federation Services

] Active Directory Lightweight Directory Services
Progress ] Active Directory Rights Management Services
[] application Server

Confirmation

Results

[ Fax Server
[ File Services

[] Metwork Policy and Access Services
[] Print Services

[] Terminal Services

[] UDDI Services

[] windows Deployment Services
[ windows Server Update Services

More about server roles

<previous |[ ey | 1oeie Cancel
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> Click Next until you reach Select Role Services page, leave the default and check FTP

Server, FTP Service and FTP Extensibility at the bottom. Click Next, follow the wizard
and finish the role installation.

Add Roles Wizard

]|
m Select Role Services
Before You Begin Select the role services to install for Web Server (IIS):
Server Roles Role services: Description:
Web Server (115) | ETPServer enables the transfer of
[] 115 Client Certificate Mapping Authentication _I F e tereras T sy
URL Auﬂw.r\za.nun using the FTP protocol. Users can
Confirmation Request Filtering establish an FTP connection and
[[] 1P and Domain Restrictions transfer files by using an FTP dient or
Progress = [E Performance FTP-enabled Web browser.
Results Static Content Compression

D Dynamic Content Compression
= [E Management Tools

115 Management Console

[] 115 Management Scripts and Tools

|:| Management Service

= [] 115 6 Management Compatibility

[] 115 & Metabase Compatibility
[] 115 & wWMI Compatibility
[] 115 & Scripting Tools
D IIS 6 Management Console

FTP Service
FTP Extensibility
[] IS Hostable Web Core

More about role services

< Previous nstal Cancel L
| & o s

> Now open IIS Manager from Start > Administrative Tools, expand the server, right click

Sites, and click Add FTP Site, give it a site name and configure the physical path as
needed.

"-'E Internet Information Services (11S) Manager — ﬂl
@;, & b TMG b Sites » w e
T . d FTP Site 7] x|
3 1 8 < Site Information
€- |78
W3 start Page Defauits
=195 T™MG (SUPERI
12} Applcato FIP site name
- o Sites [st Defaulss...
= 9 Defal M
Content Directory

Previous | peet | A Cancel
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> Configure Binding and SSL. In our case, we’d like to bind to all unassigned IP addresses
and do not use SSL.

"'E Internet Information Services (115) Manager

=81 %]
6@ I.i;»TMG»suﬂs

b e -
] Add FTP Site

= T
ST Binding and S5L Settings

3 -33 Start Page Defaults...
=93 TMG (SUPERI
L2 Appl —Binding

-] Sites P Address:
- Defal

Pefaults,..

Port:
=]
I Enable virtual Host Names:
Virtual Host (example: ‘m.cmtnsn.&n]:

¥ Start FTP site automatically
—Ea
" NossL

' Allow SSL

" Require 55

55L Certificate:

|riot Selected =l

Enable Basic Authentication and configure authorization. In our case I’ll start with

allowing All users both Read and Write permission as long as all users on the server are
password protected.

"t Internat Information Services (11S) Manager

=181
6@ la;»'rr-mnsnus

e
G #dd FTP Site

| o
@- H \ﬁ |& Authentication and Authorization Information

W5 Start Page Defauts...
=93 ™G
14 Applicatio hcaty =
£-[a] Sites Defalts. ..
-4 DefaL ' ananymous

Previous vt [ Anish | cance
b

T
| = | Paatrea View [ Fantant Visw: |

> Click Finish to finish the configuration.



