SQL-Injection Detection Using
Al-Based Framework

Final Year Project

Session 2021-2024

A project submitted in partial fulfillment of the degree of

BS in Cyber Security

Department of Information Technology
Faculty of Computer Science & Information Technology

The Superior University, Lahore
Fall 2024



Project Report: < SQL-Injection Detection Using Al-Based Framework>

Type (Nature of project) [ v ] Development [ ] Research [1R&D
Area of specialization
FYP ID FYP-BCBSM-S24-002

Project Group Members

Sr# Reg. # Student Name Email ID *Signature
(i) Ezclb?o]g M. Arish Imran bchsm-s21-003@superior.edu.pk

(i) §2C1b%rg4 Shafeh Mahmood bcbsm-s21-004@superior.edu.pk

(iii) gzsgf’orgé M. Shazil Su92-bscbm-s23-003@superior.edu.pk

*The candidates confirm that the work submitted is their own and appropriate credit has been
given where reference has been made to work of others

Plagiarism Free Certificate

This is to certify that, | Shafeh Mahmood S/D of Muhammad Nasir Mahmood, group leader of FYP under registration
no BCBSM-S21-004 at Information Technology Department, The Superior College, Lahore. | declare that my FYP
report is checked by my supervisor.

Date: Name of Group Leader: Signature:

Name of Supervisor: Dr. Gohar Mumtaz
Designation: Assistant Professor

Signature:

HOD: Dr. Syed Asad Ali Nagvi

Signature:

Faculty of CS&IT, The Superior University Lahore, Pakistan ii




Project Report: < SQL-Injection Detection Using Al-Based Framework>

SQL-Injection Detection Using
Al-Based Framework

Change Record

Author(s) Version |Date Notes Supervisor’s Signature

Arish Imran 1.0 05-Oct-2024 | <Original Draft>

Arish Imran 1.1 12-Oct-2024 <Changes Based on Feedback from
Supervisor>

Shafeh Mahmood 1.2 20-Oct-2024 <Changes Based on Feedback from
Faculty>

Shazil khan 13 28-0ct-2024 <Added Project Plan>

Arish Imran 14 03-Nov-2024 |<Incorporated Detailed Dataset
Description>

Arish Imran 15 15-Nov-2024 | <Updated Machine Learning Model
Performance>

Arish Imran 1.6 25-Nov-2024 | <Finalized SQL Injection Detection
Workflow>

Faculty of CS&IT, The Superior University Lahore, Pakistan iii



Project Report: < SQL-Injection Detection Using Al-Based Framework>

APPROVAL

PROJECT SUPERVISOR

Comments:

Name:

Date:

Signature:

PROJECT MANAGER

Comments:

Date:

Signature:

HEAD OF THE DEPARTMENT

Comments:

Date:

Signature:

Faculty of CS&IT, The Superior University Lahore, Pakistan iv



Project Report: < SQL-Injection Detection Using Al-Based Framework>

Dedication

This project is dedicated to everyone who helped, especially to my respected
project supervisor, Dr. Gohar Mumtaz, for his patience and wise counsel. Warmest
gratitude to my encouraging parents, friends, and everyone else who helped me
along the way.

Faculty of CS&IT, The Superior University Lahore, Pakistan v



Project Report: < SQL-Injection Detection Using Al-Based Framework>

Acknowledgements

We express our gratitude to all those who made contributions towards this project. We would
like to thank Dr. Gohar Mumtaz, our project supervisor, for his tremendous patience, guidance,
and helpful advice throughout the project's development. In addition, we would like to thank our
kind parents and supportive friends for their assistance and encouragement.

Faculty of CS&IT, The Superior University Lahore, Pakistan vi



Project Report: < SQL-Injection Detection Using Al-Based Framework>

Executive Summary

The SQL-Injection Detection Using Al-Based Framework is an effective administration and
management framework with the objective of providing an easy effective and efficient
mechanism beneficent for the security audit team. Machine learning models trained on an
extensive dataset of SQL injection queries, which includes a variety of attack types including
comments, union, and tautology, are employed by this python-based framework. With the use
of machine learning, the project aims to automate the static and dynamic process of SQL injection
detection which is often provide low accuracy and usually based on role-based principals and
facilitate the secure data access to legitimate and authenticated users only. This documentation
takes in-depth look at the SQL-Injection. Detection Using Al-Based Framework. It addresses
various number of project related topics, including its background, objectives, and scope. It also
emphasizes the limitations and presumptions that were considered during the development
process.
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Chapter 1: Introduction

As the name implies, SQL (Structured Query Language) is a programming language used today in
the IT sector to create and manage databases for businesses and corporate industries. You can
create databases for any industry, software, online applications, games, and more with this

programming language.

1.1. Background

Through a SQL injection attack, hackers can gain unauthorized access to the website's private
database and alter its contents. Using special characters or strings, the hacker tricks the website
into thinking they are an authorized user, entity, or program requesting information. The hacker
consequently obtains unauthorized access to private information.
These days, corporate technology industries use a wide range of approaches, both static and
dynamic, to detect SQL injection. SQL-Injection Recognition SOC analysts and database
administrators will benefit from the Al-Based Framework's seamless and automated SQL-I

detection through advanced machine learning training, which will also lessen their workload.

1.2. Motivations and Challenges

Motivations: An Al-based framework for SQL injection detection is being developed
because web applications and databases urgently require stronger security measures. The
integrity and confidentiality of sensitive data kept in databases are seriously threatened by
these attacks. The framework's goal is to provide proactive defense mechanisms against
increasingly complex SQL injection attacks by utilizing advanced machine learning
techniques like anomaly detection and pattern recognition. This will ultimately increase the
resilience of an organization's cybersecurity infrastructure.

Challenges: Even though Al-driven detection has a lot of potential, there are still a number
of implementation-related obstacles. The most important of these is getting good training
data, which is necessary to train machine learning models efficiently. Furthermore, reducing

false positives and negatives continues to be a significant challenge that necessitates careful
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algorithmic fine-tuning to achieve a balance between operational efficiency and detection
accuracy. Further obstacles to the adoption of Al-based detection frameworks include the
need to guarantee model interpretability and scalability while preserving optimal runtime
performance. Reaching the full potential of Al in reducing SQL injection threats and

strengthening cybersecurity defenses requires overcoming these obstacles.

1.3. Goals and Objectives

Goals: The main objective of the "SQL-Injection Detection Using Al-Based Framework" project is
to use cutting-edge machine learning techniques to detect and mitigate SQL injection attacks,
thereby greatly improving the security posture of databases and web applications. Our goal with
this framework is to build a strong defense system that can proactively detect and neutralize
possible threats, protecting confidential information and maintaining the integrity of
organizational systems.

Objectives: The project's specific goals are divided into several phases, such as preparation and
data gathering, model development, integration and deployment, performance optimization,
validation and assessment, documentation, and knowledge transfer. Our goal is to create an
automated detection framework that minimizes false positives and negatives and effectively
detects SQL injection attacks by methodically addressing these goals. Furthermore, our aim is to
guarantee a smooth assimilation into the current security framework and offer extensive
documentation to expedite the dissemination of knowledge to pertinent stakeholders, thereby

augmenting the overall security resilience of establishments against SQL injection attacks.

1.4. Literature Review/Existing Solutions

SQL injection attacks are a serious risk to web applications because they can allow malicious
commands to be executed or unauthorized access to sensitive data by taking advantage of flaws

in database queries. Static and dynamic analysis techniques are currently used for SQL injection
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detection. Static analysis is the study of the codebase in an isolated environment, while dynamic
analysis tests the application while it is running. Though dynamic analysis can be resource-
intensive and may not always correctly identify vulnerabilities, static analysis may miss
dynamically generated query vulnerabilities. Investigating Al-based methods for SQL injection
detection has gotten a lot of attention lately. Al-based solutions use machine learning algorithms,
including supervised, unsupervised, and deep learning, to analyze large datasets for patterns
suggestive of SQL injection attacks, with the goal of improving detection efficiency and accuracy.
Notwithstanding the potential of Al-based solutions, a thorough analysis is necessary to
determine their practical efficacy. This analysis should take into account various aspects such as
detection precision, false positive rate, scalability, and compatibility with current security

frameworks.

1.5. Gap Analysis

There are still a lot of big holes that need to be filled in SQL injection detection methods, even
with their improvements. Accurately detecting SQL injection attacks in real-time while
minimizing false positives is one of the main gaps. Current methods frequently fail to distinguish
between benign and malevolent database queries, which can result in either an attack being
overlooked or an overabundance of alerts overwhelming security analysts. Furthermore,
scalability issues with existing solutions may render them unsuitable for large-scale applications
or high-query throughput environments. Furthermore, due to the dynamic nature of SQL
injection attacks, detection mechanisms must be flexible enough to constantly pick up on new
attack vectors and adjust accordingly. Additionally, there is a need for more deployable and user-
friendly solutions that fit into current security infrastructures seamlessly and don't require a lot
of knowledge or customization. To close these gaps and improve SQL injection detection systems'
accuracy, scalability, and adaptability, novel strategies that take advantage of Al and machine

learning capabilities are needed.
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1.6. Proposed Solution

This research suggests creating an Al-based framework for the seamless and automated
detection of SQL injection attacks to fill in the gaps found in the current methods of detecting
SQL injection attacks. Using cutting-edge machine learning algorithms, the framework will be
able to accurately detect patterns indicating SQL injection attacks by analyzing database queries
in real-time. The suggested approach attempts to reduce false positives and false negatives,
thereby improving the overall efficacy of the detection process, by training on extensive datasets
of both benign and malevolent queries. Furthermore, scalability will be a priority in the design of
the framework, enabling it to support large query throughput and adjust to evolving attack
vectors over time.

The following are some of the main components of the suggested solution:

e Real-time database query monitoring and analysis to identify SQL injection attacks as they
happen.

e To improve detection accuracy, advanced machine learning techniques such as
supervised, unsupervised, and deep learning are integrated.

e Constantly updating and retraining on new datasets to enable learning and adaptation to
novel attack vectors.

e Scalability to support extensive applications and high-query environments.
Easy deployment and management are made possible by a user-friendly interface and
seamless integration with the current security infrastructure.

e The proposed framework seeks to equip database administrators and SOC analysts with
the necessary tools to effectively mitigate SQL injection attacks, by offering a

comprehensive and robust solution to the problems they pose.

1.7. Project Plan

The schedule, assignments, and materials needed to finish the SQL-Injection Detection Using Al-

Based framework are described in the project plan.
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1.7.1. Work Breakdown Structure

1. Research Phase
o 1.1 Literature Review
* |dentify relevant literature on SQL injection attacks and detection
techniques.
= Review academic papers, articles, and industry reports.
»  Summarize key findings and insights.
o 1.2 Analysis of Existing Solutions
» Evaluate current techniques for SQL injection detection.
» Compare strengths and weaknesses of static and dynamic analysis
approaches.
* |dentify gaps and limitations in existing solutions.
o 1.3 Identifying Key Requirements
» Define functional and non-functional requirements for the Al-based
framework.
= Determine the scope of the project and its objectives.
= Gather input from stakeholders to ensure alignment with organizational
goals.
2. Development Phase
o 2.1 Designing Al-Based Framework Architecture
* Architectural design of the Al-based framework.
= Define components, modules, and data flows.
» Consider scalability, performance, and maintainability.
o 2.2 Data Collection and Preprocessing
» Collect datasets of both legitimate and malicious database queries.
» Clean and preprocess the data to remove noise and inconsistencies.
= Explore feature engineering techniques to enhance model performance.

o 2.3 Implementation of Machine Learning Models

Faculty of CS&IT, The Superior University Lahore, Pakistan 6
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= Select appropriate machine learning algorithms for SQL injection
detection.
= Develop and train models using the preprocessed data.
* Fine-tune hyperparameters to optimize model performance.
o 2.4 Integration with Database Systems
* Integrate the Al-based framework with existing database systems.
= Ensure compatibility and seamless operation with different database
platforms.
* Implement mechanisms for real-time monitoring and analysis of database
queries.
o 2.5 Testing and Validation
= Develop test cases to validate the functionality and accuracy of the
framework.
= Conduct unit testing, integration testing, and system testing.
» Perform validation against known SQL injection attacks and evaluate
detection performance.
3. Documentation Phase
o 3.1 Writing Project Report
* Document the research findings, development process, and results.
= Structure the report according to academic standards, including
introduction, methodology, results, and conclusion sections.
*» Provide detailed descriptions of the Al-based framework and its
implementation.
o 3.2 Creating User Manuals
= Develop user manuals and documentation for deploying and using the
framework.
»= Provide instructions for installation, configuration, and troubleshooting.

* Include examples and case studies to illustrate usage scenarios.
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o 3.3 Preparing Presentations
» Create presentations for communicating project progress and outcomes.
=  Summarize key findings, methodology, and results in a visually engaging
format.
» Tailor presentations to different audiences, including technical and non-

technical stakeholders.

1.7.2. Roles & Responsibility Matrix

Role Responsibilities

- Overall project coordination and management. Define project scope,

Project Manager ||objectives, and deliverables. Allocate resources and manage project timeline

- Conduct literature review on SQL injection attacks and detection techniques.

Researcher Analyze existing solutions and identify key requirements. Document findings

- Design and implement Al-based framework architecture. Develop machine

Al Developer learning models for SQL injection detection. Optimize model performance

- Provide expertise in database integration. Assist in data collection and
Database preprocessing. Ensure compatibility and seamless operation with database

Administrator systems

Quality Assurance ||- Develop test cases and conduct testing of the Al-based framework. Validate

Tester detection accuracy and performance. Identify and report issues and bugs

- Document project progress and outcomes. Write project reports and user

Technical Writer ||manuals. Create presentations for communicating project results

Table 1.1: Roles & Responsibility Matrix
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1.7.3. Gantt Chart

Planning

Designing

Implementation

Testing

Validation

Evolution

Table 1.2: Gantt Chart

1.8. Report Outline

The Introduction section of the report will open by laying out the background on SQL injection
attacks, emphasizing their importance, and outlining the goals and parameters of the
investigation. After that, the Literature Review will examine the most recent methods for
detecting SQL injection, such as static and dynamic analysis approaches, and discuss their

drawbacks as well as new developments in Al-based solutions. The Gap Analysis section that
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follows will highlight the inadequacies of current methods and emphasize the need for

creative solutions to effectively close these gaps.

1.9. Empathy Map

Empathy Map
THINKS

Users consider how the detection
framework will reduce their workload,
improve response times, and minimize the
risk of SQL injection attacks on sensitive
databases. They also think about the
potential challenges, such as adapting to
novel SQL injection methods

SAYS

Users, including security
analysts and database
administrators, often
express concerns about the
reliability of existing SQL
injection detection systems.
They frequently ask for
automated, real- time
solutions that minimize
manual checks and reduce
the likelihood of data
breaches.

FEELS

Users often feel
overwhelmed by the
volume of queries they
need to monitor, worried
about undetected threats.
They hope the framework
will provide them with
increased peace of mind,
making their security
checks faster, more
accurate, and less labor-
intensive

%

DOES

Users monitor database queries, review
flagged inputs, and handle potential
security incidents.

They utilize tools and alert systems to
streamline threat detection, but manual
verification remains a time-consuming part
of their workflow

Fig 1.1: Empathy Map
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Chapter 2

Software Requirement

Specifications
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Chapter 2: Software Requirement Specifications

2.1. Introduction

2.1.1. Purpose

This Software Requirements Specification (SRS) document aims to provide a functional and non-
functional overview of the requirements needed to develop an artificial intelligence (Al)
framework that can identify and stop SQL injection attacks. Developers, project managers,
testers, and other project stakeholders can use this document as a guide. This SRS's jurisdiction

extends to the whole software stack devoted to SQL injection detection.

2.1.2. Document Conventions
The format of this document adheres to accepted practices for describing software
requirements. For convenience, each requirement is distinguished with a distinct tag.

Requirements are ranked as High, Medium, or Low priorities.

2.1.3. Intended Audience and Reading Suggestions

Developers, project managers, testers, and other stakeholders involved in the creation and
implementation of the SQL-Injection Detection Using Al-Based Framework are the target
audience for this document. It is set up to give a broad overview of the project's scope, then go
into detail into the features of the system and the non-functional requirements. It is
recommended that readers start with the overview sections and work their way down to the

sections that pertain to their role or area of interest for the best understanding.

2.1.4. Product Scope

A software solution called SQL-Injection Detection Using Al-Based Framework is designed to
improve the security of web applications by instantly identifying and thwarting SQL injection
attacks. Benefits from the system will include increased user trust, decreased susceptibility to

cyberattacks, and improved data integrity.
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2.1.5. References
e |SO/IEC 25010:2011 Systems and software engineering — Systems and software Quality
Requirements and Evaluation (Square) — System and software quality models
e OWASP (Open Web Application Security Project) SQL Injection Prevention Cheat Sheet.

Retrieved from: https://owasp.org/www-community/attacks/SQL Injection

e RFC 2616 - Hypertext Transfer Protocol -- HTTP/1.1. Retrieved from:
https://datatracker.ietf.org/doc/html/rfc2616

2.2. Overall Description

2.2.1. Product Perspective

The Al-Based Framework for SQL-Injection Detection is a stand-alone system that can be easily
integrated into current web application architectures. By intercepting and examining incoming
requests for potential SQL injection vulnerabilities, it serves as an additional layer of security.
Even though it functions independently, it might communicate with other security elements that

are a part of the larger system architecture.

2.2.2.  Product Functions
The system's user classes are as follows:
1. Developers: in charge of incorporating the framework into online applications.
2. Administrators: Keep an eye on security alerts and oversee system configurations.

3. End users: Communicate with web apps that the framework has secured.

2.2.3.  User Classes and Characteristics
The system's user classes are as follows:
1. Developers: in charge of incorporating the framework into online applications.
2. Administrators: Keep an eye on security alerts and oversee system configurations.

3. End users: Communicate with web apps that the framework has secured.
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2.2.4. Operating Environment

The system can run in an environment intended for web applications and is compatible with
popular web servers (like Apache, Nginx) and programming languages (like PHP, Python, and

Java). Both network communication capabilities and access to request data are necessary.

2.2.5. Design and Implementation Constraints

e The framework must comply with relevant security standards and best practices.
® Integration with existing web application architectures should be seamless.

e Performance overhead introduced by the framework should be minimal.

2.2.6. User Documentation

<List the user documentation components (such as user manuals, on-line help, and tutorials) that
will be delivered along with the software. Identify any known user documentation delivery

formats or standards.>

2.2.7. Assumptions and Dependencies

e Assumption: Web applications using the framework will adhere to standard HTTP
request/response protocols.
e Dependency: Availability of network connectivity and access to request data are assumed

for effective operation.

2.3. External Interface Requirements

2.3.1. User Interfaces

e Minimal user interface for system configuration and monitoring.

e Integration with existing web application interfaces for end-user interactions
2.3.2. Hardware Interfaces

e No specific hardware interfaces required, compatible with standard web server setups.
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2.3.3. Software Interfaces

e Integration with web server software (e.g., Apache, Nginx).

e Compatibility with web development frameworks (e.g., Django, Laravel).

2.3.4. Communications Interfaces

e Support for HTTP/HTTPS communication protocols.

e Integration with email or messaging systems for alert notifications.

2.4. System Features

24.1. System Feature 1
2.4.1.1. Description and Priority
Monitor incoming HTTP requests in real-time to detect potential SQL injection attacks.
(High Priority)

2.4.1.2. Stimulus/Response Sequences

Stimulus: Incoming HTTP request

Response: Analyze request parameters for SQL injection patterns

2.4.1.3. Functional Requirements

e REQ-SF1-1: Inspect request parameters for SQL syntax anomalies.
e REQ-SF1-2: Compare request patterns against known attack signatures.
e REQ-SF1-3: Generate alert for detected SQL injection attempts.

24.2. System Feature 2

2.4.2.1. Description and Priority

e Analyze detected threats to assess severity and potential impact. (High Priority).
2.4.2.2. Stimulus/Response Sequences

e Stimulus: Detected SQL injection attempt

e Response: Analyze request context and parameters for threat severity
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2.4.2.3. Functional Requirements

REQ-SF2-1: Evaluate the context of the detected SQL injection attempt.

REQ-SF2-2: Assign severity level based on threat characteristics.

e REQ-SF2-3: Provide detailed threat analysis report for administrators.

2.4.3.

2.4.3.1.

2.4.3.2.

2.4.3.3.

System Feature 3 (and so on)
Description and Priority

Incorporate a learning module to refine detection accuracy based on feedback from

prior detections. (Medium Priority)

Stimulus/Response Sequences
Stimulus: Feedback from administrators on SQL injection detections

Response: Adjust detection model parameters based on confirmed attack and false-

positive feedback

Functional Requirements

REQ-SF3-1: Record administrator feedback on detected SQL injection attempts.
REQ-SF3-2: Update model parameters periodically to reduce false positives and
improve detection accuracy.

REQ-SF3-3: Notify administrators about model adjustments after each update.

2.5. Other Nonfunctional Requirements

2.5.1.

Performance Requirements

® The system should process HTTP requests with minimal latency, aiming for response

times under 100 milliseconds.

e The framework should handle a high volume of concurrent requests, supporting

scalability to accommodate increasing traffic loads.
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2.5.2.

2.5.3.

2.5.4.

2.5.5.

2.6.

Safety Requirements
The framework should not introduce vulnerabilities or compromise the security of web
applications it protects.
Measures should be in place to prevent false positives and minimize disruption to

legitimate user traffic.

Security Requirements
The framework should employ robust encryption techniques to protect sensitive data
transmitted between components.

Access controls should restrict administrative functions to authorized users only.

Software Quality Attributes
The system should be reliable, with minimal downtime and robust error handling
mechanisms.
Code quality should be maintained through regular code reviews and adherence to coding

standards.

Business Rules
The system should be reliable, with minimal downtime and robust error handling
mechanisms.
Code quality should be maintained through regular code reviews and adherence to coding

standards.

Other Requirements

The framework should support integration with common web development frameworks
and technologies.

Compatibility with various web server configurations and environments is essential.
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e The system should provide flexibility for customization and configuration based on

specific application requirements.
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Chapter 3

Use Case Analysis
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Chapter 3: System Analysis

The proposed Al-driven SQL-Injection Detection Framework analyzes user input and database

gueries in real-time. It identifies patterns and anomalies that may indicate SQL injection

attempts, immediately notifying users so they can take preventative measures. By utilizing Al

algorithms that are constantly learning and developing, the framework ensures the best

detection capabilities against all types of SQL injection threats. Transparency is given top priority,

with security personnel receiving detailed reports and alerts that indicate potential SQL injection

problems. This comprehensive, automated solution upholds data integrity, safeguards user

privacy, and fosters trust in the digital world.

3.1. Use Case Model

Trained Model

Feature Extraction
Feature Reduction

Classified Results

e T N

Security Personnel

Database Administrators n_’l i_\ Security Audit Teams

S0OC Analysts

Classify user-inputs

Detection Notification

Fig 3.1: Roles & Responsibility Matrix
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3.2. Use Case Descriptions

e Users: provide inputs to the system.

e Trained Model: classifies the user inputs.

e Feature Extraction: extracts feature from the user inputs.

® Feature Reduction: reduces the dimensionality of the features.
® Attacker: tries to compromise the system.

e Database Administrators: manage the system’s database.

e Security Audit Teams: perform security audits on the system.
e C(lassified Results: are the outputs of the trained model.

e SOC Analysts: investigate security incidents.

e Detection Notification: is sent to the SOC analysts when a security incident is detected.
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Chapter 4

System Design
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Chapter 4: System Design

This chapter covers in detail the design and implementation of an Al-based SQL injection
detection system. It uses an activity diagram to explain the system's workflow and go over the
prediction model's functionality, emphasizing how machine learning is applied to the analysis and
categorization of user inputs as safe or harmful. The chapter continues by stressing the
importance of semantic, syntactic, and lexical analysis as machine learning techniques for
identification success. It also highlights the significance of using visual aids such as component
and activity diagrams to help explain and understand the framework's architecture. The benefits
of using such a framework are highlighted in the chapter's conclusion, and they include improved
accuracy, reduced false positives, increased efficiency, and flexibility to handle evolving attack
techniques. Taking everything into account, this chapter provides a comprehensive
understanding of the design and implementation of this Al-powered defense against SQL

injection attacks for web applications.
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4.1. Architecture Diagram
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Fig 4.1: Architecture Diagram
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4.2. Domain Model

Webserver
HTTP Request
ServerlD Database
RequestlD
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TimeStamp
IPAddress DEName
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System
SystemlD
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Al Detection Engine
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. Detection Result
DetectionAccuracy
ResultlD
L <
—p RequestiD
IsMalicious
DetectionTimeStamp
Fig 4.2: Domain Model
e Frontend/Backend: Tkinter, Python
e Tool: Python, Collab
e Functionality: Al-Based SQL-Injection Detection
e Product: Static Desktop App
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4.3. Entity Relationship Diagram with data dictionary
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Fig 4.3: Entity Relationship Diagram
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Entity-Relationship Diagram Explanation:

An Entity-Relationship Diagram (ERD) for SQL is a visual tool used to model and design a

database. It represents the structure of the database by illustrating the entities (tables)

and the relationships (foreign keys) between them. Each entity typically includes attributes

(columns), and relationships define how data in one table relates to data in another. ERDs

help in understanding the database schema, ensuring data integrity, and designing

efficient SQL queries.

Entities and Relationships

o

o

User: Data entry interface that facilitates system interaction.

Feature Extraction: Gathers information from the user to derive pertinent
characteristics.

Feature Reduction: To enhance the performance of the training model, the extracted
features are processed to decrease their dimension.

Training Model: The Al model for detecting SQL injection attacks is trained using the
reduced features.

Classified Result: Compiles the input data into normal or potentially malicious
categories and stores the results generated by the trained model.

The SOC Analyst: Confirms the detection of SQL injection assaults through additional analysis
of the classified results.

Informing of Detection: Declares the identification of potential SQL injection attacks and
notifies the appropriate parties.

Database Admin: Ensuring the security and integrity of the database through management.
Security Audit Team: Achieves compliance with security policies and conducts audits in order to
detect vulnerabilities.

The user's relationships Extracting Features: User-supplied data is subject to feature extraction
processing.

Extracting Features Reduction of Features: For additional processing, Feature Reduction
receives the extracted features from the user data.

Training Model After Feature Reduction: The training model exploits the diminished features to

construct and educate the artificial intelligence model.

Faculty of CS&IT, The Superior University Lahore, Pakistan 27



Project Report: < SQL-Injection Detection Using Al-Based Framework>

o Model of Training > Remarkable Outcome: A Classified Result indicates whether the inputted
data is valid or invalid, as produced by the Training Model.

O SOC Analyst: Classified Outcome: Before proceeding with further investigation, the Classified
Result is assessed by a SOC Analyst.

o Detection Notification via SOC Analyst >> If the analysis confirms the existence of a threat, the
SOC Analyst will issue a Detection Notification.

o User to Assailant: By simulating legitimate user activities, the attacker attempts to compromise
the system.

o Access Control -> Database Admin -> User: Assuring the database's security and appropriate
operation, the Database Admin oversees the database that users access.

o Administration of the Database -> SecurityAuditTeam -> Audits: To ensure that security
measures are effective and in place, the SecurityAuditTeam conducts routine audits of the

database that the Database Admin manages.
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4.4. Class Diagram
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Fig 4.4: Class Diagram
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Class Diagram Explanation:

This class diagram illustrates the components and interactions involved in an
Al-based SQL injection detection system. Here’'s a breakdown of each class
and its function:

1. User:
This entity represents the user who interacts with the system by providing input (likely in
the form of SQL queries). The input is then processed by the system to detect potential
SQL injection attacks.

2. Feature Extraction:
This class is responsible for extracting relevant features from the user-provided input.
Feature extraction is the first step in analyzing the input to distinguish between legitimate
queries and potential attacks.

3. Feature Reduction:
This class reduces the number of features to only the most relevant ones, enhancing the
system’s performance and accuracy. Feature reduction helps optimize the machine
learning model by focusing on critical data points.

4. Training Model:
This class represents the machine learning model that has been trained to identify SQL
injection patterns.
Once the features are extracted and reduced, the model classifies the input as either safe
or malicious.

5. Classified Result:
This class provides the outcome of the model’s classification. It determines whether the
input is legitimate or if it might contain SQL injection, triggering further actions if
necessary.

6. SOC Analyst:
The Security Operations Center (SOC) analyst is alerted if a suspicious or malicious input
is detected. The SOC analyst investigates incidents flagged by the model to verify if they

pose a genuine threat.
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7.

10.

Detection Notification:

This class sends notifications if a potential SQL injection is detected, allowing the necessary
personnel to take action to mitigate the risk.

Attacker:

This class represents the attacker attempting to exploit the system through SQL injection.
The attacker compromises the system if the injection attack goes undetected.

Database Admin:

The database administrator manages the database, ensuring it functions as intended and
remains secure. This role involves handling data and configuring database settings.
Security Audit Team:

This team performs audits on the database, ensuring security compliance and detecting
any vulnerabilities. Audits help in maintaining the database's integrity by verifying it

against security standards.
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4.5. Sequence / Collaboration Diagram

Start
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Fig 4.5: Sequence Diagram
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Sequence Diagram Explanation:

This sequence/collaboration diagram details the step-by-step process of detecting SQL
injection in an Al-based framework. Here’s an explanation of each step in the sequence:

1. Start:
The process begins with the initiation of the detection workflow.

2. User Input Received:
The system receives input from the user, typically in the form of an SQL query submitted
through a user interface.

3. Feature Extraction:
The input query undergoes feature extraction, where relevant attributes or patterns are
identified. This step helps the system focus on parts of the query that are most indicative
of malicious or safe behavior.

4. Feature Reduction:
The extracted features are reduced to a smaller set, focusing on the most significant
attributes. This step minimizes computational load and improves model accuracy by
removing less relevant data.

5. Classification:
The reduced features are fed into a classification model that categorizes the query.
The model determines whether the query is a Malicious Query, or a Safe Query based on
its training.

6. Malicious Query:
If classified as malicious, the system proceeds to alert the SOC (Security Operations Center)
analysts for further investigation. The SOC analyst is notified to act and assess the potential
security threat.

7. Alert SOC Analysts:
A notification is sent to the SOC team, prompting them to examine the flagged query and

take necessary countermeasures to prevent damage.
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8. Update Model:
Feedback from the analyst is used to update the model, enhancing its ability to detect
future attacks more accurately. This feedback loop enables continuous improvement in
the detection model.

9. Safe Query:
If the query is deemed safe, it bypasses the alert process, and the sequence ends without
further action.

10. End:

The detection process concludes, marking the end of this query’s analysis.

4.6. Operation contracts

Service Level Agreements (SLAs)
e Objective: Define the level of service and performance expected from the SQL-injection
detection system.
e Contents:
e Response time for detecting and flagging potentially malicious queries.
e Uptime and availability requirements.
® Accuracy thresholds for the Al-based detection models.
2. Data Privacy and Security Protocols
e Objective: Ensure that sensitive data (e.g., user queries) is handled securely to protect
privacy and prevent unauthorized access.
e (Contents:
e Encryption standards for data in transit and at rest.
® Access control policies for system components.
e Compliance with relevant data protection regulations (e.g., GDPR, HIPAA).
3. Maintenance and Support Agreements
® Objective: Outline responsibilities for system maintenance, updates, and user support.
e Contents:

e Scheduled maintenance windows and procedures.
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e Protocols for handling system failures or emergencies.

e User support channels and response times for queries and issues.

4. Usage Policies and Guidelines
e Objective: Define rules for appropriate use of the SQL-injection detection system by
authorized users.
e (Contents:
e User roles and permissions within the system.
e Restrictions on query types or frequencies to prevent abuse.

e Guidelines for reporting suspicious activities or false positives.

5. Integration and Compatibility Agreements
e Objective: Specify requirements for integrating the Al-based detection framework with
existing systems or databases.
e (Contents:
e Compatibility checks with different database management systems (DBMS).
e Protocols for exchanging data between the detection system and other
applications.
6. Training and Documentation Requirements
® Objective: Ensure that users and administrators are adequately trained on using and
maintaining the SQL-injection detection system.
e Contents:
e Training programs or materials for system users.
e Technical documentation for developers and system administrators.
Example Considerations:
e Vendor Agreements: If components of the Al framework are sourced from external
vendors, contracts may specify terms of use, licensing, and support.
e Legal and Compliance: Address legal aspects related to intellectual property, liability, and

regulatory compliance.
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4.7. Activity Diagram

User Frontend Backend Database

Input Data »

w

Send Data
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Fig 4.6: Activity Diagram

Activity Diagram Explanation:
An activity diagram represents the sequence of activities and transitions involved in the
process of detecting SQL injection attacks using an Al-based system. Here's what each

activity and transition represent:
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o User Input: The process begins with input from the user. This could be in the form of a
database query or some interaction with the system.

o Trained Model: The user input is fed into a trained machine learning model. This model
has been trained to detect SQL injection attacks.

o Feature Extraction: The trained model extracts feature from the user input. Feature
extraction involves identifying relevant characteristics or patterns that can help in
classifying the input as malicious or benign.

o Feature Reduction: After extracting features, the model performs feature reduction. This
step simplifies the feature set by removing redundant or irrelevant features, which helps
in improving the model's efficiency and accuracy.

o Classified Results: The reduced features are then classified into results. The input is
classified as either malicious (indicative of an SQL injection attack) or benign.

o If Malicious: If the input is classified as malicious, it triggers a notification to the SOC
(Security Operations Center) analysts.

o SOC Analysts: The SOC analysts receive the detection notification and take necessary
actions to mitigate the threat. This may involve further investigation or initiating security
protocols.

o Tries to Compromise System: An attacker may continually try to compromise the system,
attempting different SQL injection techniques.

o Database Administrators: Database administrators are involved in the feature extraction
process. They provide expertise and support to ensure that the features being extracted
are relevant and comprehensive.

o Security Audit Teams: Security audit teams work alongside the process, particularly in the
feature reduction stage. They help in ensuring that the features being used for
classification are optimal and that the system's overall security posture is maintained.

o Detection Notification: A notification mechanism is in place to alert the SOC analysts

when a potential SQL injection attack is detected.
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o This activity diagram provides a high-level overview of the process flow from user input
to the detection and response to SQL injection attacks, involving various stakeholders

such as SOC analysts, database administrators, and security audit teams.

4.8. State Transition Diagram
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Fig 4.7: State Transition Diagram
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State Transition Diagram Explanation:

The state transition diagram represents the sequence of states and transitions involved in the
process of detecting SQL injection attacks using an Al-based system. Here’s what each state and

transition represent:

o Start: This is the initial state of the system.

o User Input Received: The system receives an input query from the user.

o Feature Extraction: The system extracts relevant features from the input query to be used
for analysis.

o Feature Reduction: The extracted features are reduced to a manageable size, retaining
only the most important ones.

o Classification: The reduced features are fed into the trained Al model to classify the
query.

o Safe Query: If the query is classified as safe, it is allowed to proceed.

o Malicious Query: If the query is classified as malicious, the system takes actions to handle
it.

o Alert SOC Analyst: The system alerts a Security Operations Center (SOC) analyst about
the potential threat.

o Update Model: Based on the feedback from the SOC analyst, the Al model is updated to
improve future detection accuracy.

o End: The process concludes after either allowing a safe query or updating the model.

o Transitions:

o Start - User Input Received: The user submits an input query, moving the system from
the start state to receiving the user input.

o User Input Received - Feature Extraction: The system transitions to extracting features
from the received query.

o Feature Extraction - Feature Reduction: The extracted features are then reduced in size.

o Feature Reduction - Classification: The reduced features are used to classify the query

using the Al model.
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o Classification - Safe Query: If classified as safe, the query proceeds.

o Classification - Malicious Query: If classified as malicious, the system handles the threat.

o Malicious Query = Alert SOC Analyst: An alert is sent to a SOC analyst about the detected
malicious query.

o Alert SOC Analyst - Update Model: The SOC analyst's feedback is used to update the Al
model.

o Safe Query = End: The process ends after allowing a safe query.

o Update Model - End: The process ends after updating the model.
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4.9. Component Diagram
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Fig 4.8: Component Diagram
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Explanation of the Component Diagram:

The component diagram represents the various parts of the Al-based SQL injection detection

system and their interactions. Here’s what each component and connection represent:

o User Interface: The frontend where users interact with the system and submit their
queries.

o Feature Extraction: This component processes the user input to extract relevant features
for analysis.

o Feature Reduction: This component reduces the dimensionality of the extracted features
to retain only the most significant ones.

o Trained Model: The machine learning model that classifies the input queries as safe or
malicious based on the reduced features.

o Detection Notification: This component generates alerts for Security Operations Center
(SOC) analysts if a malicious query is detected.

o SOC Analysts: Security professionals who investigate and respond to alerts generated by
the system.

o Database: Stores data, including user queries, extracted features, and logs of detected
threats.

o Attacker: Represents potential sources of malicious SQL injection attacks.

o Database Administrators: Individuals responsible for managing and maintaining the
database.

o Security Audit Teams: Teams that conduct regular security audits on the system to ensure
its integrity and effectiveness.

o User Interface: Feature Extraction: Users submit queries through the interface, which are
then processed for feature extraction.

o Feature Extraction - Feature Reduction: Extracted features are passed to the feature
reduction component.

o Feature Reduction - Trained Model: Reduced features are fed into the trained model

for classification.
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o Trained Model - Detection Notification: If a query is classified as malicious, an alert is
generated.

o Detection Notification - SOC Analysts: Alerts are sent to SOC analysts for further
investigation.

o Feature Extraction - Database: Extracted features are stored in the database.

o Feature Reduction - Database: Reduced features are also stored in the database.

o Trained Model - Database: The results from the trained model are logged in the
database.

o Database - Security Audit Teams: Audit teams access the database for security
assessments.

o Attacker - Database: Represents potential attacks targeting the database.

o Database - Database Administrators: Administrators manage and maintain the database
based on its logs and performance.

o This diagram illustrates the relationships and data flow between different components
within the Al-based SQL injection detection system, showing how the system processes

user inputs, detects threats, and involves security personnel.
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4.10. Deployment Diagram
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Diagram Explanation:

Fig 4.9: Deployment Diagram
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o User System: Contains the static desktop app that users interact with.

o Application Server: Handles backend processes and API calls.

o Database Server: Stores logs and user data securely.

o ML Server: Processes data through the machine learning model.

o Document Server: Manages documentation and logs.

o Directory Server: Manages authentication and authorization.
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4.11. Data Flow diagram
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Figure 4.2 Methodology Diagram

Fig 4.10: Data Flow Diagram
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Diagram Explanation:

e Start: The process begins, marking the start of the SQL injection detection workflow.

e SQL-Queries Acquisition: SQL queries are acquired from user inputs or a source of data
that the system monitors. This step gathers the raw SQL queries that will be analyzed for
potential threats.

e SQL-I Queries Pre-Processing: The acquired queries undergo preprocessing, which
involves cleaning and preparing the data. Preprocessing may include removing irrelevant
information, normalizing query structure, or encoding data.

e Feature Extraction: Relevant features are extracted from the preprocessed SQL queries.
These features capture characteristics of the query that can help the model distinguish
between safe and malicious patterns.

e Feature Reduction: The extracted features are then reduced to a subset of the most
important ones. Feature reduction minimizes data complexity, focusing the model on the
most informative features and improving performance.

e Trained Model: The reduced features are passed to a trained machine learning model
designed to detect SQL injection. The model has already been trained on historical data,
enabling it to classify queries based on learned patterns.

e Training Set / Testing Set: The model uses a Training Set to learn patterns and a Testing
Set to validate its accuracy. During initial development, the model is trained on labeled
data and then tested to ensure it can generalize well to new inputs.

e Decision: The model makes a decision on each query, classifying it as either safe or
malicious.

This decision is based on the features of the query as processed by the model.

e Classified Result: The decision leads to a classified result, where the query is identified as
either:

e Normal User Input: A safe query with no signs of SQL injection.

e SQl-Injection Query: A potentially malicious query that may contain SQL injection

patterns.

Faculty of CS&IT, The Superior University Lahore, Pakistan 46



Project Report: < SQL-Injection Detection Using Al-Based Framework>

e End: The process concludes after classification, with the system taking appropriate
actions based on the result. For a safe query, it continues without interruption, while a

malicious query may trigger alerts or additional protective measures.
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Chapter 5

Implementation
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Chapter 5: Implementation

The implementation of the SQL Injection Detection framework encompasses the development
and integration of multiple components, each essential to ensuring accurate detection and real-
time alerting of SQL injection attempts. This chapter details the technical aspects involved,
including core flow control, libraries, and development tools used to bring the system to fruition.
Key components include a robust data ingestion pipeline, preprocessing modules for handling
SQL queries, and a machine learning-based classifier trained to distinguish between benign and
malicious inputs. By leveraging Python libraries like Scikit-Learn, Pandas, and NLTK, the
framework efficiently processes large volumes of query data while achieving high detection
accuracy. Additionally, the deployment environment is configured to support real-time detection
capabilities via a Flask-based API, enabling integration with web applications and backend
systems. Adhering to coding standards and best practices, the framework is built to be secure,
modular, and easily maintainable, making it a reliable tool for SQL injection prevention in

dynamic, high-traffic environments.

5.1. Important Flow Control/Pseudo codes

Overview: This section outlines the core logic and control flow of the SQL Injection Detection
system. The primary control flow includes data ingestion, preprocessing, model prediction, and
alerting. Pseudo-code is provided for key steps, facilitating understanding of the model’s
operation and functionality.
Pseudo-code Example for Data Preprocessing:

1. Load SQL query data

2. If query contains NULL or special characters, flag it for preprocessing

3. Apply text-cleaning techniques (e.g., remove special characters, tokenize)

4

Pass cleaned query to feature extraction module

Pseudo-code Example for Classification and Alerting:
1. Process input query

2. Extract features using trained vectorizer (e.g., Bag of Words, Word2Vec)
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5.2.

Predict with trained machine learning model
If model classifies query as malicious:
a. Flag query and generate alert

b. Store flagged query in a secure log for further analysis

Components, Libraries, Web Services and stubs

Components, Libraries, Web Services, and Stubs Core Components: The implementation
leverages several components, each contributing to the system's functionality:

Data Ingestion Module: Reads incoming SQL queries and prepares them for processing.
Preprocessing Module: Cleans, tokenizes, and standardizes queries to make them suitable
for the model.

Feature Extraction: Converts SQL queries into a format compatible with the machine
learning model (e.g., vectorization).

Classification Model: The machine learning model that classifies queries as benign or
malicious.

Alerting System: Generates alerts for flagged queries, notifying administrators in real-
time.

Scikit-Learn: Used for building, training, and testing the machine learning model.
NLTK/Spacy: Utilized for natural language processing (NLP) tasks, including tokenization
and text preprocessing.

Pandas & NumPy: Employed for data handling, processing, and manipulation of SQL
query datasets.

Flask (or Fast API): To deploy the detection model as a web-based API, allowing external
systems to interact with the framework.

Logging Libraries: Used to create logs of flagged queries and system alerts.

Web Services and Stubs: The API deployed with Flask/Fast API enables applications to

submit queries for detection.
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5.3.

5.4.

Login Service: A logging service stub ensures alerts are captured even if the logging

system is temporarily unavailable, helping maintain uninterrupted detection and tracking.

Deployment Environment

Platform: The framework is developed and deployed on a platform supporting Python
environments, such as Linux or cloud services like AWS or Azure, which offer robust scalability for
high-traffic applications.

Configuration Requirements: Python Version: Python 3.8 or above. Server Requirements: For
local deployment, the system should run on a machine with at least 4GB of RAM. For cloud
deployments, AWS EC2 t2. medium instances or equivalent are recommended.

Database: An SQL database (e.g., PostgreSQL, MySQL) for storing and retrieving query logs and
classification results.

Deployment Steps: Install necessary dependencies using requirements.txt. Set up the
environment and connect to the SQL database. Deploy Flask/Fast APl-based API, exposing
endpoints for query input and detection results. Enable logging and alerting mechanisms to

monitor SQL injection detection in real time.

Tools and Techniques

Machine Learning Techniques:

o Model Selection: A Light GBM classifier is chosen for its high accuracy and
efficiency in handling large datasets, providing optimal results for binary
classification of benign versus malicious queries.

Feature Extraction Techniques:

o Bag of Words: Converts SQL queries into numerical vectors representing word
frequency.

o Word2Vec: Embeds query tokens to capture semantic relationships, enhancing

detection accuracy for varied injection patterns.
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5.5.

5.6.

Development Tools:
o Jupyter Notebooks: For prototyping and initial model training, allowing iterative
testing of different model parameters.
o VS Code/PyCharm: Primary IDEs for coding, debugging, and structuring the
project.
o Version Control: Git is used to manage code versions, enabling collaborative work

and code management.

Best Practices / Coding Standards

Coding Standards: The project follows PEP 8 guidelines for Python, ensuring readability
and consistency across code modules.

Input Sanitization: Ensures all user inputs are sanitized before being processed to prevent
unwanted SQL injection.

Error Handling: Implements robust error handling, logging any failures without disclosing
sensitive details to the end user.

Modular Coding: The system is structured into modular components (e.g., ingestion,
preprocessing, classification), enabling ease of maintenance and scalability.

Testing Standards: Unit tests for individual functions and integration tests for system

components are maintained, ensuring high accuracy and low error rates in deployment.

Version Control

Repository Management: The project code is maintained in a Git repository with
branches for development, testing, and production.

Commit Standards: Commits follow a structured message format, with tags for feature
additions ([ADD]), bug fixes ([FIX]), and refactoring ([REFACTOR]).

Continuous Integration (Cl): Cl tools (e.g., GitHub Actions) automate testing and ensure

code quality by running unit tests with each commit, promoting stable code deployment.
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Chapter 6

Testing and Evaluation
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Chapter 6: Testing and Evaluation

The Testing and Evaluation phase of the SQL Injection Detection framework is crucial to ensure
its reliability, efficiency, and accuracy. This chapter outlines the rigorous testing methodologies
applied to verify the system’s performance, including use case testing, equivalence partitioning,
boundary value analysis, and data flow testing. Each testing method is designed to validate
specific aspects of the framework, such as its ability to accurately differentiate between benign
and malicious SQL queries, handle high volumes of inputs, and maintain stability under stress.
Integration and performance testing confirm that the components interact smoothly, providing
a robust and timely response in real-world conditions. By thoroughly evaluating the detection
system across these dimensions, this phase ensures that the framework is not only secure and
resilient but also highly effective in identifying SQL injection threats with minimal false positives,

enhancing database security for end-users.

6.1. Use Case Testing

e Objective: To verify that the system can accurately handle and respond to different types
of user inputs. The use cases simulate real-world scenarios to ensure the SQL Injection
Detection framework is capable of flagging malicious attempts while allowing valid inputs
to pass unimpeded.

e Example Cases:

e Case 1: Valid Query Handling — A user enters a simple, non-threatening SQL query (e.g.,
"SELECT * FROM users WHERE age > 30;"). Expected behavior is that the system identifies
the query as benign, allowing it without raising any alerts.

e Case 2: Basic SQL Injection — A user submits a query containing typical SQL injection
patterns (e.g., "SELECT * FROM users WHERE username = 'admin' --"). The system should
classify this as suspicious, flagging it as an SQL injection attempt and triggering an alert.

e Case 3: Advanced SQL Injection Attempt — This use case tests the system with more

sophisticated injections, such as a UNION-based attack or subquery injection (e.g.,
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6.2.

6.3.

"SELECT * FROM users WHERE id = 1 UNION SELECT password FROM admin_users;"). This
input should also be detected, prompting an alert.

Case 4: Plain Text Input — This case covers inputs with no SQL-related content (e.g., "Hello,
world!" or "User feedback text"). The system should classify this as non-threatening and
avoid false positives.

Outcome: Through these cases, the system should demonstrate high sensitivity to

malicious patterns while minimizing false positives for benign inputs.

Equivalence partitioning

Purpose: This testing strategy aims to reduce the overall number of test cases by grouping
input data into partitions where each member is expected to behave similarly within the
system. Equivalence classes for this framework include:

Benign SQL Queries: Standard SQL statements that adhere to expected database
operations, such as data retrieval or update commands without malicious intent. The
system should accept these without flagging them as threats.

Malicious SQL Injections: Commands that attempt to manipulate database interactions
in unauthorized ways. This includes inputs with malicious SQL syntax, special characters
(e.g.,'; --), or sequences designed to alter query behavior.

Plain Text/Non-SQL Input: Inputs unrelated to SQL, ensuring the system accurately
categorizes them without raising unnecessary alerts.

Testing Outcomes: This partitioning approach ensures the system maintains accuracy in
handling a diverse range of input types, minimizing unnecessary alerts while maintaining

vigilance against injection threats.

Boundary value analysis

Purpose: Boundary value analysis is used to test the edges of input partitions. SQL queries
can vary significantly in complexity, making it essential to understand how the system

performs with both minimal and maximal inputs.

Faculty of CS&IT, The Superior University Lahore, Pakistan 55



Project Report: < SQL-Injection Detection Using Al-Based Framework>

6.4.

6.5.

Example Cases:

Minimum Boundary: Testing the smallest possible input, such as an empty query or a
simple one-word command (e.g., "SELECT;"), should yield a controlled response without
crashing.

Maximum Boundary: Entering a maximally long query with numerous clauses, joins, and
nested subqueries (e.g., over 256 characters or involving extensive table operations). This
tests the system’s resilience and ensures that the query parsing mechanism can handle
larger, complex inputs without failing or flagging false positives.

Outcome: By testing at these boundaries, the system demonstrates robustness and
efficiency across a spectrum of input complexities, thereby ensuring consistency and

reliability in practical scenarios.

Data flow testing

Objective: Verify that data flows through the system correctly from the point of input to
final detection and alerting. This ensures that each component of the system—data
intake, analysis, detection, and alert mechanisms—interacts seamlessly.

Testing Strategy:

Simulate a user query to follow the data’s path, ensuring that the system receives and
correctly interprets the query.

Assess the processing step where the machine learning model analyzes the query.

Verify the alert generation if a query is flagged as suspicious.

Expected Outcome: Accurate detection and prompt alerting at each stage of the process,
confirming the integrity of data flow and ensuring that no input is lost or misclassified

during processing.

Unit testing

Components Tested: Unit testing targets individual functions in the detection model,

focusing on data preprocessing, query classification, alert generation, and error handling.
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6.6.

6.7.

Testing Process:

Data Preprocessing: Ensure that each preprocessing step, such as tokenization or special
character removal, works as intended. This guarantees that the model receives
consistently formatted data.

Query Classification: Evaluate the accuracy of individual classification functions to verify
that SQL injection patterns are reliably detected.

Alert Generation: Confirm that alerts trigger appropriately and can be customized based
on threat levels.

Expected Outcome: Each component should function as expected, contributing to the
overall system reliability. Unit tests also identify potential issues early, streamlining

further integration and system-level testing.

Integration testing

Goal: Integration testing confirms that each module—data intake, analysis, alerting—
interacts correctly within the overall system.

Testing Process: Start by integrating data intake and preprocessing functions, followed
by the addition of the machine learning model, and finally, the alert system. Test each
stage individually, then perform end-to-end testing for smooth inter-module operation.
Outcome: Seamless communication between modules should lead to accurate, timely

detection and notification, ensuring the system operates as an effective, unified whole.

Performance testing

Purpose: Evaluate the system’s efficiency, particularly in processing speed and accuracy
under variable loads.

Testing Metrics: Include response time per query, number of queries processed per
second, and memory usage.

Expected Outcome: The system should maintain high performance, handling regular and

peak loads efficiently without compromising detection accuracy.
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6.8. Stress Testing

e Goal: Stress testing evaluates system stability under extreme conditions, testing the limit
of the framework’s tolerance.

e Testing Method: Increase the input load beyond typical usage levels, simulating a high
volume of simultaneous SQL queries, including a mixture of valid and injection attempts.

e Expected Outcome: The system should maintain stable operation, continue detecting

malicious queries, and avoid breakdowns under heavy load.
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Chapter 7

Summary, Conclusion and
Future Enhancements
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Chapter 7: Summary, Conclusion & Future Enhancements

7.1.

7.2.

Project Summary

Overview: The SQL Injection Detection framework leverages machine learning techniques
to analyze and classify SQL queries. Its core objective is to provide a reliable, automated
solution for identifying and responding to SQL injection attempts in real time, reducing
the burden on security teams and enhancing database protection.

Summary of Capabilities: This project has successfully developed a detection framework
with a high accuracy rate, distinguishing between benign and malicious queries and
generating actionable alerts for suspected injection attempts. This automated approach
minimizes the need for manual inspection and offers scalable security for applications

vulnerable to SQL injection threats.

Achievements and Improvements

Key Achievements: High Detection Accuracy: Achieved significant accuracy in identifying
SQL injection patterns, lowering false positives and negatives compared to traditional
methods.

Real-Time Response: The system successfully provides immediate alerts for potential SQL
injection attempts, empowering security personnel to address threats in real time.

User Interface Integration: A simplified user interface aids users in navigating query
classifications, reviewing flagged entries, and managing alert settings.

Notable Improvements: Over the course of the project, enhancements were made to the
model’s performance, such as increasing dataset variety to improve detection accuracy

and optimizing preprocessing to handle complex inputs effectively.
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7.3.

7.4.

7.5.

Critical Review

Strengths: The system’s high detection accuracy and rapid response capabilities enhance
database security significantly. By automating SQL injection detection, the framework not
only reduces manual workloads but also offers consistent security monitoring.
Limitations: The system may face challenges with entirely novel SQL injection patterns
that deviate from known types. Additionally, the framework could benefit from ongoing
model updates to keep up with evolving attack strategies.

Areas for Optimization: Future work could focus on improving the system’s adaptability
to new injection techniques and refining alert customization to further minimize false

positives.

Lessons Learnt

Model Training: Exposure to a diverse range of SQL injection patterns during training
significantly improves detection accuracy and robustness.

Dataset Variety: Including a broad dataset of injection and benign queries helped the
model learn subtle distinctions, which is essential for minimizing false positives and
ensuring accurate detection.

Collaboration Importance: Frequent feedback from potential end-users, including
database administrators and security teams, highlighted the practical needs of the system

and informed useful adjustments to the framework.

Future Enhancements/Recommendations

Enhanced Al Models: Future iterations could explore advanced machine learning
algorithms, such as deep learning models, to detect increasingly complex injection
patterns.

Real-Time Monitoring and Logging: Incorporating continuous, real-time monitoring
directly within web applications would enhance detection capabilities and allow proactive

defenses against SQL injections.
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e Interface Improvements: Expanding the user interface to offer more detailed analytics
on detected injection attempts, with features for quick triage and customizable alerting,
would improve usability.

e Periodic Model Updates: To keep up with the latest SQL injection techniques, periodic
retraining of the model with updated datasets is recommended, ensuring continuous

improvement and relevance to emerging threats.
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Appendices
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Appendix A: User Manual

This user manual is intended for end-users interacting with the SQL Injection Detection
framework. It provides instructions for using the system, understanding alerts, and managing

potential SQL injection risks.

A.1. Overview of the System

The SQL Injection Detection framework is designed to help users identify and mitigate SQL
injection vulnerabilities in web applications. The tool uses machine learning techniques to detect

patterns and potential threats in SQL queries.

A.1.1. System Requirement
The framework is compatible with major operating systems, including Windows, Linux, and
macOS. The following minimum specifications are recommended for smooth functioning:

e Operating System: Windows 10 or later, Ubuntu 20.04, macOS 10.15

e Processor: Dual-core 2.0 GHz

e RAM:4GB

o Storage: 10 GB of free disk space

A.1.1.1. Installation Steps

1. Download the framework setup file from the official repository or website.

2. Run the installer and follow the on-screen instructions.

3. Configure the system by updating the configuration file with database credentials and

security parameters.
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Appendix B: Administrator Manual

This manual provides guidance for administrators responsible for managing and maintaining the
SQL Injection Detection framework. It includes details on deployment, updates, and

troubleshooting.

B.1. System Deployment

Administrators must deploy the framework on secure servers to ensure protection against

unauthorized access.

B.1.1. Maintenance Guidelines

Regular updates should be applied to keep the detection algorithms up to date. Monitoring

system logs and alerts is essential for identifying potential issues.

B.1.1.1. Troubleshooting Common Errors

1. Database Connection Errors: Ensure credentials in the configuration file are correct.

2. False Positives: Adjust the sensitivity of detection algorithms in the settings.
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Appendix C: Information / Promotional Material

This section provides promotional and informational content, useful for presenting the SQL

Injection Detection framework to stakeholders or marketing its benefits to potential users.

C.1. Standee

SQL Detection
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